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About this Guide

This User Guide provides information for centrally managing TP-Link devices via the Festa Cloud-
Based Controller. Please read this guide carefully before operation.

Intended Readers

This User Guide is intended for network managers familiar with IT concepts and network terminologies.

Conventions

When using this guide, notice that:

B Features available in the Festa Cloud-Based Controller may vary due to your region, controller
version, and device model. Allimages, steps, and descriptions in this guide are only examples and may
not reflect your actual experience.

B The information in this document is subject to change without notice. Every effort has been made
in the preparation of this document to ensure accuracy of the contents, but all statements, information,
and recommendations in this document do not constitute the warranty of any kind, express or implied.
Users must take full responsibility for their application of any products.

B This guide uses the specific formats to highlight special messages. The following table lists the
notice icons that are used throughout this guide.

In this guide, the following conventions are used:

Controller Stands for the Festa Cloud-Based Controller.

Gateway Stands for the Festa Gateway.

Switch Stands for the Festa Switch.

AP Stands for the Festa AP.

@ Note The note contains the helpful information for a better use of the Controller.
’ Configuration Guidelines Provide tips for you to learn about the feature and its configurations.

More Information

m  For technical support, the latest version of the User Guide and other information, please visit
https://www.tp-link.com/support/?type=smb.

B To ask questions, find answers, and communicate with TP-Link users or engineers, please visit
https://community.tp-link.com/business to join TP-Link Community.
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Festa Cloud-Based Controller
Solution Overview

Festa Cloud-Based Controller Solution offers centralized and efficient management for configuring
small and mid-size business networks comprised of security gateways, switches, and wireless access
points.

With a reliable network management platform powered by the TP-Link Festa Cloud-Based Controller,
you can develop comprehensive, software-defined networking across demanding, high-traffic
environments with robust wired and wireless solutions.

The chapter includes the following sections:

e 1 Overview

e 2 Core Components
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¥ 1 Overview

Festa Cloud-Based Controller Solution is designed to provide business-class networking solutions for
demanding, high-traffic environments such as small businesses, home offices, and cafes. It simplifies
deploying and managing large-scale enterprise networks and offers easy maintenance, ongoing
monitoring, and flexible scalability.

This figure shows a sample architecture of a Festa enterprise network:
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The interconnected elements that work together to deliver a unified enterprise network include: Festa
Cloud-Based Controller, gateways, switches, access points, and client devices. Beginning with a
base of client devices, each element adds functionality and complexity as the network is developing,
interconnecting with the elements above and below it to create a comprehensive, secure wired and
wireless solution.

The Festa Cloud-Based Controller is a command center and management platform at the heart of the
network. With a single platform, the network administrators configure and manage enterprise networks
comprised of gateways, switches, and wireless access points in batches. This unleashes new levels of
management to avoid complex and costly over-provisioning.
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¥ 2 Core Components

A Festa network consists of the following core components:

Festa Cloud-Based Controller — A command center and management platform at the heart of
network solution for the enterprise. With the single platform, the network administrators can
configure and manage all the Festa products which have all your needs covered in terms of routing,
switching and Wi-Fi.

Gateways — Boast excellent data processing capabilities and an array of powerful functions,

including IPsec/OpenVPN/PPTP/L2TP VPN, Load Balance, and Bandwidth Control, which are ideal
for the business network where a large number of users require a stable, secure connection.

Switches — Offer flexible and cost-effective network solution with powerful Layer 2 features and
PoE options. Advanced features such as Access Control will satisfy advanced business networks.

Access Points — Satisfy the mainstream Wi-Fi Standard and address your high-density access
needs with TP-Link's innovation to help you build the versatile and reliable wireless network for all
business applications.

Festa Cloud-Based Controller

The Festa Cloud-Based Controller is deployed on the Festa Cloud server. With free cloud access, you
can configure and manage the devices via the Cloud Service.

Cloud Server

| é§ Internet

Cloud Controller i b— | Festa Gateway
s r;mi.—:iq Festa Switch
‘ B\ ‘ N ‘ N
S

Festa Access Points

In this guide, the Festa Cloud-Based Controller is referred to as the Controller.

Gateways

TP-Link's Festa Gateway supports Gigabit Ethernet connections on both WAN and LAN ports which
keep the data moving at top speed. Including all the routing and network segmentation functions that
a business gateway must have, the Festa Gateways will be the backbone of the network. Moreover,

3
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the gateways provide a secure and easy approach to deploy site-to-site VPN tunnels and access for
remote clients.

Switches

TP-Link's Festa Switch provides high-performance and enterprise-level security strategies and lots of
advanced features, which is an ideal access-edge for the network.

Access Points

TP-Link's Festa Access Point provides business-class Wi-Fi with superior performance and range
which guarantees reliable wireless connectivity for the network.



Get Started with Festa Cloud-Based
Controller

This chapter guides you on how to get started with the Festa Cloud-Based Controller to configure the
network. The chapter includes the following sections:

e 1 SetUp Your Festa Cloud-Based Controller

* 2 Navigate the Controller Ul

e 3 Configure Controller Settings

e 4 Manage Account
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¥ 1 Set Up Your Festa Cloud-Based Controller

Festa Cloud-Based Controller Solution is designed for scalable networks. Deployments and
configurations vary according to actual situations. Understanding your network requirements is the
first step when planning to provision any project. After you have identified these requirements, follow
the steps below to initially set up the Cloud-Based Controller:

1. Make sure that your devices can access the internet.

2. Launch a web browser and enter https://festa.tplinkcloud.com in the address bar. Enter your TP-
Link ID and password to log in. If you do not have a TP-Link ID, create a TP-Link ID first.

3. Click Add Controller and register for a Festa Cloud-Based Controller. Follow the instructions to
complete the setup process.

4, Add devices with the serial number. Make sure the devices are online and in factory default.
@ Note:

Festa provides centralized management with free cloud access. Additional fees may apply for adavanced features implemented in the
future.


https://festa.tplinkcloud.com
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¥ 2 Navigate the Controller Ul

As you start using the management interface of the Controller (Controller Ul) to configure and monitor
your network, it is helpful to familiarize yourself with the Controller Ul.

Overview

Visual data keeps the network administrator informed about the accurate status of every network
device and client on the wired and wireless network.

The Controller Ul is grouped into task-oriented menus. These menus are located in the top right-
hand corner and the left-hand navigation bar of the page. Note that the settings and features that
appear in the Ul depend on your user account permissions. The following image depicts the main
elements of the Controller UL.

The elements in the top right corner of the screen give quick access to:

s ) -
Organization:  Global View -
Organization Management

Global View — Know the status of all your sites at a glance, manage the sites, configure the controller, and manage
accounts of the controller.

Site View — Know the status of your network at a glance, gain insights, and manage network devices.

Hotspot Manager — Centrally monitor and manage the clients authorized by portal authentication.

Global Search Feature

Click @ and enter the keywords to quickly look up the functions that you want to configure. You can also search for the
devices by their MAC addresses and device names in the Site View.

My Account

Click the account icon & to display account information, Account Settings and Log Out. You can change your
password on Account Settings.

More Settings
Click : to display About and Tutorial.
About: Click to display the controller version.

Tutorial: Click to view the quick Getting Started Guide which demonstrates the navigation and tools available for the
Controller.
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ao
ao

Global View

In the Global View, you can know the site status at a glance, manage sites, configure the controller,
and manage accounts of the controller.

Controller Overview — Know the real-time overall status of the Controller.

[#]

Organization:  Global View

tp-link  Festa = Festa Controller_TEST

Controller Overview
0

2 1 1
5] o > i ®
Sites. Gateway I switch APs 1 Aers
2 Sites in 1 Country 1 1 2 lobal 0
0 0 0 L [
0
Site List
‘ + Add New Site
NAME COUNTRY/REGION ALERTS UPGRADE GATEWAY SWITCHES APS ACTION
UG_TEST United States ® 110 2/0/0 A ERIEe]
Test 2 United States 0/0 0/0/0 BT
Showing 1-2 of 2records < 1 10/page Go To page
=

Site, which means logically separated network location, is the largest unit for managing networks
with the Cloud-Based Controller. You can simultaneously configure features for multiple devices at

a site.
Site List—Create, edit, and manage all the sites to deploy the whole network.

Site Bookmark — Click Bookmark to place frequently-used sites on the top of the list.

Organization: | Global View | ;,
Q
Global
site1

site? Bookmark
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(s ] tp-link Festa  Festa Controller TEST Organization:  UG_TEST

ao
oo

T O B @ 2

The left-hand navigation bar in the Global View provides access to:

B Dashboard displays a summarized view of the Controller. You can add and edit sites in the
go Dashboard dashboard page and check the general status of different sites on the Controller.

@ Devices Devices displays all TP-Link devices discovered on the site and their general information.
This list view can change depending on your monitoring need through customizing the
columns. You can click any device on the list to reveal the Properties window for more

EI Logs detailed information of each device and provisioning individual configurations to the
device.

Logs shows log lines about varied activities of users, devices, and systems events, such
as administrative actions and abnormal device behaviors. Comprehensive logs make
historical information more accurate, readily accessible, and usable, which allows for
proactive troubleshooting. You can determine alert-level events and enable pushing
notifications.

Account allows you to add new users, check the basic information of the current user, and
A  Account view the permissions of different roles.

{c'_::} Settings Settings allows you to provision and configure all your network devices on the same site in
minutes and maintain the controller system for best performance.

Site View

In the specific site, you can know the status of your network at a glance, gain insights, and manage
network devices all in the platform.

* ISP Load and Widgets — Keep you informed of accurate, real-time status of every network
device and client.

¢

ISP Load ~

2 s ® f =
Capacity Not Set 1 1 2 0
Intemet Capacity [Z] Gateway Switches APs Clients Guests
Most Active EAPs See All > Most Active SSIDs Traffic | Client
10.24 MB e 60 A2 10.24 MB (100.00%)
tal Traffic . -DE 0(0.0%)
No Data.
Alerts () See Al Most Active Clients See Al

0 Alerts

No clients found.
No Data
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The left-hand navigation bar in the Site View provides access to:

- Dashboard displays a summarized view of the network status through different
oo Dashboard visualizations. The widget-driven dashboard is a powerful tool that arms you with real-time
data for monitoring the network.
(0 map
Map generates the system topology automatically and you can look over the provisioning
; status of devices. By clicking on each node, you can view the detailed information of each
@ Devices device. You can also upload images of your location for a visual representation of your

network.
[l Clients
Devices displays all TP-Link devices discovered on the site and their general information.
X This list view can change depending on your monitoring need through customizing the
Q Insights . . . . )
columns. You can click any device on the list to reveal the Properties window for more
detailed information of each device and provisioning individual configurations to the

@Logs device.

ﬁ Tl Clients displays a list view of wired and wireless clients that are connected to the network.
This list view can change depending on your monitoring need through customizing the
columns. You can click any clients on the list to reveal the Properties window for more
detailed information of each client and provisioning individual configurations to the client.

Insights displays a list of statistics of your network device, clients and services during a
specified period. You can change the range of date in one-day increments.

Log shows log lines about varied activities of users, devices, and systems events, such
as administrative actions and abnormal device behaviors. Comprehensive logs make
historical information more accurate, readily accessible, and usable, which allows for
proactive troubleshooting. And you can determine alert-level events and enable pushing
notifications.

Tools provides various network tools for you to test the device connectivity and open
Terminal to execute CLI or Shell commands.

@ Settings Settings allows you to provision and configure all your network devices on the same site in
minutes and maintain the controller system for best performance.

10
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¥ 3 Configure Controller Settings

Controller Settings control the appearance and behavior of the Controller.

3.1 System Settings

Select Global View from the drop-down list of Organization in the upper right corner. Go to Settings
> System Settings. Information about the Controller Status will be shown, including Controller Name,
System Time, Uptime, and Controller Version.

.ptp-link Festa  Festa Controller_TEST Organization:  Global View

g Systemsetings

® Controlier Settings
Controller Status.

5] Controller Name Festa Gontroller_TEST
System Time May 16, 2024 092536 am
Uptime h 1om 435

Controller Version 134

11
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3.2 Controller Settings
Go to Settings > Controller Settings.

®  General Settings

In General Settings, configure the following parameters.

General Settings

Controller Name: Festa Controller

Country/Region United States G}

Time Zone: (UTC-05:00) Eastern Time (US & Canada) @
Daylight Saving Time Enable

- DST is applicable only when the device supports the feature. To make DST work properly, it is recommended to upgrade your devices to the latest firmware version.
« The DST configuration here only takes effect on the controller. To configure the DST for sites, go to the Site Configuration.

- With DST configured, the valid duration of Local User will be influenced accordingly.

Time Offset: 60 Minutes
Starts On - Week Day Month Time
1st Sunday January 00:00
Ends On: Week Day Month Time
1st Sunday January 00:00
Controller Name Specify the Controller Name to identify the controller.
Country/Region Select the Country/Region of the Controller according to your location. The configuration of

Country/Region here only takes effect on the Controller. To configure the Country/Region

for sites, go to the Site Configuration.

Time Zone Select the Time Zone of the Controller according to your region. For controller settings and
statistics, time is displayed based on the Time Zone.

Daylight Saving Time Enable the feature if your country/region implements DST.

Time Offset Select the time added in minutes when Daylight Saving Time starts.

Starts On Specify the time when the DST starts. The clock will be set forward by the time offset you
specify.

Ends On Specify the time when the DST ends.The clock will be set back by the time offset you
specify.

12
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User Interface

In User Interface, configure the following settings to customize your interface.

User Interface

Language:

Use 24-Hour Time:

Statistic/DashBoard Timezone:

Fixed Menu :

Dark Settings:

Show Pending Devices:

Refresh Button:

Cloud Firmware Detection :

Devices Update Notification :

Language
Use 24-Hour Time

Statistic/DashBoard
Timezone

Fixed Menu

Dark Settings

Show Pending Devices

Refresh Button

Cloud Firmware
Detection

Devices Update
Notification

English

Site's

®

i

®
__JO)
__JO)

Select the language shown in the interface.
Enable the feature according to your preference.

Select the timezone shown in the Statistic/Dashboard.

Enable the feature and the menu column will not come out.

Enable the feature and your interface will be in dark mode.

With this option enabled, the devices in Pending status will be shown, and you can
determine whether to adopt them. With this option disabled, they will not be shown, thus
you cannot adopt any new devices.

Enable the option, the Refresh button will be shown on the top right of the interface.

This option is a global switch. If it is turned off, all cloud firmware detections will not be
executed and prompted.

With Devices Update Notification enabled, the controller will query the cloud for device
firmware updates.

13
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m  App-Side Device Notifications

With this function enabled, the controller will send notifications to the app when your devices go online
or offline.

App-Side Device Notifications .

With this function enabled, the Controller will send notifications to the app when your devices go online or offline.

14
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¥ 4 Manage Account

4.1 Introduction to User Account and Role

m  User

The Festa Cloud-Based Controller offers three levels of access available for users: main administrator,
administrator, and viewer.

Multi-level administrative account presents a hierarchy of permissions for different levels of access to
the controller as required. This approach ensures security and gives convenience for management.

Moreover, in the user account list of the main administrator, all accounts created by the main
administrator will be displayed. The accounts created by each administrator will be hidden by default,
making the interface more systematic and to the point.

m  Role

In Account > Role, three roles corresponding to the user accounts are displayed. You can view the
details or permissions of each role.

¢ Main Administrator
The Main Administrator has access to all features.

The account who first launches the Controller will be the main administrator. It cannot be changed
and deleted.

e Administrator

Administrators have no permission to some modules, mainly including global view logs and settings.
Administrators can be created and deleted by the main administrator and administrators.

e Viewer

Viewers can view the status and settings of the network, and change the settings in Hotspot
Manager.

The entrance to Account page is hidden for viewers, and they can be created or deleted by the
main administrator and administrators.

4.2 Create and Manage User Accounts

The Controller automatically sets up the main administrator, which cannot be deleted. The main
administrator can create, edit, and delete other levels of cloud user accounts.

To create and manage cloud user account, follow these steps:

1. Select Global from the drop-down list of Organization in the top-right corner. Go to Account > User.

2. Click Add New User.

15
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3. Specify the parameters and click Invite.

User Role

Add New User

Administrator Type: Cloud User

TP-Link 1D 0

Role: Administrator

Site Privileges: (® All (Including all new-created sites)
Sites

TP-Link ID

Role

Site Privileges

Enter an email address of the created cloud user, and then an invitation email will be sent
to the email address.

If the email address has already been registered as a TP-Link ID, it will become a valid
cloud user after accepting the invitation.

If the email address has not been registered, it will receive an invitation email for
registration. After finishing registration, it will automatically becomes a valid cloud user.

Select arole for the created cloud user.

Administrator: This role has permissions to adopt and/or manage devices of the sites
chosen in the site privileges, edit itself, create/edit/delete viewer accounts in its privileged
sites. However, it cannot delete itself or edit/delete main administrator and other
administrator accounts.

Viewer: This role can view the information of the sites chosen in the site privileges. It can
only edit itself.

Assign the site permission to the created cloud user.
All: The created user has permission in all sites, including all new-created sites.

Sites: The created user has permission in the sites that are selected. Select the sites by
checking the box before them.

16
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Start managing your network by creating and configuring sites so that you can configure and monitor
your devices centrally while keeping things organized. The chapter includes the following sections:

e 1 Create Sites

e 2 Configure Site Settings
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¥ 1 Create Sites

Overview

Different sites are logically separated network locations, like different subsidiary companies or
departments. It is best practice to create one site for each LAN (Local Area Network) and add all the
devices within the network to the site, including the gateway, switches and APs.

Site C

AT Gateway

Festa Cloud-Based Controller

Unified Gateways
Management from Switches
One Interface Access Points

.

L3

A

AP AP AP I I I I
AP AP AP AP

Devices at one site need unified configurations, whereas those at different sites are not relative. To
make the best of a site, configure features simultaneously for multiple devices at the site, such as VLAN
for switches, and SSID and WLAN Schedule for APs, rather than set them up one by one.

Configuration

To create and manage a site, follow these steps:
1) Create a site.

2) View and edit the site.

3) Gointo the site.

18
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Go Into the Site

To create a site, choose one from the following methods according to your needs.

Create a site from scratch

1.
2.

In Global View, click +Add New Site in the Site List section.

Add New Site

Site Configuration

Name:
Country/Region : United States
Time Zone: (UTC+08:00) Ulaanbaatar

Application Scenario:
Device Account (i)
Usemame:

Passward:

Copy an existing site
You can quickly create a site based on an existing one by copying its site configuration, wired

1.

Enter a Site Name to identify the site, and configure other parameters according to where the
site is located. Create a username and password for login to newly adopted devices. Then click
Apply. The new site will be added to the Site List and the drop-down list of Organization.

X

configuration, and wireless configuration among others. After that, you can flexibly modify the new
site configuration to make it different from the old.

In the Site List, click E] in the ACTION column of the site which you want to copy.

2. Enter a Site Name to identify the new site. Click Apply. The new site will be added to the Site List

and the drop-down list of Organization.

Site Copy

Site Name:

Mote: With Site Copy, you can create a new site with the same configuration as the existing site.

Apply ‘ Cancel

19
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Create a Site View and Edit the Site _

After you create the site, you can view the site status in the Site List. You can click the icons in the
ACTION column to edit, copy, delete and launch the site.

+ Add New Site
NAME COUNTRY/REGION ALERTS UPGRADE GATEWAY SWITCHES APS ACTION
site1 United States. e ] 0/3 0/3/0 [EA ERI iR
site2 United States [0} () 0/0 0/070 [EA ERR IR

Create a Site View and Edit the Site Go Into the Site

To monitor and configure a site, you need first go into the site.

Click the (& icon of the site in the Site List to go into the site. Alternatively, select the site from the drop-
down list of Organization.

10 tp-link | Festa  Festa Controller_TEST Organization: | Global View Al o e
Search Site name Q
&8
@ Controller Overview Global
UG_TEST
a5 2 = 1 o 1 2 -
S] Sites 2 Gateway S suitch @ ppg Test2
2 Sites in 1 Country Connected 1 Connected 1 Connected 2 Global 0
Disconnected 0 Disconnected Disconneg cled 0 Site. 0
Isotated 0
= Site List
+ Add New Site
NAME COUNTRY/REGION ALERTS UPGRADE GATEWAY SWITCHES APS ACTION :
UG_TEST United States o ® 170 27010 LA ERuRe)
Test2 United States [0 0/ 0/010 LA ERuEe)
Showing 12 of 2records < 1 > 10/ page GoTo page:

The Organization field indicates the site which you are currently in. Some configurationitemsinthe menu
are applied to the site which you are currently in, whereas others are applied to the whole controller.

20
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¥ 2 Configure Site Settings

You can view and modify the configurations of the current site in Site Settings, including the basic
site information, centrally-managed device features, and the device account. The features and device
account configured here are applied to all devices on the site, so you can easily manage the devices
centrally.

2.1 Site Configuration

Overview

In Site Configuration, you can view and modify the site name, location, time zone, and application
scenario of the current site.

Configuration

Select a site from the drop-down list of Organization in the top-right corner, go to Settings > Site, and
configure the following information of the site in Site Configuration. Click Save.

Site Configuration

Site Name: site

Country/Region United States

Time Zone: (UTC+08:00) Ulaanbaatar G}
Network Time Protocol- Enable

Server Address: @ Add

Daylight Saving Time: Enable

- DST is applicable only when the device supports the feature. To make DST work properly, it is recommended to upgrade your devices to the latest firmware version.
- The DST configuration here only takes effect on the site. To configure the DST for the controller, go to the Controller Cenfiguration
- With DST configured, the valid duration of Local User will be influenced accordingly

Time Offset 60 minutes
Starts On Week Day Month Time
1st Sunday January 00:00
Ends On- Week Day Month Time
1st Sunday January 00:00
Application Scenario: Restaurant
Site Name Specify the name of the current site. It should be no more than 64 characters.
Country/Region Select the location of the site.
Time Zone Select the time zone of the site.

21



Manage and Configure Sites

Network Time Protocol With Network Time Protocol (NTP) enabled, the NTP server will assign network time to the
site. Enter the IP address(es) of the NTP (Network Time Protocol) server.

Daylight Saving Time Enable the feature if your country/region implements DST. When it is enabled, the icon
will appear on the upper right, showing the DST settings and status.

Time Offset Select the time added in minutes when Daylight Saving Time starts.

Starts On Specify the time when the DST starts. The clock will be set forward by the time offset you
specify.

Ends On Specify the time when the DST ends.The clock will be set back by the time offset you
specify.

Application Scenario Specify the application scenario of the site. To customize your scenario, click Create New

Group in the drop-down list.

2.2 Services

Overview

In Services, you can view and modify the features applied to devices on the current site. Some features
are applied to all devices, such as LED, while some are applied to APs only, such as Channel Limit and
Mesh.

Configuration

Select a site from the drop-down list of Sites in the top-right corner, go to Settings > Site, and configure
the following features for the current site in Services. Click Save.

Services

LED: Enable

Channel Limit: Enable (1)

Mesh Enable (1)
Connectivity Detection Auto (Recommended)
Full-Sector DFS: Enable (1)
LLDP: Enable (1)
Advanced Features: Enable

The advanced features needs to be configured by network administrators with the
knowledge of WLAN parameters. If you are not sure about your network conditions and
the potential impact of any settings, we recommend you keep the default configurations.
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LED Enable or disable LEDs of all devices in the site.

By default, the device follows the LED setting of the site it belongs to. To change the LED
setting for certain devices, refer to Manage, Configure, and Monitor Devices.

Channel Limit (For Outdoor APs) When enabled, outdoor APs do not use the channel with the frequency
ranging from 5150 MHz to 5350 MHz to meet the local laws and regulations limit in EU
countries.

Mesh When enabled, APs supporting Mesh can establish the mesh network at the site.

Connectivity Detection (For APs in the mesh network) Specify the method of Connection Detection when mesh is
enabled.

In a mesh network, the APs can send ARP request packets to a fixed IP address to test the
connectivity. If the link fails, the status of these APs will change to Isolated.

Auto (Recommended): Select this method and the mesh APs will send ARP request packets
to the default gateway for the detection.

Custom IP Address: Select this method and specify a desired IP address. The mesh APs
will send ARP request packets to the custom IP address to test the connectivity. If the IP
address of the AP is in different network segments from the custom IP address, the AP will
use the default gateway IP address for the detection.

Full-Sector DFS (For APs in the mesh network) With this feature enabled, when radar signals are detected on
current channel by one AP, the other APs in the mesh network will be also informed. Then
all APs in the mesh network will switch to an alternate channel.

To enable this feature, enable Mesh first.

LLDP Click the checkbox to enable LLDP (Link Layer Discovery Protocol) for device discovery
and auto-configuration of VolIP devices.

Advanced Features (For APs) When enabled, you can configure more features for APs in Advanced Features.
When disabled, these features keep the default settings.

For detailed configuration, refer to Advanced Features.

2.3 Advanced Features

Overview

Advanced features include Fast Roaming, Band Steering, and Beacon Control. They are applicable to
APs only. With these advanced features configured properly, you can improve the network’s stability,
reliability and communication efficiency.

Advanced features are recommended to be configured by network administrators with the WLAN
knowledge. If you are not sure about your network conditions and the potential impact of all settings,
keep Advanced Features disabled in Services to use their default configurations.
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Configuration

Select a site from the drop-down list of Organization in the top-right corner, go to Settings > Site,
and enable Advanced Features in Services first. Then configure the following features in Advanced
Features. Click Save.

Advanced Features

Fast Reaming - Enable (i)
Dual Band 11k Report Enable (i)
Force-Disassociation Enable (i)
Band Steering : Disable

[=] Beacon Control

| 24GHz | 5GHz

Beacon Interval: 100 ms | (40-100)
DTIM Period: 1 (1-255)
RTS Threshold : 2347 (1-2347)
Fragmentation Threshold : 2346 (256-2346, works only on 802.11b/g mode.)
Airtime Faimess - Enable (i)
Fast Roaming With this feature enabled, wireless clients that support 802.11k/v can improve fast roaming

experience when moving among different APs.

By default, it is disabled. This feature is available for some certain devices.

Dual Band 11k Report When disabled, the controller provides neighbor list that contains only neighbor APs in the
same band with which the client is associated.

When enabled, the controller provides neighbor list that contains neighbor APs in both
2.4 GHz and 5 GHz bands.

This feature is available only when Fast Roaming is enabled. By default, it is disabled.

Force-Disassociation With this feature disabled, the AP only issues an 802.11v roaming suggestion when a
client's link quality drops below the predefined threshold and there is a better option of AP,
but whether to roam or not is determined by the client.

With this feature enabled, the AP will force disassociate the client if it does not re-associate
to another AP.

This feature is available only when Fast Roaming is enabled. By default, it is disabled.
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Band Steering Band steering can adjust the number of clients in 2.4 GHz and 5 GHz bands to provide
better wireless experience.

When enabled, multi-band clients will be steered to the 5 GHz band according to the
configured parameters. This function can improve the network performance because the 5
GHz band supports a larger number of non-overlapping channels and is less noisy.

Beacon Control Beacons are transmitted periodically by the AP to announce the presence of a wireless
network for the clients. Click [, select the band, and configure the following parameters of
Beacon Control.

Beacon Interval: Specify how often the APs send a beacon to clients. By default, it is 100.

DTIM Period: Specify how often the clients check for buffered data that are still on the AP
awaiting pickup. By default, the clients check for them at every beacon.

DTIM (Delivery Traffic Indication Message) is contained in some Beacon frames indicating
whether the AP has buffered data for client devices. An excessive DTIM interval may reduce
the performance of multicast applications, so we recommend that you keep the default
interval, 1.

RTS Threshold: RTS (Request to Send) can ensure efficient data transmission by avoiding
the conflict of packets. If a client wants to send a packet larger than the threshold, the RTS
mechanism will be activated to delay packets of other clients in the same wireless network.

We recommend that you keep the default threshold, which is 2347. If you specify a
low threshold value, the RTS mechanism may be activated more frequently to recover
the network from possible interference or collisions. However, it also consumes more
bandwidth and reduces the throughput of the packet.

Fragmentation Threshold: Fragmentation can limit the size of packets transmitted over the
network. If a packet to be sent exceeds the Fragmentation threshold, the Fragmentation
function will be activated, and the packet will be fragmented into several packets. By
default, the threshold is 2346.

Fragmentation helps improve network performance if properly configured. However, too
low fragmentation threshold may result in poor wireless performance because of the
increased message traffic and the extra work of dividing up and reassembling frames.

Airtime Fairness: With this option enabled, each client connecting to the AP can get the
same amount of time to transmit data so that low-data-rate clients do not occupy too much
network bandwidth and network performance improves as a whole. We recommend you
enable this function under multi-rate wireless networks.

2.4 Device Account

You can specify a device account for all adopted devices on the site in batches. Once the devices
are adopted by the Controller, their username and password become the same as settings in Device
Account to protect the communication between the controller and devices. By default, the username
is admin and the password is generated randomly.
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Select a site from the drop-down list of Organization. Go to Settings > Site and modify the username
and password in Device Account. Click Save and the new username and password are applied to all
devices on the site.

Device Account

Usermame: admin

Password: I
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Devices

This chapter guides you on how to manage, configure and monitor controller-managed devices,
including gateways, switches and APs. You can configure the devices individually or in batches to
modify the configurations of certain devices. The chapter includes the following sections:

e 1 AdoptDevices

e 2 Introduction to the Devices Page

e 3 Configure and Monitor the Gateway

e 4 Configure and Monitor Switches

e 5 Configure and Monitor APs
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¥ 1

Overview

Adopt Devices

After you create a site, add your devices to the site by making the controller adopt them. Make sure that
your devices in each LAN are added to the corresponding site so that they can be managed centrally.

-y,
- Su,

~

~

N

Configuration

-
L 3
'f

.

L4
N\

Festa Cloud-Based Controller

Unified Gateways
Management from Switches
One Interface Access Points

K3

-—_ossgs]  Gateway

Switch

To adopt the devices on the Controller, follow these steps:

1) Connect to the internet.

2) Adopt the devices.
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Connect to the Internet
1. Set up the network.
Make sure that your devices are connected to the internet.
e N
Festa Cloud-Based
Controller
Unified Gateway
Management from —E Switch
One Interface APs
\ y,
| -~ 88888 |Gateway A
[+~ 28855 ] Switch
AP AP

LAN 1

Adopt the Devices

If you are using firewalls in your network, make sure that the firewall does not block traffic from the
Controller. To configure your firewall policy, you may want to know the URL of the Controller. After
you open the web page of the Controller, you can get the URL from the address bar of the browser.

2. (Optional) Test the network.

If you are not sure whether the devices are connected to the internet, it is recommended to do the
ping test from the devices to a public IP address, such as 8.8.8.8.

If the ping result shows the packets are received, it implies that the devices are connected to the
internet. Otherwise, the devices are not connected to the internet, and you need to check your

network.

Connect to the Internet

Adopt the Devices

On the controller configuration page, go into the site where you want to add the devices. Go to Devices
and click +Add Devices. Use the S/N to add your devices to the Controller. Once the devices are
adopted, they are subject to central management in the site.
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¥ 2 Introduction to the Devices Page
Overview

The Devices page displaysall TP-Link devices discovered by the Controller and their general information.

For an easy monitoring of the devices, you can customize the column and filter the devices for a better
overview of device information. Also, quick operations and Batch Edit are available for configurations.

tp-link Festa ' Festa Controller_TEST Organization: UG_TEST :'

ao ice
25 Device List  Device Group

mw
Tag Q| [AN(14) | Gatewayiswitches 2) | APs (12) Batch Action v
®
5 DEVICE NAME 1P ADDRESS = STATUS MODEL VERSION @ UPTIME ACTION
&
Q Festa F65(US) v1.0 162.168.0.108 CONNECTED Festa FB5(US) v1.0 104 17h 18m 525 ® O
Festa F52(EU) v1.0 162.168.0.106 CONNECTED Festa F52(EU) v1.0 100 17h19m 13 ® O
Festa FS308GP v 162.168.0.100 CONNECTED Festa FS308GP v1.0 100 2% m3s ® O
[ 1] Festa FR365 v1.0 192.168.0.1 CONNECTED Festa FR365 v1.0 104 17h27m 28s o

AA-BB-CC-DD-44-0. B EAP115-Bridge v1.0 = ©]

Showing 15 of 14records ¢ 1 2 3 5 Ipage ~| GoTopage

+ Add Devices

According to the connection status, the devices have the following status: PENDING, ISOLATED,
CONNECTED, MANAGED BY OTHERS, HEARTBEAT MISSED, and DISCONNECTED. The icons in the
Status column are explained as follows:

PENDING The device is in Standalone Mode or with factory settings, and has not been adopted
by the Controller. To adopt the device, click @ and the Controller will use the default
username and password to adopt it. When adopting, its status will change from
ADOPTING, PROVISIONING, CONFIGURING, to CONNECTED eventually.

(For APs in the mesh network) The AP once managed by the Controller via a wireless
connection now cannot reach the gateway. You can rebuild the mesh network by
connecting it to an AP in the CONNECTED status, then the isolated AP will turn into a
connected one. For detailed configuration, refer to Mesh.

CONNECTED The device has been adopted by the Controller and you can manage it centrally. A
connected device will turn into a pending one after you forget it.

The device has already been managed by another Controller. You can reset the device or
provide the username and password to unbind it from another controller and adopt it in
the current Controller.

A transition status between CONNECTED and DISCONNECTED.

Once connected to the Controller, the device will send inform packets to the Controller in
a regular interval to maintain the connection. If the Controller does not receive its inform
packets in 30 seconds, the device will turn into the HEARTBEAT MISSED status. For a
heartbeat-missed device, if the Controller receives an inform packet from the device in
5 minutes, its status will become CONNECTED again; otherwise, its status will become
DISCONNECTED.

DISCONNEGTED The connected device has lost connection with the Controller for more than 5 minutes.
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= (For APs in the mesh network) When this icon appears with a status icon, it indicates the
AP with mesh function and no wired connection is detected by the Controller. You can
connect it to an uplink AP through Mesh.

Configuration

Customize the Column
To customize the columns, click : next to Action and check the boxes of information type.

To change the list order, click the column head and
descending order.

will appear to indicate the ascending or

tplink | Festa  Festa Controller_TEST Organization: UG_TEST 0

a0 G
92 Devicelist Device Group

w
Q| [(A(14) | Gatewayiswitches (2) | APs (12) Batch Action v
c]
DEVICE NAME STATUS* ¥ MODEL VERSION @ UPTIME + DOWN up ACTION
ir: |
Q Festa FS308GP v1 CONNECTED Festa FS308GP v1.0 100 23h 6m s 12.66 MB 8.41MB © O
L Festa FR365v1.0 Festa FR365v1.0 104 17h 32m 39s 44.60 MB 2229 MB (')
Festa F65(US) v1.0 CONNECTED Festa FE5(US) v1.0 104 17h 24m 255 0Bytes 0 Bytes ® O
Festa F52(EU) v1.0 Festa F52(EU) v1.0 100 17h 24m 155 0Bytes 0 Bytes @ @

Filter the Devices
Use the search box and tab bar above the table to filter the devices.

To search the devices, enter the text in the search box or select a tag from the drop-down list. As
for the device tag, refer to the general configuration of switches and APs.

| Q|

&y TAG1

To filter the devices, a tab bar [ ] catevayiswiches | 4%s | jc anove the table to filter the devices by
device type. You can also filter the devices by their status by clicking 7 in the Status column.

If you select the APs tab, another tab bar [overview | wesn [ Performance | config iy be available to
change the column quickly.

Overview Displays the device name, IP address, status, model, firmware version, uptime, clients,
download traffic, upload traffic, and channel by default.

Mesh Displays the information of devices in the mesh network, including the device name,
IP address, status, model, uplink device, channel, and the number of downlink devices,
clients and hops by default.

Performance Displays the device name, IP address, status, uptime, channel, the number of 2.4 GHz

and 5 GHz clients, Rx rate, and Tx rate by default.
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Config

Quick Operations

Displays the device name, status, version, WLAN group, and the radio settings for
2.4 GHz and 5 GHz by default.

Click the icons in Header or the Action column to quickly adopt, locate, upgrade, or reboot the

device.

[ Start Rolling Upgrade l

o

©

©

O]
o

Click to upgrade the managed devices in batches.

Click to check if there is new firmware for the managed devices.

(For pending devices) Click to adopt the device.

(For connected switches and APs) Click this icon and the LEDs of the device will flash
to indicate the device's location. The LEDs will keep flashing for 10 minutes, or you can
click the (0] icon to stop the flashing.

(For connected devices) Click to reboot the device.

Click to upgrade the device's firmware version. This icon appears when the device has
a new firmware version.

Batch Edit (for Switches and APs)

After selecting the Gateway/Switches or APs tab, you can adopt or configure the switches or
APs in batches. Batch Config is available only for the devices in CONNECTED/DISCONNECTED/
HEARTBEAT MISSED/ISOLATED status, while Batch Adopt is available for the devices in the
PENDING/MANAGED BY OTHERS status.

tp-link  Festa  Festa Controller_TEST

Device List  Device Group

o

al
o

i
Q) [0 ] Gaeva

E

DEVICE NAME
La
Q Festa FE5(US) v1.0

Festa FE2(EU) v1.0

Festa FS308GP v1

(N Festa FR365v1.0

Organization: UG_TEST

¢

2) [ APs (1) Batch Action A
Batch Config
STATUS = MODEL VERSION @) UPTIME DOWN up Bateh Adopt
Festa F65(US) v1.0 101 17h 42m 40s. 0Bytes 0 Bytes [ON0)
CONNECTED Festa F52(EU) vi 0 100 17h 42m 525 0Bytes 0Bytes [ONO]
CONNECTED Festa FS306GP v1.0 100 230 23m 545 12.90 MB 858 MB [CNO]
Festa FR365 v1.0 104 17h 50m 565 4535 M8 2269MB [0)
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Click Batch Action. select Batch Adopt, click the checkboxes of devices, and click Done. If the
selected devices are all in the PENDING status, the Controller will adopt then with the default
username and password. If not, enter the username and password manually to adopt the devices.

tp-link Festa  FestaController TEST

WLAN GROUP

B Device List Device Group
]
Q Swiches @) | APs(11 | | [[Overvew (11 | Me @) i) [ Cong (11 |
@
DEVICE NAME STATUS = VERSION @
&
Q Festa F52(EU) v1.0 CONNECTED 100 Defauit
Festa FE5(US) v1.0 CONNECTED 101 Default

Organization: UG_TEST

¢

¢ Back
RADIO 26 RADIO 5G ACTION
Auto(-) / Aute Auto(48) / Auto ® O
Auto(-) / Aute Autol-) / Auto ® 0

Click Batch Action, select Batch Config, click the checkboxes of devices, and click Done. Then the
Properties window appears. There are two tabs in the window: Devices and Config.

tp-link Festa  Festa Controller_TEST

38 Device List  Device Group
i
Q \ All(14) | Gateway/Switches (2) | APs (12)
c]
u DEVICE NAME + STATUS * ¥ MODEL
Lal
Q Festa F52(EU) v1.0 CONNECTED Festa F52(EU) v1.0
Festa F65(US) v1.0 Festa FB5(US) v1.0
I Festa FR365 v1.0 Festa FR365 v1.0
Festa FS308GP v1 CONNECTED Festa FS308GP v1.0

VERSION

(]

Organization: UG_TEST

¢

UPTIME DOWN up ACTION
17h 47m 24s 0 Bytes 0Bytes [ON0)
17h 4Tm 14s 0 Bytes 0Bytes [ON0]
17h 56m 105 4556 MB 2281M8 0]

230 26m 595 1298 MB 864MB [ON0)

In Devices, you can click X to remove the device from the current batch configuration.

In Config, all settings are Keep Existing by default. For detailed configurations, refer to the

configuration of switches and APs.

tp-link Festa  FestaController TEST

Pe

13)

w Q \Alms) Gateway/Switches (2) | A
©

DEVICE NAME = STATUS = T MODEL
[a
O Festa F52(EU) v1.0 CONNECTED Festa F52(EU) v1.0
Festa FB5(US) v1.0 CONNECTED Festa F65(US) v1.0
(N Festa FR365v1.0 CONNECTED Festa FR365v1.0
Festa FS308GP v1 CONNECTED Festa FS308GP v1.0

VERSION @

Organization:  UG_TEST e
Baich AP Configurations
Devices  Config
Devices Name Model Action
UPTIME DOWN
Festa
® FestaF52(EV)..  FSEL) X
17h 48m 555 0 Bytes == 0
Festa
17h 48m 455 0 Bytes ® Festa FE5(US) ... 515%('-'5" X
TS D Showing 120 2records < 1 >
230 31m 32 1300 MB

Click to minimize the Properties window to anicon. To reopen the minimized Properties

window, click

Click to maximize the Properties window. You can also use the icon on pages other

than the Devices page.

Click to close the Properties window of the chosen device(s). Note that the unsaved

configuration will be lost.

The number on the lower-right shows the number of devices in the batch

configuration.
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¥ 3 Configure and Monitor the Gateway

In the Properties window, you can configure the gateway managed by the Controller and monitor its
performance. By default, all configurations are synchronized with the current site.

To open the Properties window, click the entry of the gateway. A monitor panel and several tabs are
listed in the Properties window. Most features to be configured are gathered in the Config tab, such as
IP, SNMP, and Hardware Offload, while other tabs are mainly used to monitor the devices.

1‘) tp-link  Festa = Festa Controller_TEST Organization:  UG_TEST el
= P |LLL 1L lresa resss
1} &
Searcl me, IP, Status, Model or Te All (14) | Gateway/Switches (2) | APs (12)
o " o Q y ) Disabled MLinkDown 1000 Mbps
@ W 10/100 Mbps @ WAN fLAN
DEVICE NAME * STATUS = ¥ MODEL VERSION o UPTIME DOWN @ "9
L&
Details Networks Ports Clients Mesh Config
0 Festa F52(EU) v1.0 CONNECTED Festa F52(EU) v1.0 1.00 17h 52m 26s. 0 Bytes _
[% Overview £y
» Festa F5(US) v1.0 CONNECTED Festa FG5(US) v1.0 101 17h 52m 185 0Bytes Serial Number MAC Address
2243556000459 20-23-51-83-FC-D2
‘I_‘ Festa FR365 v1.0 CONNECTED Festa FR365 v1.0 104 18h 1m 24s 4578 MB Model: Firmware Version:
Festa FR365 v1.0 1.0.4 Build 20240319 Rel 02
617(5553)
Festa FS308GP v1 CONNECTED Festa FS308GP v1.0 100 23h 34m ds 13.03MB ¢ )
CPU Utilization: Memory Utilization:
Showing 1-4ofdrecords ¢ 1 > 10 fpage | GoTopage 7% 40%
+ Add Devices LAN IP Address Uptime:
192.168.0.1 18h 4m 1s.
Temperature
57°C
Radios
SFP WAN/LAN1 Link Down
WAN2 Online

@ Note:

. You can adopt only one gateway in one site.

. The available functions in the window vary due to the model and status of the device.

3.1 Configure the Gateway

In the Properties window, you can view and configure the ports in Ports, and configure the gateway
features in Config.
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Ports

In Ports, you can view the status and edit settings of the ports.

Details MNetworks Ports Clients Mesh Config
Name Status ACTION
SFP WAN/LAN1 1] I
VWAN2 4
WAN/LAN3 B E4
WAN/LANA 2] 4
WAN/LANS 5] I
WAN/LANG ) E4
USBE Modem

To configure a port, click @ in the table.

Details MNetworks Ports Clients Mesh Config

Edit WAN/LAN4

Link Speed:
(®) Auto

Manual
Mirroring: Enable (i)

Unselected ] Selected

1 3 5 6
Mirror Mode:
Please Select. .. -
Ingress
Egress

Ingress and Egress

m Cancel
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Link Speed Select the speed mode for the port.
Auto: The port negotiates the speed and duplex automatically.

Manual: Specify the speed and duplex from the drop-down list manually.

Mirroring Mirroring is used to analyze network traffic and troubleshoot network problems.
Enable this option to set the edited port as the mirroring port, then specify one or

multiple mirrored ports. The gateway will sends a copy of traffics passing through the
mirrored ports to the mirroring port.

Mirror Mode Specify the directions of the traffic to be mirrored.

Ingress and Egress: Both the incoming and outgoing packets through the mirrored
port will be copied to the mirroring port.

Ingress: The packets received by the mirrored port will be copied to the mirroring
port.

Egress: The packets sent by the mirrored port will be copied to the mirroring port.

Config

In the Properties window, click Config and then click the sections to configure the features applied to
the gateway.
®  General

In General, you can specify general settings of the gateway.

Details Networks Ports Clients Mesh Config

General

»

Name:
Festa FR365 v1.0

LED:

(@) Use Site Setfings
On
Off

o

Name Specify a name of the device.

LED Select the way that device's LEDs work.

Use Site Settings: The device's LED will work following the settings of the site. To view and
modify the site settings, refer to Services.

On/Off: The device's LED will keep on/off.
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Radios (for wireless gateways only)

In Radios, you can control how and what type of radio signals the gateway emits. Select each
frequency band and configure the parameters. Different models support different bands.

Radios

Status:

Channel Width:
Auto

Channe
Auto

Tx Power:
Auto

b2

Enable

A

Status

Channel Width

Channel

Tx Power

WLANSs

If you disable the frequency band, the radio on it will turn off.

Specify the channel width of the band. Different bands have different available options. We
recommend using the default value.

Specify the operation channel of the gateway to improve wireless performance. If you
select Auto for the channel setting, the gateway scans available channels and selects the
channel where the least amount of traffic is detected.

Specify the Tx Power (Transmit Power) in the 4 options: Low, Medium, High and Custom.
The actual power of Low, Medium and High are based on the minimum transmit power
(Min. Txpower) and maximum transmit power (Max. TxPower), which may vary in different
countries and regions.

Low: Min. TxPower + (Max. TxPower-Min. TxPower) * 20% (round off the value)

Medium: Min. TxPower + (Max. TxPower-Min. TxPower) * 60% (round off the value)

High: Max. TxPower

Custom: Specify the value manually.

In WLANS, you can apply the WLAN group to the gateway and specify a different SSID name and

password to override

the SSID in the WLAN group. After that, clients can only see the new SSID and
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use the new password to access the network. To create or edit WLAN groups, refer to Configure
Wireless Networks.

WLANs A
WLAN Group:
Default
Overri
Name Band des Enable
2.4 GHz,
= 5 GHz @

Showing 1-1 of 1 records ¢ 1 >

Apply Cancel

(Only for configuring a single device) To override the SSID, select a WLAN group, click [Z in the entry
and then the following page appears.

WLANs=5S5ID Override

b

SSID Override: Enable (i)

S510:
test 1

Password:

srEETERER

VLAN Override: Enable

VLAN ID:

1 (1-4094)

SSID Override Enable or disable SSID Override on the gateway. After enabling SSID Override, specify the
new SSID and password to override the current one.

Note: If the SSID is enabled with 110s PPSK, the override function will make the SSID
unavailable.

VLAN Override Enable or disable VLAN Override. After enabling VLAN Override, enter a VLAN ID to assign
the new SSID to the VLAN.
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Services

In Services, you can configure SNMP to write down the location and contact detail. You can also
click Manage to jump to Settings > Services > SNMP, and for detailed configuration of SNMP

service, refer to SNMP.

Services

SNMP

Location:

Contact:

Advanced

A

Manage

In Advanced, you can configure advanced settings to make better use of network resources.

Advanced

Hardware Offload:
LLDP:

Echo Server:
(@) Auto
Custom
24GHz | 5GHz
Load Balance
Maximum Associated Clients:
RSSI Threshold:

QoS

No Acknowledgement:

Unscheduled Automatic Power

Save Delivery:

OFDMA

OFDMA:

Apply Cancel

[v] Enable (i)

Enable

Enable

Enable (i)

Enable (i)

[+] Enable (i)

Enable (i)

A
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Hardware Offload Hardware Offload can improve performance and reduce CPU utilization by using the
hardware to offload packet processing.

Note that this feature cannot take effect if QoS, Bandwidth Control, or Session Limit
is enabled. To configure Bandwidth Control and Session Limit for the gateway, refer
to Transmission.

LLDP LLDP (Link Layer Discovery Protocol) can help discover devices.

Echo Server Echo Server is used to test the connectivity and monitor the latency of the network
automatically or manually. If you click Custom, enter the IP address or hostname of
your custom server.

Maximum Associated Enable this function and specify the maximum number of connected clients. If the
Clients connected client reaches the maximum number, the gateway will disconnect those
with weaker signals to make room for other clients requesting connections.

RSSI Threshold Enable this function and enter the threshold of RSSI (Received Signal Strength
Indication). If the client’s signal strength is weaker than the threshold, the client will
lose connection with the gateway.

No Acknowledgement Enable this function to specify that the gateway will not acknowledge frames with
QoS No Ack. Enabling No Acknowledgment can bring more efficient throughput, but
it may increase error rates in a noisy Radio Frequency (RF) environment.

Unscheduled Automatic When enabled, this function can greatly improve the energy-saving capacity of
Power Save Delivery clients.

OFDMA (Only for models supporting 802.11 ax) Enable this feature to enable multiple users
to transmit data simultaneously, and it will greatly improves speed and efficiency.
Note that the benefits of OFDMA can be fully enjoyed only when the clients support
OFDMA.
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Manage Device

Manage Device -3

Custom Upgrade

Choose the firmware file and upgrade the device.

Move to Site

Move this device to another site of this controller.

Please Select...

Force Provision

Click Force Provision to synchronize the configurations of
the device with the controller. The device will be
disconnected from the controller temporarily, and be adopted
again to get the configurations from the controller.

Force Provision

Forget This Device

If you no longer wish to manage a device, you may forget it.
After forgotten, the device will be removed from the
controller and get reset.

Download Device Info

If the device has an abnormality, you can download the
device information and provide it to our R&D personnel to
analyze the problem.

In Manage Device, you can upgrade the device's firmware version manually, move it to another site,
synchronize the configurations with the controller, and forget the gateway.

Custom Upgrade Click Browse and choose a file from your computer to upgrade the device. When
upgrading, the device will be rebooted and readopted by the controller. You can also
check the box of Upgrade all devices of the same model in the site after the firmware

file is uploaded.

Move to Site Select a site which the device will be moved to. After moving to another site, device
configurations on the prior site will be replaced by that on the new site, and its traffic

history will be cleared.
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Force Provision Click Force Provision to synchronize the configurations of the device with the
controller. The device will lose connection temporarily, and be adopted to the
controller again to get the configurations from the controller.

Forget This Device Click Forget and then the device will be removed from the controller. Once forgotten,
all configurations and history related to the device will be wiped out.

Download Device Info If the device has an abnormality, you can download the device information and
provide it to our R&D personnel to analyze the problem.

@ Note:

Firmware updates are required for earlier devices to obtain complete information.

Common Settings
In Common Settings, you can click the path to jump to corresponding modules quickly.

Common Settings ~

Settings->Wired Networks-=Intemet

To configure the network of the WAN port, go to the
Settings->Wired Networks->Internet page.

Settings-=Wired Networks-=LAN

To view and configure the settings of the network interfaces,
go to the Settings->Wired Networks->LAN page.

Settings->VPN

To view and configure the VPN network, go to the Settings-
>VPN page.

Setfings->Network Security

To view and configure the ACL rules for the network, go to
the Settings-»Network Security page.

Settings->Services

To view and configure the network services, go to the
Settings-»Services page.
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3.2 Monitor the Gateway

One panel and four tabs are provided to monitor the device in the Properties window: Monitor Panel,
Details, Networks, Clients, and Mesh.

Monitor Panel

The monitor panel displays the gateway's ports, and it uses colors and icons to indicate different
connection status and port types. When the gateway is pending or disconnected, all ports are disabled.

E B B B B

Disabled B Link Down W 1000 Mbps
B 10/100 Mbps & WAN & LAN
@ Mirroring

You can hover the cursor over the port icon for more details.

B B B B B

Disabled
B 10/100 Mbps
@ Mirroring
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Details

In Details, you can view the basic information of the gateway and the statistics of WAN ports to know
the device's running status briefly. The listed information varies with devices.

Details Metworks Ports Clients Mesh Config
Overview P~
Serial Number: MAC Address:

20-23-51-53-FC-D2

Model: Firmware Version:

Festa FR365v1.0 1.0.4 Build 20240319 Rel.02
617(5553)

CPU Utilization: Memory Utilization:

3% 40%

LAN IP Address: Uptime:

192.168.0.1 18h 25m 4s

Temperature:

58°C

Radios

SFP WAN/LAN1 Link Down

WAN2 Online
Networks

In Networks, you can view the network information of the gateway.

Details MNetworks Poris Clients Mesh Config

IPv4/IPvE Tx Bytes Rx Bytes

172.28.01

fe80:-21d-ff-fe00-b4 168.9 MB 56 MB
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Clients

In Clients, you can view the wireless clients of the gateway.

Details MNetworks Ports Clients Mesh Config
All (13) | Users (13) | Guests (0)
Client name or MAC Q
NAME MAC SSID/N
cuco-plug-v3_mibt... 64-9E-31-BD-18-79 Smans

Mesh (For wireless gateway only)
In Mesh, you can view the mesh downlinks of the gateway.

Details Networks Ports Clients Mesh Config

This Wireless Router uses wired connection currently.

Downlinks A
AP Name Signal
Festa F63({US) v1.0 -34 dBm

Showing 1-1 of 1 records < 1 »
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¥ 4 Configure and Monitor Switches

In the Properties window, you can configure one or some switches connected to the Controller and
monitor the performance. Configurations changed in the Properties window will be applied only to the
selected switch(es). By default, all configurations are synchronized with the current site.

To open the Properties window, click the entry of a switch, or click Batch Action, and then Batch Config
to select switches for batch configuration. A monitor panel and several tabs are listed in the Properties
window. Most features to be configured are gathered in the Ports and Config tab, such as the port
mirroring, IP address, and Management VLAN, while other tabs are mainly used to monitor the devices.

tp-link Festa  Festa Controller_TEST Organization:  UG_TEST :'

28 Device List  Device Group | Festa FS308.

i) L 1 5 7
Q) [0 oyt a | E = =
a) : u u u
DEVICE NAME IP ADDRESS STATUS MODEL VERSION o UPTIME DOWN up ° ! " N
& i M Disconnected I 1000 Mbps
Q 1 Festa FR365 v1.0 192.168.0.1 Festa FR365 v1.0 104 13h 4m 155 4829MB 2434 ° ‘,\v\'rc‘;rmg . ésf Blocking e
E] Details Ports Clients  Config
Festa FS308GP v1 192.168.0.100 Festa FS308GP v1.0 100 1day(s) 37m 38s 1391 MB 931 ——
Jg Overview a
Showing 1-2of 2records ¢ 1 > 10 /page A | GoTopage Serial Number Mode!
‘ + Add Devices Festa FS308GP v1.0
MAC Address: IP Address:
40-AE-30-26-1F-FB 192.168.0.100
IPv6 Address:
Firmware Version:
1.0.0 Build 20240131
Rel 58452
CPU Memory
Utilizatio Utilization:
n 45%
0%
Uptime: Remaining PoE Power:
1day(s) 37m 39s. 90.81% /56 30W
@
@ Note:
. The available functions in the window vary due to the model and status of the device.
. In Batch Config, you can only configure the selected devices, and the unaltered configurations will keep the current settings.
4.1 Configure Switches

Inthe Properties window, you can view and configure the profiles applied to ports in Ports, and in Config,
you can configure the switch features.

Ports

Portand LAG are two tabs designed for physical ports and LAGs (Link Aggregation Groups), respectively.
Under the Port tag, all ports are listed but you can configure physical ports only, including overriding the
applied profiles, configuring Port Mirroring, and specifying ports as LAGs. Under the LAG tag, all LAGs
are listed and you can view and modify the configurations of existing LAGs.
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Port

In Port, you can view and configure all ports' names and applied profiles.

Details  Ports

LAG

Clients

Name

Port1

Port2

Port3

Portd

Ports

Portb

Port7

Port8

Select 0 of & items

Status

Profile

Action

¢

Config

Status

[ 4| All
4 ] All
[ ] All
[ | All
B All
B All
[ | All
B All

Displays the port status in different colors.

Prot

ACTION

@ O

4 O
Z
@
%
7
@
@

: The port profile is Disabled. To enable it, click (4 to change the profile.

Il The port is enabled, but no device or client is connected to it.

[ The portis running at 1000 Mbps.

[ The portis running at 10/100 Mbps.

Displays the profile applied to the port.

Z: Click to edit the port name and configure the profile applied to the port.

(1 (For PoE ports) Click to reboot the connected powered devices (PDs).
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To configure a single port, click @ in the table. To configure ports in batches, click the checkboxes
and then click Edit Selected. Then you can configure the port name and profile. By default, all
settings are Keep Existing for batch configuration.

Edit Port1

Name:

Fort1

Profile:

All Manage Profiles

Profile Overrides

Name Enter the port name.

Profile Select the profile applied to the port from the drop-down list. Click Manage Profiles to
jump to view and manage profiles. For details, refer to Configure Wired Networks.

Profile Overrides Click the checkbox to override the applied profile. The parameters to be configured
vary in Operation modes,

With Profile Overrides enabled, select an operation mode and configure the following parameters
to override the applied profile, configure a mirroring port, or configure a LAG.
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Override the Applied Profile

If you select Switching for Operation, configure the following parameters and click Apply to
override the applied profile. To discard the modifications, click Remove Overrides and all profile
configurations will become the same as the applied profile.

Edit Port1

Mame

Pori1

Profile:

All Manage Profiles

Profile Ovemides

QOperation:

(®) Switching
Miroring (1)
Aggregating

PoE Maode
Off

(@) 802 3at/af

Link Speed:
(@) Auto

Manual

Port Isolation:

Flow Control

EEE

Enable 'G:'
Enable

Enable

Loopback Control:
Off

(® Loopback Detection Port Based
Loopback Detection VLAN Based

Spanning Tree
LLDP-MED Enable

Bandwidth Control: (i
(@) Off

Rate Limit

Storm Control

DHCP L2 Relay Enable

m‘ Cancel H Remove Overrides ‘

PoE Mode (Only for PoE ports) Select the PoE (Power over Ethernet) mode for the port.
Off: Disable PoE function on the PoE port.

802.3at/af: Enable PoE function on the PoE port.
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Link Speed Select the speed mode for the port.
Auto: The port negotiates the speed and duplex automatically.

Manual: Specify the speed and duplex from the drop-down list manually.

Port Isolation Click the checkbox to enable Port Isolation. An isolated port cannot communicate
directly with any other isolated ports, while the isolated port can send and receive
traffic to non-isolated ports.

Flow Control With this option enabled, when a device gets overloaded it will send a PAUSE
frame to notify the peer device to stop sending data for a specified period of time,
thus avoiding the packet loss caused by congestion.

EEE Click the checkbox to enable EEE (Energy Efficient Ethernet) to allow power
reduction.
Loopback Control Loopback refers to the routing of data streams back to their source in the

network. You can disable loopback control for the network or choose a method to
prevent loopback happening in your network.

Off: Disable loopback control on the port.

Loopback Detection Port Based: Loopback Detection Port Based helps detect
loops that occur on a specific port. When a loop is detected on a port, the port will
be blocked.

Loopback Detection VLAN Based: Loopback Detection VLAN Based helps detect
loops that occur on a specific VLAN. When a loop is detected on a VLAN, the
VLAN will be blocked.

Spanning Tree: Select STP (Spanning Tree Protocal) to prevent loops in the
network. STP helps block specific ports of the switches to build a loop-free
topology and detect topology changes and automatically generate a new loop-
free topology. To make sure Spanning Tree takes effect on the port, go to the
Config tab and enable Spanning Tree on the switch.

LLDP-MED Click the checkbox to enable LLDP-MED (Link Layer Discovery Protocol-Media
Endpoint Discovery) for device discovery and auto-configuration of VolP (Voice
over Internet Protocol) devices.

Bandwidth Control Select the type of Bandwidth Control functions to control the traffic rate and
specify traffic threshold on each port to make good use of network bandwidth.

Off: Disable Bandwidth Control for the port.

Rate Limit: Select Rate limit to limit the ingress/egress traffic rate on each port.
With this function, the network bandwidth can be reasonably distributed and
utilized.

Storm Control: Select Storm Control to allow the switch to monitor broadcast
frames, multicast frames and UL-frames (Unknown unicast frames) in the network.
If the transmission rate of the frames exceeds the specified rate, the frames will
be automatically discarded to avoid network broadcast storm.

Ingress Rate Limit With Rate Limit selected, click the checkbox and specify the upper rate limit for
receiving packets on the port.
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Egress Rate Limit

Broadcast Threshold

Multicast Threshold

Unknown Unicast

Threshold

Action

Recover Time

DHCP L2 Relay

Format

Circuit ID

Remote ID

When Rate Limit selected, click the checkbox and specify the upper rate limit for
sending packets on the port.

With Storm Control selected, click the checkbox and specify the upper rate limit
for receiving broadcast frames. The broadcast traffic exceeding the limit will be
processed according to the Action configurations.

With Storm Control selected, click the checkbox and specify the upper rate limit
for receiving multicast frames. The multicast traffic exceeding the limit will be
processed according to the Action configurations.

With Storm Control selected, click the checkbox and specify the upper rate
limit for receiving unknown unicast frames. The traffic exceeding the limit will be
processed according to the Action configurations.

When Storm Control selected, select the action that the switch will take when the
traffic exceeds its corresponding limit.

Drop: With Drop selected, the port will drop the subsequent frames when the
traffic exceeds the limit.

Shutdown: With Shutdown selected, the port will be shutdown when the traffic
exceeds the limit.

With Shutdown selected as the Action, specify the recover time, and the port will
be opened after the specified time.

Click the checkbox to enable DHCP L2 Relay for the network.

Select the format of option 82 sub-option value field.
Normal: The format of sub-option value field is TLV (type-length-value).

Private: The format of sub-option value field is just value.

(Optional) Enter the customized circuit ID. The circuit ID configurations of the
switch and the DHCP server should be compatible with each other. If it is not
specified, the switch will use the default circuit ID when inserting Option 82 to
DHCP packets.

(Optional) Enter the customized remote ID. The remote ID configurations of the
switch and the DHCP server should be compatible with each other. If it is not
specified, the switch will use its own MAC address as the remote ID.

Configure a Mirroring Port

If you select Mirroring as Operation, the edited port can be configured as a mirroring port.
Specify other ports as the mirrored port, and the switch sends a copy of traffics passing
through the mirrored port to the mirroring port. You can use mirroring to analyze network traffic
and troubleshoot network problems.

To configure Mirroring, select the mirrored port or LAG, specify the following parameters, and
click Apply. To discard the modifications, click Remove Overrides and all profile configurations
become the same as the applied profile.
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Note that the mirroring ports and the member ports of LAG cannot be selected as mirrored
ports.

Mame

Port1

Profile:
All Manage Profiles

Profile Cverrides

Operation:
Switching

@ Mimoring (1)

Aggregating

Unselected i Selected

peg: -

PoE Mode
off
(@) 802 3at/af

Link Speed:
@) Auto

Manual
Flow Control Enable

EEE Enable

Bandwidth Control: (i
(@) Off

Rate Limit
DHCP L2 Relay Enable

Format:

Mormal

Circuit ID:

L]
=1
o
i

Remote ID:

[=]
=
=)
[

PoE Mode (Only for PoE ports) Select the PoE mode for the port.
Off: Disable PoE on the PoE port.

802.3at/af: Enable PoE on the PoE port.

Link Speed Select the speed mode for the port.
Auto: The port negotiates the speed and duplex automatically.

Manual: Specify the speed and duplex from the drop-down list manually.
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Bandwidth Control Bandwidth control optimizes network performance by limiting the bandwidth of
specific sources.

Off: Disable bandwidth control on the port.

Rate Limit: Enable bandwidth control on the port, and you need to specify the
ingress and/or egress rate limit.

Ingress Rate Limit With Rate Limit selected, click the checkbox and specify the upper rate limit for
receiving packets on the port. With this function, the network bandwidth can be
reasonably distributed and utilized.

Egress Rate Limit With Rate Limit selected, click the checkbox and specify the upper rate limit for
sending packets on the port. With this function, the network bandwidth can be
reasonably distributed and utilized.

* Configure a LAG

If you select Aggregating as Operation, you can aggregate multiple physical ports into a logical
interface, which can increase link bandwidth and enhance the connection reliability.

@ Configuration Guidelines:

. Ensure that both ends of the aggregation link work in the same LAG mode. For example, if the local end
works in LACP mode, the peer end should also be set as LACP mode.

. Ensure that devices on both ends of the aggregation link use the same number of physical ports with
the same speed, duplex, jumbo and flow control mode.

. A port cannot be added to more than one LAG at the same time.
. LACP does not support half-duplex links.

. One static LAG supports up to eight member ports. All the member ports share the bandwidth evenly.
If an active link fails, the other active links share the bandwidth evenly.

. One LACP LAG supports multiple member ports, but at most eight of them can work simultaneously,
and the other member ports are backups. Using LACP protocol, the switches negotiate parameters and
determine the working ports. When a working port fails, the backup port with the highest priority will
replace the faulty port and start to forward data.

. The member port of an LAG follows the configuration of the LAG but not its own. Once removed, the
LAG member will be configured as the default All profile and Switching operation.

. The port enabled with Port Security, Port Mirror, or MAC Address Filtering cannot be added to an LAG,
and the member port of an LAG cannot be enabled with these functions.

To configure a new LAG, select other ports to be added to the LAG, specify the LAG ID, and
choose a LAG type. Click Apply. To discard the modifications, click Remove Overrides and all
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profile configurations become the same as the applied profile. For other parameters, configure
them under the LAG tab.

Edit Port1

Mame

Pori1

Profile:

All Manage Profiles

Profile Cvemides

Operation:
Switching
Miroring (L)

(@) Aggregating

Unselecied [ Selected

2 3 4 5 6 T 8

LAG ID:

Please Select. 18

Siatic LAG
Active LACP
Passive LACP

m‘ Cancel H Remowve Overrides

LAGID Specify the LAG ID of the LAG. Note that the LAG ID should be unique.

The valid value of the LAG ID is determined by the maximum number of LAGs
supported by your switch. For example, if your switch supports up to 14 LAGs,
the valid value ranges from 1 to 14.

Static LAG In Static LAG mode, the member ports are added to the LAG manually.

Active LACP/ LACP extends the flexibility of the LAG configurations. In LACP, the switch
uses LACPDU (Link Aggregation Control Protocol Data Unit) to negotiate the

Passive LACP parameters with the peer end. In this way, the two ends select active ports and

form the aggregation link.
Active LACP: In this mode, the port will take the initiative to send LACPDU.

Passive LACP: In this mode, the port will not send LACPDU before receiving the
LACPDU from the peer end.
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LAG

LAGs (Link Aggregation Groups) are logical interfaces aggregated, which can increase link
bandwidth and enhance the connection reliability. You can view and edit the LAGs under the LAG
tab. To configure physical ports as a LAG, refer to Configure a LAG.

Port | LAG
LAGID Name Status Ports Profile ACTION
Port 9, Port
1 LAG1 | . Al 4 1
Status Displays the status in different colors.
: The LAG profile is Disable. To enable it, click [ to change the profile.
l: The port is enabled, but no device or client is connected to it.
B The LAG ports are running at 1000 Mbps.
[W: The LAG port are running at 10/100 Mbps.
Ports Displays the port number of LAG ports.
Profile Displays the profile applied to the port.
Action 4: Click to edit the port name and configure the profile applied to the port.

: Click to delete the LAG. Once deleted, the ports will be configured as the default
All profile and Switching operation. You can configure the ports under the Port tab.

Click @ to configure the LAG name and the applied profile.

Edit LAG1
Name:
LAG1

Profile:

All IManage Profiles

@ Configurations of PoE, 802.1x and LLDP-MED in
the profile do not take effect on LAG ports.

Profile Overrides
=a

Name Enter the port name.
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Profile

Profile Overrides

Select the profile applied to the port from the drop-down list. Click Manage Profiles to
jump to view and manage profiles. For details, refer to Configure Wired Networks.

Click the checkbox to override the applied profile. The parameters to be configured

vary in Operation modes.

With Profile Overrides enabled, you can reselect the LAG members and configure the following

parameters.

Profile Overrides

Unselected [l Selected

188 ¢+ s

1 12 13 14 15

7 8 9 10

17 18 19 20

21 22 23 24 25 26 27 28

LAG ID:
1

Link Speed:

1000 Mbps / Full Duplex
Port Isolation
Flow Contral:
EEE:

Loopback Control

Bandwidth Control:

DHCP L2 Relay:

Link Speed

Port Isolation

Flow Control

Auto

(® Manual

Enable @

Enable

Enable @

Off

(®) Loopback Detection Port Based
Loopback Detection VLAN Based
Spanning Tree

@ off
Rate Limit

Storm Control

Enable

Select the speed mode for the port.

Auto: The port negotiates the speed and duplex automatically.

Manual: Specify the speed and duplex from the drop-down list manually.

Click the checkbox to enable Port Isolation. An isolated port cannot
communicate directly with any other isolated ports, while the isolated port can
send and receive traffic to non-isolated ports.

With this option enabled, when a device gets overloaded it will send a PAUSE
frame to notify the peer device to stop sending data for a specified period of
time, thus avoiding the packet loss caused by congestion.
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EEE

Loopback Control

Bandwidth Control

Ingress Rate Limit

Egress Rate Limit

Broadcast Threshold

Multicast Threshold

Unknown Unicast

Threshold

DHCP L2 Relay

Click the checkbox to enable EEE (Energy Efficient Ethernet) to allow power
reduction.

Loopback refers to the routing of data streams back to their source in the
network. You can disable loopback control for the network or choose a method
to prevent loopback happening in your network.

Off: Disable loopback control on the port.

Loopback Detection Port Based: Loopback Detection Port Based helps detect
loops that occur on a specific port. When a loop is detected on a port, the port
will be blocked.

Loopback Detection VLAN Based: Loopback Detection VLAN Based helps
detect loops that occur on a specific VLAN. When a loop is detected on a VLAN,
the VLAN will be blocked.

Spanning Tree: Select STP (Spanning Tree Protocal) to prevent loops in the
network. STP helps block specific ports of the switches to build a loop-free
topology and detect topology changes and automatically generate a new loop-
free topology. To make sure Spanning Tree takes effect on the port, go to the
Config tab and enable Spanning Tree on the switch.

Select the type of Bandwidth Control functions to control the traffic rate and
traffic threshold on each port to ensure network performance.

Off: Disable Bandwidth Control for the port.

Rate Limit: Select Rate limit to limit the ingress/egress traffic rate on each port.
With this function, the network bandwidth can be reasonably distributed and
utilized.

Storm Control: Select Storm Control to allow the switch to monitor broadcast
frames, multicast frames and UL-frames (Unknown unicast frames) in the
network. If the transmission rate of the frames exceeds the specified rate, the
frames will be automatically discarded to avoid network broadcast storm.

With Rate Limit selected, click the checkbox and specify the upper rate limit for
receiving packets on the port.

With Rate Limit selected, click the checkbox and specify the upper rate limit for
sending packets on the port.

With Storm Control selected, click the checkbox and specify the upper rate limit
for receiving broadcast frames. The broadcast traffic exceeding the limit will be
processed according to the Action configurations.

With Storm Control selected, click the checkbox and specify the upper rate limit
for receiving multicast frames. The multicast traffic exceeding the limit will be
processed according to the Action configurations.

With Storm Control selected, click the checkbox and specify the upper rate
limit for receiving unknown unicast frames. The traffic exceeding the limit will be
processed according to the Action configurations.

Click the checkbox to enable DHCP L2 Relay for the network.
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Action With Storm Control selected, select the action that the switch will take when the
traffic exceeds its corresponding limit.

Drop: With Drop selected, the port will drop the subsequent frames when the
traffic exceeds the limit.

Shutdown: With Shutdown selected, the port will be shutdown when the traffic
exceeds the limit.

Recover Time With Shutdown selected as the Action, specify the recover time, and the port will
be opened after the specified time.

Config

In Config, click the sections to configure the features applied to the selected switch(es), including the
general settings, services, and networks.

m  General

In General, you can specify the device name and LED settings of the switch, and categorize it via
device tags.

Details Ports Clients Config

»

General

Name:

Festa FS308GP v1.0

LED:

(®) Use Site Settings
on
Off

Devices Tags:

TAG 1

Jumbo:

1518 Bytes
(1518-9216)

Hash Algorithm:
SRC MAC+DST MAC
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Name

LED

Device Tags

Jumbo

Hash Algorithm

(Only for configuring a single device) Specify a name of the device.

Select the way that device's LEDs work.

Use Site Settings: The device's LED will work following the settings of the site. To view and
modify the site settings, refer to Services.

On/Off: The device's LED will keep on/off.
Select a tag from the drop-down list or create a new tag to categorize the device.

Configure the size of jumbo frames. By default, it is 1518 bytes.
Generally, the MTU (Maximum Transmission Unit) size of a normal frame is 1518 bytes.

If you want the switch supports to transmit frames of which the MTU size is greater than
1518 bytes, you can configure the MTU size manually here.

Select the Hash Algorithm, based on which the switch can choose the port to forward the
received packets. In this way, different data flows are forwarded on different physical links
to implement load balancing.

SRC MAC: The computation is based on the source MAC addresses of the packets.

DST MAC: The computation is based on the destination MAC addresses of the packets.

SRC MAC+DST MAC: The computation is based on the source and destination MAC
addresses of the packets.

SRC IP: The computation is based on the source IP addresses of the packets.
DST IP: The computation is based on the destination IP addresses of the packets.

SRC IP+DST IP: The computation is based on the source and destination IP addresses of
the packets.
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VLAN Interface

In VLAN Interface, you can configure Management VLAN and different VLAN interface for the
switch. The general information of the existing VLAN interface are displayed in the table.

VLAN Interface “
Name % VLAN Enable
LAN @ 1
Test A 10
Test B 101

Showing 1-3 of 3 records ¢ 1 >
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To configure a single VLAN interface, hover the mouse on the entry and click (@ to edit the settings.

VLAN Interface > Edit Interface o
1Pwd

Management VLAN: Enable (i)

(1) The controller will fail to manage your devices
" with wrong Management VLAN configurations. If
you are not sure about your network condifions
and the potenfial impact of any configurations.
we recommend that you keep the default
configurations. Refer to the Configuration Guide
before you configure this feature.

IP Address Mode:

Static
(@) DHCP
Use Fixed IP Address: Enable (i)
Fallback IP Address: Enable (1)

Fallback IP Address:
192 . 188 . 0 . 1

Fallback IP Mask:
255 . 25% . 285 . 0

Fallback Gateway:

{Optional)

DHCP Option12:

{Optional)

DHCP Mode:

i®) Mone
DHCP Server

DHCP Relay

IPvE

IPvi: Enable
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Management VLAN Click the checkbox if you want to use the VLAN interface as Management VLAN. Note
that the controller will fail to manage your devices with wrong Management VLAN
configurations. If you are not sure about your network conditions and the potential impact
of any configurations, we recommend that you keep the default configurations.

The management VLAN is a VLAN created to enhance the network security. Without
Management VLAN, the configuration commands and data packets are transmitted in the
same network. There are risks of unauthorized users accessing the management page
and modifying the configurations. A management VLAN can separate the management
network from the data network and lower the risks.

IP Address Mode Select a mode for the interface to obtain its IP address, and the VLAN will communicate
(when Management with other networks including VLANs with the IP address.
VLAN enabled)

Static: Assign an IP address to the interface manually, specify the IP Address and Subnet
Mask for the interface.

When the VLAN interface is set as the Management VLAN, it is optional for you to specify
the Default Gateway and Primary/Secondary DNS for the interface.

DHCP: Assign an IP address to the interface through a DHCP server.

When you want to let device use a fixed IP address, enable Use Fixed IP Address and
specify the Network and IP Address based on needs.

When the VLAN interface is set as the Management VLAN, you can further enable
Fallback IP Address, and specify the Fallback IP Address, Fallback IP Mask, and Fallback
Gateway (optional). If the VLAN interface fails to get an IP address from the DHCP server,
the fallback IP address will be used for the interface.

DHCP Option 12 When DHCP is selected as the IP Address Mode, you can specify the hostname of the
DHCP client in the field. The DHCP client will use option 12 to tell the DHCP server their
hostname.

DHCP Mode Select a mode for the clients in the VLAN to obtain their IP address.

None: Do not use DHCP to assign IP addresses.
DHCP Server: Assign an IP address to the clients through a DHCP server.

When DHCP Server is selected, you can specify the DHCP Range, and the IP addresses in
the range can be assigned to the clients in the VLAN. Also, it is optional for you to specify
the DHCP Option 138, Primary/Seconday DNS, Default Gateway, and Lease Time. DHCP
Option 138 informs the DHCP client of the controller's IP address when the client sends
arequest to the DHCP server, and specify Option 138 as the controller's IP address here.
Lease Time decides how long the client can use the assigned IP address.

DHCP Relay: It allows clients in the VLAN to obtain IP addresses from a DHCP server

ion different subnet. When DHCP Relay is selected, specify the IP address of the DHCP
server in Server Address.

IPv6 Click the checkbox to enable IPv6.
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Mode Select a mode for the clients in the VLAN to obtain their IPv6 address.

Dynamic IP (SLAAC/DHCPv6): If your ISP uses Dynamic IPv6 address assignment, either
DHCPv6 or SLAAC+Stateless DHCP, select Dynamic IP (SLAAC/DHCPv6)

Static: Enter the static IPv6 address, prefix length, primary DNS server, and secondary
DNS server information received from your ISP.

When choosing Dynamic IP (SLAAC/DHCPv6), select whether to get the DNS address
dynamically from your ISP or designate the DNS address manually.

Get Dynamic DNS: The DNS address will be automatically assigned by the ISP.

Use the Following DNS Addresses: Enter the DNS address provided by the ISP.

m  Static Route

In Static Route, you can configure entries of static route for the switch. The general information of
the existing static route entries are displayed in the table. For an existing static route, click  to edit
the settings, and click @ to delete it.

Static Route o
Sear Q, + Add
Destination [P Enabled = ACTION

1032 . % @

Showing 1-1 of 1 records 4 1
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To add a new static route entry, click and configure the parameters.

Static Route > Add New Route A

Status: Enable

IP Version:
(@ IPv4
IPv6E

Destination IP/Subnet:

(¥ Add Subnet

Next Hop:

Distance:

(1-255)

Status Click the checkbox to enable or disable the static route.

IP Version Select IPv4 or IPv6.

Destination IP/ When IP Version is IPv4, specify Destination IP/Subnet. When IP Version is IPv6, specify

Subnet Destination IP/Prefix Length. They identify the network traffic which the Static Route entry
controls.

You can click + Add Subnet to specify multiple entries or click '@' to delete them.

Next Hop Specify the IP address for your devices to forward the corresponding network traffic.

Distance Specify the priority of a static route. It is used to decide the priority among routes to
the same destination. Among routes to the same destination, the route with the lowest
distance value will be recorded into the routing table.
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Services

Services A

VLAN

IManagement VLAN:
LAN

To configure the Management WLAN, please go to
WLAN Interface. Mote that the controller will fail to
manage your devices with wrong Management
WLAN configurations. If you are not sure about
your network conditions and the potential impact
of any configurations, we recommend that you
keep the default configurations. Refer to the
Configuration Guide before you configure this
feature.

Loopback Control

Loopback Detection:

Enable

Spanning Tree:

RSTP
SNMP Manage

Location:

Contact:

Management VLAN

In Services, you can configure Management VLAN, Loopback Control and SNMP.

Display the name of the current Management VLAN.

To configure the Management VLAN, please go to Config > VLAN Interface. Note that the
controller will fail to manage your devices with wrong Management VLAN configurations.
If you are not sure about your network conditions and the potential impact of any
configurations, we recommend that you keep the default configurations.

The management VLAN is a VLAN created to enhance the network security. Without
Management VLAN, the configuration commands and data packets are transmitted in the
same network. There are risks of unauthorized users accessing the management page
and modifying the configurations. A management VLAN can separate the management
network from the data network and lower the risks.
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Loopback Detection When enabled, the switch checks the network regularly to detect the loopback.

Note that Lopback Detection and Spanning Tree are not available at the same time.

Spanning Tree Select a mode for Spanning tree. This feature is available only when Loopback Detection
is disabled.

Off: Disable Spanning Tree on the switch.

STP: Enable STP (Spanning Tree Protocal) to prevent loops in the network. STP helps to
block specific ports of the switches to build a loop-free topology and detect topology
changes and automatically generate a new loop-free topology.

RSTP: Enable RSTP (Rapid Spanning Tree Protocal) to prevent loops in the network. RSTP
provides the same features as STP with faster spanning ree convergence.

Priority: When STP/RSTP enabled, specify the priority for the swith in Spanning Tree. In
STP/RSTP, the switch with the highest priority will be selected as the root of the spanning
tree. The switch with the lower value has the higher priority.

SNMP (Only for configuring a single device) Configure SNMP to write down the location and
contact detail. You can also click Manage to jump to Settings > Services > SNMP, and for
detailed configuration of SNMP service, refer to SNMP.
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Manage Device

Manage Device A

Custom Upgrade

Please choose the firmware file and upgrade the device.

1, Browse

Copy Configuration

Select another device at the current site to copy its
configurations.

Please Select...

Move to Site

Move this device to another site of this contraller.

Please Select...

Force Provision

Click Force Provision to synchronize the configurations of
the device with the controller. The device will be
disconnected from the controller tempararily, and be adopted
again to get the configurations from the controller.

Force Provision

Forget This Device

If you no longer wish to manage a device, you may forget it.
After forgotten, the device will be removed from the
controller and gat reset.

Download Device Info

If the device has an abnormality, you can download the
device information and provide it to our R&D personnel to
analyze the problem.

Custom Upgrade

In Manage Device, you can upgrade the device's firmware version manually, move it to another site,
synchronize the configurations with the controller and forget the switch.

Click Browse and choose a file from your computer to upgrade the device. When

upgrading, the device will be rebooted and readopted by the Controller. You can also
check the box of Upgrade all devices of the same model in the site after the firmware

file is uploaded.

Copy Configuration

Select another device at the current site to copy its configurations.

Move to Site Select a site which the device will be moved to. After moving to another site, device
configurations on the prior site will be replaced by that on the new site, and its traffic

history will be cleared.
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Force Provision (Only for configuring a single device) Click Force Provision to synchronize the
configurations of the device with the Controller. The device will lose connection
temporarily, and be adopted to the controller again to get the configurations from the
controller.

Forget This Device Click Forget and then the device will be removed from the Controller. Once forgotten,
all configurations and history related to the device will be wiped out.

Download Device Info If the device has an abnormality, you can download the device information and
provide it to our R&D personnel to analyze the problem.

@ Note:

Firmware updates are required for earlier devices to obtain complete information.

4.2 Monitor Switches

One panel and two tabs are provided to monitor the device in the Properties window: Monitor Panel,
Details, and Clients.

Monitor Panel

The monitor panel displays the switch's ports and uses colors and icons to indicate the connection
status and port type. When the switch is pending or disconnected, all ports are disabled.

Festa FS308..

o E‘“

3 5 7
[] [] []
[] [] []
4 6 g

Disabled M Disconnected Il 1000 Mbps
W 10/100 Mbps + PoE ~ Uplink
@ Mirroring @ STP Blocking
4 PoE A PoE port connected to a powered device (PD).
A Uplink An uplink port connected to WAN.
© Mirroring A mirroring port that is mirroring another switch port.
@ STP Blocking A port in the Blocking status in Spanning Tree. It receives and sends BPDU (Bridge

Protocal Data Unit) packets to maintain the spanning tree. Other packets are dropped.
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You can hover the cursor over the port icon (except disabled ports) for more details. The displayed
information varies due to connection status and port type.

Port3

1000 Mbps Full Duplex

34358 MB

353.98 MB

Status Displays the negotiation speed of the port.

Tx Bytes Displays the amount of data transmitted as bytes.

Rx Bytes Displays the amount of data received as bytes.

Profile Displays the name of profile applied to the port, which defines how the packets in both
ingress and egress directions are handled. For detailed configuration, refer to Create

PoE Power Displays the PoE power supply for the PD device.

Uplink Displays the name of device connected to the uplink port.

Mirroring From Displays the name of port that is mirrorred.

LAGID Displays the name of ports that are aggregated into a logical interface.

Details

In Details, you can view the basic information, traffic information, and radio information of the device to
know the device's running status.
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m  Overview

In Overview, you can view the basic information of the device. The listed information will be varied
due to the device's model and status.

Details Ports Clients

Overview

Serial Number:

2242053000530

MAC Address:

40-AE-30-26-1F-FB

IPvG Address:

Firmware Version:

1.0.0 Build 20240131

Config

Model:
Festa FS308GP v1.0
IP Address:

192.168.0.100

Rel 553452

CPU Memory

Utilizatio Utilization:

" 45%

0%

Uptime: Remaining PoE Power:

1day(s) 4h 14m 6s

90.32% / 56.00W

»

m  Uplink (Only for the switch connected to a controller-managed gateway/switch in Connected

status)

Click Uplinkto view the uplink information, including the uplink port, the uplink device, the negotiation
speed, and transmission rate.

Uplink

Port:

49

Model:

Festa FS352G
Ru Bytes:

27522.04 GB

Uplink Device:

ctrl

Speed & Duplex:

1000 Mbps Full Duplex
Tx Bytes:

2016.84 GB

b
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®  Downlink (Only for the switch connected to controller-managed devices in Connected status)

Click Downlink to view the downlink information, including the downlink ports, devices model and
MAC address as well as negotiation speed.

Downlink R
Port Model Device-MAC
48 Festa FS318G... 40-AE-30-BD-92-76
Showing 1-1 of 1 records ¢ 1 5
Clients

In Clients, you can view the information of clients connected to the switch, including the client name, IP
address and the connected port. You can click the client name to open its Properties window.

# Name IP Address
7 QC200 T2CEFB 192.165.0.132
] TP-Link-PC 192.165.0.145

Showing 1-2 of 2 records 4 1 >
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¥ 5 Configure and Monitor APs

In the Properties window, you can configure one or some APs connected to the Controller and monitor
the performanc. Configurations changed in the Properties window will be applied only to the selected
AP(s). By default, all configurations are synchronized with the current site.

To open the Properties window, click the entry of an AP, or click Batch Action, and then Batch Config to
select APs for batch configuration. A monitor panel and several tabs are listed in the Properties window.
Most features to be configured are gathered in the Config tab, such as IP, radios, SSID, and VLAN, while
other tabs are mainly used to monitor the device.

tp-link | Festa  Festa Controller_TEST Organization:  UG_TEST [+
10 -
8 Device List Device Group st 2
i} 40 alnac mixed 5 GHz (23% Utiized)
Search Name, IP, Status, Modelor Tag Q| | AUl (13) | Gateway/Switches (2) [ APs(11) | [ Overview (11) | Mesh (2) | Performance (1) | Gonfig (1) —
. y ) | GatewayiSwitches 2) [ APs (1) ] esh (2) | Performance (11) | Config —
& DEVICE NAME 1P ADDRESS STATUS = ¥ MODEL VERSION @ UPTIME CLIENTS DOWN uf  ERxFrames WTxFrames Minterference | Free
a
Q Festa FB5(US) v1.0 192.168.0.108 Festa FB5{US) v1.0 101 22h 45m 20s 0 0 Bytes oy Detells Clents Mesh Confi
S
Festa F52(EU) v1.0 192.168.0.106 Festa F2(EU) v1.0 100 22h 45m 338 0 0 Bytes 0f
& LN 2
AA-BB-CC-DD-440... - EAP115-Bridge v1.0 - - 0 Bytes o xPetes Fxdies
21484 234mB
3C52-A1-8C-3EA8 ®) - EAP683 LR V10 - - 08Bytes of  RxDroppedPackets FoxErrors
2734 0
3C52-A156-06-6C = EAP683 LR V1.0 = = 0Bytes of  TxPackels TxBytes
15487 390 M8
3C52-A1-56-04-62 ) - EAPG83 LR v1.0 - - 0 Bytes o  TxDroppedPackets T Errors
0 0
00-00-FF-FF-14-3A (%) - AP9BT0 V1.0 - - 0 Bytes of
Uplink (Wired)
Shoving 17 of 7records < 1 > 10/page | GoTopage
- Radios
+ Add Devices
&
(M Note:
. The available functions in the window vary due to the model and status of the device.
. In Batch Config, you can only configure the selected devices, and the unaltered configurations will keep the current settings.
. In Batch Config, if some functions, such as the 5 GHz band, are available only on some selected APs, the corresponding

configurations will not take effect. To configure them successfully, check the model of selected devices first.

5.1 Configure APs

In the Properties window, click Config and then click the sections to configure the features applied to
the selected AP(s).
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m  General

In General, you can specify the device name and LED settings of the AP, and categorize it via device
tags.

General

b

MName:
Festa FR2(EU) v1.0

LED:

(@) Use Site Settings
Cn
Off

Device Tags:
Please Select..

=

Name (Only for configuring a single device) Specify a name of the device.

LED Select the way that device's LEDs work.

Use Site Settings: The device's LED will work following the settings of the site. To view and
modify the site settings, refer to Services.

On/Off: The device's LED will keep on/off.

Wi-Fi Control (Only for Certain wall plate APs) Enable Wi-Fi Control, and it will take effect only when the
LED feature is enabled. After enabling Wi-Fi Control, you can press the LED button on the
AP to turn on/off the Wi-Fi and LED at the same time.

Device Tags Select a tag from the drop-down list or create a new tag to categorize the device.

m [P Settings (Only for configuring a single device)
In IP Settings, select an IP mode and configure the parameters for the device.

If you select DHCP as the mode, make sure there is a DHCP server in the network and then the
device will obtain dynamic IP address from the DHCP server automatically. If you want to let the
device use a fixed IP address, you can enable Use Fixed IP Address, and set the network and IP
address based on needs. Also, you can set a fallback IP address to hold an IP address in reserve for
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the situation in which the device fails to get a dynamic IP address. Enable Fallback IP and then set
the IP address, IP mask and gateway.

B

IP Settings

IPv4

Mode:

(®) DHCP
Static

Use Fixed IP Address: Enable (1)

Fallback IP: Enable (1)

Fallback IP Address:
192 . 168 . 0 . 254

Fallback IP Mask:
255 . 255 . 255 . 0

Fallback Gateway:

. (Optional)
IPv6
IPVE: Enable
Mode:

@- Dynamic IP (SLAAC/DHCPVE)
Static

DNS Address:
(@ Get Dynamic DNS

Use the Following DNS Addresses
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If you select Static as the mode, set the IP address, IP mask, gateway, and DNS server for the static
address.

>

IP Settings

Mode:
DHCP

(@) Static

IP Address:
IP Mask:
Gateway:

Primary DNS Server:

(Optional)

Secondary DNS Server:

(Optional)

If you enable IPv6, select a mode for the AP to obtain an IPv6 address.

If you select Dynamic IP (SLAAC/DHCPv6) as the mode, choose whether to get the DNS address
dynamically from your ISP or designate the DNS address manually.

IPvé

IPv6: Enable

Mode:
(@) Dynamic IP (SLAAC/DHCPvG)
Static

DNS Address:
Get Dynamic DNS

(@) Use the Following DNS Addresses

Primary DNS Server:

(Format: 2001::)

Secondary DNS Server:

{Optional. Format: 2001:)

Apply
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If you select Static as the mode, set the IPv6 address, prefix length, primary DNS server, and

secondary DNS server information received from your ISP.
IPv6

IPvE: Enabls

Mode:
Dynamic IP (SLAAC/DHCPvE)

(@) Static

IPv Address:

(Format: 2001::)

Prefix Length:

{1-128)

Default Gateway:

({Optional. Format: 2001::)

Primary DNS Server:

({Optional. Format: 2001::)

Secondary DNS Server:

({Optional. Format: 2001::)

oo

Radios

In Radios, you can control how and what type of radio signals the AP emits. Select each frequency

band and configure the parameters. Different models support different bands.

Radios P~y

24GHz | 5GHz

Status: Enable

Channel Width:
Auto

Channel

Auto

Tx Power:
Auto
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Status

Channel Width

Channel

Tx Power

WLANSs

If you disable the frequency band, the radio on it will turn off.

Specify the channel width of the band. Different bands have different available options. We
recommend using the default value.

Specify the operation channel of the AP to improve wireless performance. If you select
Auto for the channel setting, the AP scans available channels and selects the channel
where the least amount of traffic is detected.

Specify the Tx Power (Transmit Power) in the 4 options: Low, Medium, High and Custom.
The actual power of Low, Medium and High are based on the minimum transmit power
(Min. Txpower) and maximum transmit power (Max. TxPower), which may vary in different
countries and regions.

Low: Min. TxPower + (Max. TxPower-Min. TxPower) * 20% (round off the value)

Medium: Min. TxPower + (Max. TxPower-Min. TxPower) * 60% (round off the value)

High: Max. TxPower

Custom: Specify the value manually.

In WLANSs, you can apply the WLAN group to the AP and specify a different SSID name and password
to override the SSID in the WLAN group. After that, clients can only see the new SSID and use the
new password to access the network. To create or edit WLAN groups, refer to Configure Wireless

Networks.

WLANs

WLAN Group:

WLAN Group 1
Name Band
2.4 GHz,
Host el
2.4 GHz,
Guest 5 GHz

Showing 1-2 of 2 records

>

Overri

des Enable
&
tpink (4] 9
=]
< 1 2
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(Only for configuring a single device) To override the SSID, select a WLAN group, click [Zinthe entry
and then the following page appears.

»

WLANs>SSID Override

331D Override: Enable

SSID:
tp-link

Password:

IR Ty

WLAN: Enable

VLAN ID:
1 (1-4004)

SSID Override Enable or disable SSID Override on the AP. If SSID Override enabled, specify the new SSID
and password to override the current one.

VLAN Enable or disable VLAN. If VLAN enabled, enter a VLAN ID to add the new SSID to the
VLAN.
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m  Services

In Services, you can enable Management VLAN to protect your network and configure SNMP and
web server parameters.

»

Services
VLAN

Management VLAN: Enable
LAN(1)

The controller will fail to manage your devices with
wrong Management VLAN configurations. If you
are not sure about your network conditions and the
potential impact of any configurations, we
recommend that you keep the default
configurations.

Refer to the Configuration Guide before you
configure this feature.

SNMP Manage

Location:

Contact:

Web Server
Layer-3 Accessibility: Enable

LLDP:

(®) Use Site Settings
On
Off

Management VLAN To configure Management VLAN, create a network in LAN first, and then select it as the
management VLAN on this page. For details, refer to Configure Wireless Networks.

The management VLAN is a VLAN created to enhance the network security. Without
Management VLAN, the configuration commands and data packets are transmitted in the
same network. There are risks of unauthorized users accessing the management page
and modifying the configurations. A management VLAN can separate the management
network from the data network and lower the risks.

SNMP (Only for configuring a single device) Configure SNMP to write down the location and
contact detail. You can also click Manage to jump to Settings > Services > SNMP, and for
detailed configuration of SNMP service, refer to SNMP.
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Layer-3 Accessibility With this feature enabled, devices from a different subnet can access controller-managed
devices.

LLDP LLDP (Link Layer Discovery Protocol) can help discover devices.

Smart Antenna (For certain outdoor APs)

In Smart Antenna, you can turn on the function to improve Wi-Fi performance for user-heavy
scenarios through antenna array and intelligent algorithm. This help overcome obstacles and signal
interference.

»

Smart Antenna

Smart Antenna:

(®) On

on

@ Smart Antenna improves Wi-Fi performance for
user-heavy scenarios through antenna array and
intelligent algorithm, and it helps overcome
obstacles and signal interference

| Cancel

Advanced

In Advanced, configure Load Balance and QoS to make better use of network resources. Load
Balance can control the clientnumberassociated to the AP, while QoS can optimize the performance
when handling differentiated wireless traffics, including traditional IP data, and other types of audio,
video, streaming media.
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Select each frequency band and configure the following parameters and features.

Advanced

24GHz | 5GHz

Load Balance

Maximum Associated Clients:

RSSI Threshold:

-95

QoS

Mo Acknowledgement:

~

Enable

(1-512)

Enable (i)

(-95-0 dBm)

Enable (i)

Unscheduled Automatic Power Enable (})

Save Delivery:

OFDMA,

OFDMAC

Max Associated Clients

RSSI Threshold

No Acknowledgment

Unscheduled Automatic
Power Save Delivery

OFDMA

Enable (i)

Enable this function and specify the maximum number of connected clients. If the
connected client reaches the maximum number, the AP will disconnect those with
weaker signals to make room for other clients requesting connections.

Enable this function and enter the threshold of RSSI (Received Signal Strength
Indication). If the client's signal strength is weaker than the threshold, the client will
lose connection with the AP.

Enable this function to specify that the APs will not acknowledge frames with QoS
No Ack. Enabling No Acknowledgment can bring more efficient throughput, but it
may increase error rates in a noisy Radio Frequency (RF) environment.

When enabled, this function can greatly improve the energy-saving capacity of
clients.

(Only for AP supporting 802.11 ax) Enable this feature to enable multiple users to
transmit data simultaneously, and it will greatly improves speed and efficiency.
Note that the benefits of OFDMA can be fully enjoyed only when the clients
support OFDMA.
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Manage Device

Manage Device

»

Custom Upgrade

Plzase choose the firmware file and upgrade the device.

1, Browse

Copy Configuration

Select another device at the current site to copy its
configurations.

Please Select...

Copy

Move to Site

Maove this device to another site of this controller.

Please Select...

Move

Force Provision

Click Force Provision to synchronize the configurations of
the device with the controller. The device will be
disconnected from the controller temperarily, and be adopted
again to get the configurations from the controller.

Force Provision

Forget This Device

If you no longer wish to manage a device, you may forget it.
After forgotten, the device will be removed from the
controller and get reset.

Forget

Download Device Info

If the device has an abnormality, you can download the
device information and provide it to our R&D personnel to
analyze the problem.

Download

In Manage Device, you can upgrade the device's firmware version manually, move it to another site,
synchronize the configurations with the controller and forget the AP.

Custom Upgrade Click Browse and choose a file from your computer to upgrade the device. When
upgrading, the device will be rebooted and readopted by the controller. You can also
check the box of Upgrade all devices of the same model in the site after the firmware

file is uploaded.

Copy Configuration

Select another device at the current site to copy its configurations.

Move to Site Select a site which the device will be moved to. After moving to another site, device
configurations on the prior site will be replaced by that on the new site, and its traffic

history will be cleared.
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Force Provision (Only for configuring a single device) Click Force Provision to synchronize the
configurations of the device with the controller. The device will lose connection
temporarily, and be adopted to the controller again to get the configurations from the
controller.

Forget this AP Click Forget and then the device will be removed from the controller. Once forgotten,
all configurations and history related to the device will be wiped out.

Download Device Info If the device has an abnormality, you can download the device information and
provide it to our R&D personnel to analyze the problem.

@ Note:

Firmware updates are required for earlier devices to obtain complete information.

5.2 Monitor APs

One panel and three tabs are provided to monitor the device in the Properties window: Monitor Panel,
Details, Clients, and Mesh.

Monitor Panel

The monitor panel illustrates the active channel information on each radio band, including the AP's
operation channel, radio mode and channel utilization. Four colors are used to indicate the percentage
of Rx Frames (blue), Tx Frames (green), Interference (orange), and Free bandwidth (gray).

6 b/g/n/ax mixed 2.4 GHz (88% Utilized)
N
High
40  a/n/ac/ax mixed 5 GHz-1 (20% Utilized)
oE——
Acceptable
100 a/n/ac/ax mixed 5 GHz-2 (6% Utilized)
-
Good
37 axonly 6 GHz (0% Utilized)
Good
B Rx Frames [l Tx Frames [ Interference Free
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You can hover the cursor over the channel bar for more details.

Ch.Util.(Busy/Rx/Tx)

Tx Pkts/Bytes
Rx Pkts/Bytes

Tx Error/Dropped

Rx Error/Dropped

Details

51% 1 32% [ 4%

4195/ 847 .04 KB

24247 1 6.47 MB

0.0% 7 0.0%

0.0% 7 0.0%

Displays channel utilization statistics.

Busy: Displays the sum of Tx, Rx, and also non-WiFi interference, which indicates how busy
the channel is.

Rx: Indicates how often the radio is in active receive mode.

Tx: Indicates how often the radio is in active transmit mode.

Displays the amount of data transmitted as packets and bytes.

Displays the amount of data received as packets and bytes.

Displays the percentage of transmit packets that have errors and the percentage of
packets that were dropped.

Displays the percentage of receive packets that have errors and the percentage of
packets that were dropped.

In Details, you can view the basic information, traffic information, and radio information of the device to
know the device's running status.
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m  Overview

In Overview, you can view the basic information of the device. The listed information varies due to
the device's status.

Details Clients Mesh Config

Overview &
Serial Number: MAC Address:
2244765000573 60-83-ET-20-57-A8

IP Address: IPv6 Address:

192.168.0.106 -

Model: Firmware Version:

Festa FB2(EU) v1.0 1.0.0 Build 20240329 Rel. 5
372

CPU Utilization: Memaory Utilization:

4% 54%

Uptirme:

23h13m 1s

m  LAN (Only for devices in the Connected status)

Click LAN to view the traffic information of the LAN port, including the total number of packets, the
total size of data, the total number of packets loss, and the total size of error data in the process of
receiving and transmitting data.

LAN A
Rx Packets: Rx Bytes:

4724 936.73 KB

Rx Dropped Packets: Rx Errors:

0 ]

Tx Packets: Tx Bytes:

822 647.23 KB

Tx Dropped Packets: Tx Errors:

0 ]

85



Manage, Configure, and Monitor Devices

®  Uplink (Wired) (Only for devices in the Connected status)

Click Uplink (Wired) to view the traffic information related to the uplink AP, including the duplex type,
negotiated speed, ratio of packets number and size, and dynamic downstream rate.

Uplink (Wired) ~
Uplink Device:

Festa FR365 v1.0

Duplex: Negotiated Speed:
Full Duplex 1000 Mbps

Down Pkts/Bytes: Up Pkts/Bytes:
1297 /1 248.31 KB 613/189.24 KB

Activity Speed: (i)
J69 B /s

m  Uplink (Wireless) (Only for devices in the Connected [= status)

Click Uplink (Wireless) to view the traffic information related to the uplink AP, including the signal
strength, transmission rate, ratio of packets number and size, and dynamic downstream rate.

Festa F65(US...

Details Clients Mesh Config

Overview

»

Uplink (Wireless)

Uplink Device: Signal:

Festa FS2(EU)} v1.0 -37 dBm

Tx Rate: Rx Rate:
24Mbps 866eMbps

Down Pkis/Bytes: Up Pkts/Bytes:
222 /3619 KB 982 /11258 KB

Activity Speed: G}

143B /s
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®  Radios (Only for devices in the Connected status)
transmitting data on each radio band.
Radios N
| 24GHz | 5GHz
Mode: Channel Width:
802.11b/g/n mixed Auto
Channel: Tx Power:
1 12412MHz 20
Rx Packets: Rx Bytes:
181271 55.35 MB
Rx Dropped Packets: Rx Errors:
9432 9432
Tx Packets: Tx Bytes:
12643 237 MB
Tx Dropped Packets: Tx Errors:
0 147
@ Statistics here include AP management data and
client traffic.
Clients

Click Radio to view the radio information including the frequency band, the wireless mode, the
channel width, the channel, and the transmitting power. You can also view parameters of receiving/

In Clients, you can view the information of users and guests connecting to the AP, including client
name, MAC address and the connected SSID. Users are clients connected to the AP's SSID with Guest
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Network disabled, while Guests are clients connected to that with Guest Network enabled. You can
click the client name to open its Properties window.

All {4) | Users (4) | Guests |

Q
Name Mac S5ID
Client_0 20-47-DA-2E-23-1D EAP test
Clienr_3 24.55.C4.06-EF.75 EAP tes
Client_6 D4-G2-EA-B4-21-ER EAP test
Client 8 CO-9F-05-24-0C-EF EAF tesi
Showing 1-4 of 4 records £ »

Mesh (Only for pending/connected/isolated devices supporting Mesh)

Mesh is used to establish a wireless network or expand a wired network through wireless connection
on 5 GHz radio band. In practical application, it can help users to conveniently deploy APs without
requiring Ethernet cable. After mesh network establishes, the APs can be configured and managed in
the controller in the same way as wired APs. Meanwhile, because of the ability to self-organize and self-
configure, mesh also can efficiently reduce the configuration.

Note that only certain AP models support Mesh, and the APs should be in the same site to establish a
Mesh network.

To understand how mesh can be used, the following terms used in the Controller will be introduced:

Root AP The AP is managed by the Controller with a wired data connection that can be configured
to relay data to and from mesh APs (downlink AP).

Isolated AP When the AP which has been managed by the Controller before connects to the network
wirelessly and cannot reach the gateway, it goes into the Isolated state.

Mesh AP An isolated AP will become a mesh AP after establishing a wireless connection to the AP
with network access. A pending AP, connecting wirelessly to the AP with network access,
can also become a mesh AP after being adopted by the Controller.

Uplink AP/Downlink AP Among mesh APs, the AP that offers the wireless connection for other APs is called uplink
AP. A Root AP or an intermediate AP can be the uplink AP. And the AP that connects to
the uplink AP is called downlink AP. An uplink AP can offer direct wireless connection for 4
downlink APs at most.

Wireless Uplink The action that a downlink AP connects to the uplink AP.

88



Manage, Configure, and Monitor Devices

Hops In a deployment that uses a root AP and more than one level of wireless uplink with
intermediate APs, the uplink tiers can be referred to by root, first hop, second hop and so
on. The hops should be no more than 3.

A common mesh network is shown as below. Only the root AP is connected by an Ethernet cable, while
other APs have no wired data connection. Mesh allows the isolated APs to communicate with pre-
configured root AP on the network. Once powered up, factory default or unadopted APs can detect the
AP in range and make itself available for adoption in the controller.

Internet@

Wireless Uplink

Router (DHCP Server) @ ®
§
é Wired Connection @ ) « @ )

Y

Host A (Controller Host) Switch Root AP Mesh AP
(Hops: 1)

Mesh APs

(Hops: 2)

After all the APs are adopted, a mesh network is established. The APs connected to the network
via wireless connection also can broadcast SSIDs and relay network traffic to and from the network
through the uplink AP.

To build a mesh network, follow the steps below:
1) Enable Mesh function.
2) Adoptthe Root AP.

3) Setup wireless uplink by adopting APs in Pending(Wireless) or Isolated status.

89



Manage, Configure, and Monitor Devices

1.

Go to Devices to make sure that the Root AP has been adopted by the controller. The status of the

Organization: UG_TEST

¢

Batch Actic
UPTIME DOWN upP ACTION
23h 48m 555 0 Bytes 0Bytes ® O
23h 48m 275 0 Bytes 0Bytes [ONO]
23h 58m 30s 6179 MB 31.05MB (!)

Go to Settings > Site to make sure Mesh is enabled.
Services
LEL | Enable
Channel Limit: Enable (1)
Mesh | Enable (0
Connectivity Detection AUto [Recommended)
Full-Sector DFS: | Enable (1)
LLOP Enitie (1)
Root AP is Connected.
w Q ‘E Gateway/Switches (2) | APs (10)
C]
EE] DEVICE NAME * STATUS = ¥ MODEL VERSION o
Q Festa F52(EU) v1.0 Festa F52(EU) v1.0 100
5]
» Festa FE5(US) v1.0 Festa F65(US) v1.0 101
I Festa FR365 v1.0 Festa FR365 v1.0 104
Install the AP that will uplink the Root AP wirelessly. Make sure the intended location is within the
range of Root AP. The APs that is waiting for Wireless Uplink includes two cases: factory default
APs and APs that has been managed by the controller before. Go to Devices to adopt an AP in
Pending (Wireless) status or link an isolated AP.
1)

For the factory default AP, after powering on the device, the AP will be in Pending (Wireless)

status with the icon in the controller. Click & to adopt the AP in Pending (Wireless)

status in the Devices list.

tp-link = Festa = Festa Controller TEST

98 Devicelist Device Group
w
Q| [ An(12) | Gateway/Switches (2) APS(W)‘ Overview (10) | Mesh
DEVICE NAME 1P ADDRESS STATUS * ¥
&
Q Festa F65(US) v1.0 192.168.0.108 CONNECTED
Festa F52(EU) v1.0 192.168.0.106 CONNECTED
74FE-CE-2AE5-9E PENDING|[F

Performance (10) | Cor

UPTIME +

23h 52m 295

23h52m 27s

nfig

10)

26 CLIENTS

0

0

5G CLIENTS

0

0

Organization:  UG_TEST

(3]

Batch Action v

TXRATE

RXRATE CHANNEL ACTION

0Bytes 0Bytes/s ‘G‘H‘IZ)A GLRRalE) ® O

279KB/s 6829KB/s 1(2.4 GHz), 40 (5 GHz) [ON0)
©
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After adoption begins, the status of Pending (Wireless) AP will become Adopting (Wireless) and
then Connected (Wireless). It should take roughly 2 minutes to show up Connected (Wireless)
with the icon [comEcTEn]i=] within your controller.

2) For the AP that has been managed by the Controller before and cannot reach the gateway,
it goes into Isolated status when it is discovered by controller again. Click ¢’ to connect the
Uplink AP in the Devices list.

tp-link Festa Festa Controller TEST Organization: UG_TEST (">

w
Q| [ AI(12) | Gateway/Suitches (2) [ APs (10) \ Overview (10) | Mesh (2) | Performance (10) | Config (10) Batch Action v
@
= DEVICE NAME 1P ADDRESS STATUS * ¥ UPTIME = 26 CLIENTS 5G CLIENTS TXRATE RX RATE CHANNEL ACTION
)

Q Festa F65(US) v1.0 192.168.0.108 CONNECTED 23h 52m 295 0 0 0Bytes /s 0Bytes/s ‘G‘H‘IZ)A EDEI [ON0)
Festa F52(EU) v1.0 192.168.0.106 CONNECTED 23h 52m 27s. 0 0 279KB/s 68.29KB/s 1(24 GHz), 40 (5 GHz) @ O
74-FECE-2A-E5-9E 162.168.0.7 SOLATED 2

The following page will be shown as below, click Link to connect the Uplink AP.

EA-23-51-06-22...

Details Mesh Config
Uplinks A
AP Name Channel Signal ACTION
ENIEIAL 57 dBm 3
Showing 1-1 of 1 records { 1 > Rescan

Once mesh network has been established, the AP can be managed by the controller in the same way
as a wired AP. You can click the AP's name in the Devices list, and click Mesh to view and configure the

mesh parameters of the AP in the Properties window.

In Mesh, if the selected AP is an uplink AP, this page lists all downlink APs connected to the AP.

Cketails Chents Mesh _onihg

This AF is a wired AF currently

Downlinks A
AP Name Signal
EA-23-51-06-22-52 -8 dEm

Showing 1-1 of 1 records £ 1 >
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If the selected AP is a downlink AP, this page lists all available uplink APs and their channel, signal
strength, hop, and the number of downlink APs. You can click Rescan to search the available uplink APs
and refresh the list, and click Link to connect the uplink AP and build up a mesh network.

Uplinks ~
AP Name Channel signal  Hop Downlink ACTION
o ooazEFT 3% 46dBm 0 0
R - 40dBm 0 0 Link
Showing 1-2 of 2 records '4 1 » Rescan

The icon appears before the priority uplink AP of the downlink AP. If you want to set
another AP as the priority AP, click Link in Action column.

. The icon appears before the current uplink AP of the downlink AP.

@ Tips:

. You can manually select the priority uplink AP that you want to connect in the uplink AP list. To build a mesh
network with better performance, we recommend that you select the uplink AP with the strongest signal, least
hop and least downlink AP.

. Auto Failover is enabled by default, and it allows the controller automatically select an uplink AP for the isolated
AP to establish Wireless Uplink. And the controller will automatically select a new uplink AP for the mesh APs
when the original uplink fails. For more details about Mesh global configurations, refer to the Mesh feature in

Services.
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Configure the Network with Festa
Cloud-Based Controller

This chapter guides you on how to configure the network with the Festa Cloud-Based Controller. As
the command center and management platform at the heart of the network, the Controller provides
a unified approach to configuring enterprise networks comprised of gateways, switches, and wireless
access points. The chapter includes the following sections:

°
—

Configure Wired Networks

* 2 Configure Wireless Networks

e 3 Network Security

e 4 Transmission

e 5 Configure VPN

e 6 Create Profiles

e 7 Authentication

e 8 Services
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¥ 1 Configure Wired Networks

Wired networks enable your wired devices and clients including the gateway, switches, APs and PCs to
connect to each other and to the internet.

As shown in the following figure, wired networks consist of two parts: Internet and LAN.

Wired Networks

Internet LAN

WAN Port LAN Port

Internet

Gateway

h @
bh G

Festa Cloud-Based Controll Switeh 8
esta Cloud-Based Controller BT S

For Internet, you determine the number of WAN ports on the gateway and how they connect to the
internet. You can set up an IPv4 connection and IPv6 connection to your internet service provider
(ISP) according to your needs. The parameters of the internet connection for the gateway depend on
which connection types you use. For an IPv4 connection, the following internet connection types are
available: Dynamic IP, Static IP, PPPoE, L2TP, and PPTP. For an IPv6 connection, the following internet
connection types are available: Dynamic IP (SLAAC/ DHCPv®6), Static IP, PPPoE, 6to4 Tunnel, and Pass-
Through (Bridge). And, when more than one WAN port is configured, you can configure Load Balancing
to optimize the resource utilization if needed.

For LAN, you configure the wired internal network and how your devices logically separate from or
connect to each other by means of VLANs and interfaces. Advanced LAN features include IGMP
Snooping, DHCP Server and DHCP Options, PoE, Voice Network, Port Isolation, Spanning Tree, LLDP-
MED, and Bandwidth Control.

1.1 Set Up an Internet Connection

Configuration

To set up an internet connection, follow these steps:

1) Configure the number of WAN ports on the gateway based on needs.
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2) Configure WAN Connections. You can set up the IPv4 connection, IPv6 connection, or both.

3) (Optional) Configure Load Balancing if more than one WAN port is configured.

Select WAN Mode Configure WAN Connections (Optional) Configure Load Balancing

Select a site from the drop-down list of Organization. Go to Settings > Wired Networks > Internet to
load the following page. In WAN Mode, configure the number of WAN ports deployed by the gateway
and other parameters. Then click Apply.

WAN Mode (i)

WAN Settings Overrides: .

@ « With WAN Settings Overrides disabled, the WAN settings of the newly adopted Festa
gateway in standalone mode will take effect on the controller.

» When WAN Settings Overmrides is turned on, the gateway will use the configurations
on the Controller after adoption. Please make sure the configurations are correct.
Otherwise the gateway may be unable to access the internet after adoption.

» If the number of preconfigured WAN ports does not match the number of WAN ports
enabled in the adopted Festa gateway, the gateway will automatically reboot after

adoption.
Gateway Model: Festa FR205 v1
WAN Ports: USB Modem WAN WAN/LANT
Cnline Detection Interval: Custom
Custom Time: 10 Seconds | (1-3600)

® Cnline Detection results will influence whether Load Balancing and Link Backup
features take effect. The smaller the online detection interval, the faster Load Balancing
and Link Backup features will respond, and meanwhile more detection packets will be
sent.

WAN Settings Overrides With this option disabled, the WAN settings of the newly adopted gateway in
standalone mode will take effect on the controller.

When this option is turned on, the gateway will use the configurations on the Controller
after adoption. Please make sure the configurations are correct. Otherwise the
gateway may be unable to access the internet after adoption. If the adopted device
does not support some pre-configurations, the relevant configurations will be deleted
after adoption.

Gateway Model Specify the gateway model and version. If you change the gateway, follow the web
instructions to select WAN ports and copy WAN port settings.

If the number of preconfigured WAN ports does not match the number of WAN ports
enabled in the adopted gateway, the gateway will automatically reboot after adoption.

Online Detection Interval Select how often the WAN ports detect WAN connection status. If you don't want to
enable online detection, select Disable.

Online Detection results will influence whether Load Balancing and Link Backup
features take effect. The smaller the online detection interval, the faster Load
Balancing and Link Backup features will respond, and meanwhile more detection
packets will be sent.
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Select WAN Mode Configure WAN Connections _

(@ Note:

The number of configurable WAN ports is decided by WAN Mode.

* SetUp USB Modem Connection

Select a site from the drop-down list of Organization. Go to Settings > Wired Networks > Internet. In the
WAN Ports Config section, click the editicon of USB Modem and configure the parameters.

USE Modem

Description: (Optional)

USB Modem: No USB modem Connected.

Config Type: Auto v

Location: Argentina v

Mobile 1SP: Claro v

SIM/UIM PIN: (Optional)

Connection Mode: (®) Connect Automatically

) Connect Manually

Authentication Type: Auto v

MTU Size: 1480 bytes | (i)

Use the following DNS Servers: Enable

Description Enter a description for identification.

USB Modem Display whether a USB modem is connected to the device and the name of the
connected USB modem.

Config Type Select a configuration type for the USB modem.
Auto: Use the Location and Mobile ISP information below for configuration.
Manually: Enter the Dial Number, APN, Username, and password provided by your
Mobile ISP.

Location Select your location.

Mobile ISP Select your mobile ISP.

96



Configure the Network with Festa Cloud-Based Controller

Message

SIM/UIM PIN

Connection Mode

Authentication
Mode

MTU Size

Use the following
DNS Servers

e SetUp IPv4 Connection

Display the current status of the SIM card.

(Optional) Enter the PIN of your SIM card.

The field is required when the following information appears in the Message: PIN
protection is enabled and the PIN is invalid.

Select the connection mode.

Connect Automatically: The gateway will use the USB modem to connect to the
internet automatically.

Connect Manually: You need to turn on/off the internet manually on the device page,
refer to Monitor the Gateway.

Select the Authentication mode for the USB modem. The default value is Auto, and it is
recommended to keep the default value.

Specify the MTU (Maximum Transmission Unit) of the USB WAN port. The default value
is 1480, and it is recommended to keep the default value.

MTU is the maximum data unit transmitted in the physical network.

Enable the feature if you want to specify the Primary and Secondary DNS servers
manually.

Select a site from the drop-down list of Organization. Go to Settings > Wired Networks > Internet. In
the WAN Ports Config section, click the edit icon of a WAN port and configure the Connection Type
according to the service provided by your ISP.

Connection Type Dynamic IP: If your ISP automatically assigns the IP address and the corresponding parameters,
choose Dynamic IP.

Static IP: If your ISP provides you with a fixed IP address and the corresponding parameters,
choose Static IP.

PPPoE: If your ISP provides you with a PPPoE account, choose PPPoE.

L2TP: If your ISP provides you with an L2TP account, choose L2TP.

PPTP: If your ISP provides you with a PPTP account, choose PPTP.
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®  DynamicIP

Choose Connection Type as Dynamic IP and configure the parameters.

IPv4

Connection Type:

(=] Advanced Settings

Unicast DHCP:

Primary DNS Server:
Secondary DNS Server:
Host Name:

MTU:

Internet VLAN:

WAN IP Alias

Unicast DHCP

Primary DNS Server /
Secondary DNS Server

Host Name

MTU

Internet VLAN

Internet VLAN Priority

WAN IP Alias

Dynamic IP
Enable @
(Optional)
(Optional)
(Optional)
1500 (576-1500, default:1500)
Enable

With this option enabled, the gateway will require the DHCP server to assign the
IP address by sending unicast DHCP packets. Usually you need not to enable the
option.

Enter the IP address of the DNS server provided by your ISP if there is any.

Enter a name for the gateway.

Specify the MTU (Maximum Transmission Unit) of the WAN port.

MTU is the maximum data unit transmitted in the physical network. When the
connection type is Dynamic IP, MTU can be set in the range of 576-1500 bytes.
The default value is 1500.

Add the WAN port to a VLAN and you need to specify the VLAN ID. Generally, you
don't need to manually configure it unless required by your ISP.

Priority is only available when Internet VLAN is enabled. The Internet VLAN
Priority function helps to prioritize the internet traffic based on your needs.
You can determine the priority level for the traffic by specifying the tag. The
tag ranges from 0 to 7. None means the packet will be forwarded without any
operation.

WAN IP Alias supports configuring multiple IP addresses on one WAN port, and
these IP addresses can be used to configure virtual server and other functions.
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m  StaticlP
Choose Connection Type as Static IP and configure the parameters.

IPv4

Connection Type:
IP Address:
Subnet Mask:
Default Gateway:

[=] Advanced Settings

Primary DNS Server:
Secondary DNS Server:
MTU:

Internet VLAN:

WAN IP Alias

IP Address

Subnet Mask
Default Gateway

Primary DNS Server /
Secondary DNS Server

MTU

Internet VLAN

Internet VLAN Priority

WAN IP Alias

Static IP
{Optional)
(Optional)
(Optional)
1500 (576-1500, default1500)
Enable

Enter the IP address provided by your ISP.

Enter the subnet mask provided by your ISP.
Enter the default gateway provided by your ISP.

Enter the IP address of the DNS server provided by your ISP if there is any.

Specify the MTU (Maximum Transmission Unit) of the WAN port.

MTU is the maximum data unit transmitted in the physical network. When the
connection type is Static IP, MTU can be set in the range of 576-1500 bytes. The
default value is 1500.

Add the WAN port to a VLAN and you need to specify the VLAN ID. Generally, you
don't need to manually configure it unless required by your ISP.

Priority is only available when Internet VLAN is enabled. The Internet VLAN
Priority function helps to prioritize the internet traffic based on your needs.
You can determine the priority level for the traffic by specifying the tag. The
tag ranges from 0 to 7. None means the packet will be forwarded without any
operation.

WAN IP Alias supports configuring multiple IP addresses on one WAN port, and
these IP addresses can be used to configure virtual server and other functions.

99



Configure the Network with Festa Cloud-Based Controller

PPPOE

Choose Connection Type as PPPoE and configure the parameters.

IPvd

Connection Type:
Username:

Password:

[=] Advanced Settings
Get IP Address from ISP:
Primary DNS Server:

Secondary DNS Server:

Connection Mode:

Redial Interval:
Servica Name:
MTU:
MRU:
Intemet VLAN:

Secondary Connection:

Username

Password

Get IP address from ISP

Primary DNS Server /
Secondary DNS Server

PPPoE

Enablz

(@) Connect Automatically
Connect Manually

Time-bazed

10 Seconds

1492
1492
Enable

(@) Mone
Static IP
Dynamic IP

{Optional)

{Optional)

{1-99999)

{Optional)

(576-1482

(576-1482

T
I\!II
. default: 1492)

. default: 1492)

Enter the PPPoE username provided by your ISP.

Enter the PPPoE password provided by your ISP.

With this option enabled, the gateway gets IP address from ISP when setting up

the WAN connection.

With this option disabled, you need to specify the IP Address provided by your

ISP.

Enter the IP address of the DNS server provided by your ISP if there is any.

100



Configure the Network with Festa Cloud-Based Controller

Connection Mode

Service Name

MTU

MRU

Internet VLAN

Internet VLAN Priority

Secondary Connection

Connect Automatically: The gateway activates the connection automatically
when the connection is down. You need to specify the Redial Interval, which
decides how often the gateway tries to redial after the connection is down.

Connect Manually: You can manually activate or terminate the connection.

Time-Based: During the specified period, the gateway will automatically activate
the connection. You need to specify the Time Range when the connection is up.

Keep it blank unless your ISP requires you to configure it.

Specify the MTU (Maximum Transmission Unit) of the WAN port.

MTU is the maximum data unit transmitted in the physical network. When the
connection type is PPPoE, MTU can be set in the range of 576-1492 bytes. The
default value is 1492.

Specify the MRU (Maximum Receive Unit) of the WAN port. MRU is the maximum
data unit transmitted in the Data link layer.

Add the WAN port to a VLAN and you need to specify the VLAN ID. Generally, you
don't need to manually configure it unless required by your ISP.

Priority is only available when Internet VLAN is enabled. The Internet VLAN
Priority function helps to prioritize the internet traffic based on your needs.
You can determine the priority level for the traffic by specifying the tag. The
tag ranges from 0 to 7. None means the packet will be forwarded without any
operation.

Secondary connection is required by some ISPs. Select the connection type
required by your ISP.

None: Select this if the secondary connection is not required by your ISP.
Static IP: Select this if your ISP provides you with a fixed IP address and subnet
mask for the secondary connection. You need to specify the IP Address and

Subnet Mask provided by your ISP.

Dynamic IP: Select this if your ISP automatically assigns the IP address and
subnet mask for the secondary connection.
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m L2TP

Choose Connection Type as L2TP and configure the parameters.

IPv4

Connection Type:
Usermname:
Password:

VPN Server/Domain Name:

Get IP Address from ISP:
Primary DNS Server:
Secondary DNS Server.

Connaction Mode:

Redial Interval:
MTU:
Intermsat VLAN:

Secondary Connection:

Username

Password

VPN Server / Domain Name

Get IP address from ISP

Primary DNS Server /
Secondary DNS Server

L2TP

Enable
{Optional)
{Optional)y

(@) Connect Automatically
Connect Manually

Time-based

10 Seconds | (1-99999)

1460 (576-1460, default:1460)
Enable

Static IP

@) Dynamic IP

Enter the L2TP username provided by your ISP.
Enter the L2TP password provided by your ISP.
Enter the VPN Server/Domain Name provided by your ISP.

With this option enabled, the gateway gets IP address from ISP when setting up
the WAN connection.

With this option disabled, you need to specify the IP address provided by your
ISP.

Enter the IP address of the DNS server provided by your ISP if there is any.
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Connection Mode

MTU

Internet VLAN

Internet VLAN Priority

Secondary Connection

Connect Automatically: The gateway activates the connection automatically when
the connection is down. You need to specify the Redial Interval, which decides
how often the gateway tries to redial after the connection is down.

Connect Manually: You can manually activate or terminate the connection.

Time-Based: During the specified period, the gateway will automatically activate
the connection. You need to specify the Time Range when the connection is up.

Specify the MTU (Maximum Transmission Unit) of the WAN port.

MTU is the maximum data unit transmitted in the physical network. When the
connection type is L2TP, MTU can be set in the range of 576-1460 bytes. The
default value is 1460.

Add the WAN port to a VLAN and you need to specify the VLAN ID. Generally, you
don't need to manually configure it unless required by your ISP.

Priority is only available when Internet VLAN is enabled. The Internet VLAN Priority
function helps to prioritize the internet traffic based on your needs. You can
determine the priority level for the traffic by specifying the tag. The tag ranges
from O to 7. None means the packet will be forwarded without any operation.

Select the connection type required by your ISP.

Static IP: Select this if your ISP provides you with a fixed IP address and subnet
mask for the secondary connection. You need to specify the IP Address, Subnet
Mask, Default Gateway (Optional), Primary DNS Server (Optional), and Secondary
DNS Server (Optional) provided by your ISP.

Dynamic IP: Select this if your ISP automatically assigns the IP address and subnet
mask for the secondary connection.

103



Configure the Network with Festa Cloud-Based Controller

PPTP
Choose Connection Type as

IPvd

Connection Type: PPTP
Username:
Password:

VPN Server/Domain Name:

PPTP and configure the parameters.

Get IP Address from I1SP: Enable
Primary DN Server: (Optional)
Secondary DNS Server: (Optional)
Connection Mode: (@) Connect Automatically
Connect Manually
Time-based
Redial Interval: 10 Seconds | (1-99999)
MTU: 1420 (576-1420, default:1420)
Intemet VLAN: Enable
Secondary Connection: Static IP

(@) Dynamic IP

Username

Password

VPN Server / Domain Name

Get IP address from ISP

Primary DNS Server /
Secondary DNS Server

Connection Mode

Enter the PPTP username provided by your ISP.
Enter the PPTP password provided by your ISP.
Enter the VPN Server/Domain Name provided by your ISP.

With this option enabled, the gateway gets IP address from ISP when setting up
the WAN connection.

With this option disabled, you need to specify the IP address provided by your
ISP.

Enter the IP address of the DNS server provided by your ISP if there is any.

Connect Automatically: The gateway activates the connection automatically when
the connection is down. You need to specify the Redial Interval, which decides
how often the gateway tries to redial after the connection is down.

Connect Manually: You can manually activate or terminate the connection.

Time-Based: During the specified period, the gateway will automatically activate
the connection. You need to specify the Time Range when the connection is up.
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MTU

Internet VLAN

Internet VLAN Priority

Secondary Connection

e SetUp IPv6 Connection

Specify the MTU (Maximum Transmission Unit) of the WAN port.

MTU is the maximum data unit transmitted in the physical network. When the
connection type is PPTP, MTU can be set in the range of 576-1420 bytes. The
default value is 1420.

Add the WAN port to a VLAN and you need to specify the VLAN ID. Generally, you
don't need to manually configure it unless required by your ISP.

Priority is only available when Internet VLAN is enabled. The Internet VLAN Priority
function helps to prioritize the internet traffic based on your needs. You can
determine the priority level for the traffic by specifying the tag. The tag ranges
from 0 to 7. None means the packet will be forwarded without any operation.

Select the connection type required by your ISP.

Static IP: Select this if your ISP provides you with a fixed IP address and subnet
mask for the secondary connection. You need to specify the IP Address, Subnet
Mask, Default Gateway (Optional), Primary DNS Server (Optional), and Secondary
DNS Server (Optional) provided by your ISP.

Dynamic IP: Select this if your ISP automatically assigns the IP address and subnet
mask for the secondary connection.

For IPv6 connections, check the box to enable the IPv6 connection, select the internet connection
type according to the requirements of your ISP.

Connection Type Dynamic IP (SLAAC/DHCPv6): If your ISP uses Dynamic IPv6 address assignment, either DHCPv6
or SLAAC+Stateless DHCP, select Dynamic IP (SLAAC/DHCPvV®6).

Static IP: If your ISP provides you with a fixed IPv6 address, select Static IP.

PPPoE: If your ISP uses PPPoEV6, and provides a username and password, select PPPoE.

6to4 Tunnel: If your ISP uses 6to4 deployment for assigning IPv6 address, select 6to4 Tunnel.
6to4 is an internet transition mechanism for migrating from IPv4 to IPv6, a system that allows
IPv6 packets to be transmitted over an IPv4 network. The IPv6 packet will be encapsulated in the
IPv4 packet and transmitted to the IPv6 destination through IPv4 network.

Pass-Through (Bridge): In Pass-Through (Bridge) mode, the gateway works as a transparent
bridge. The IPv6 packets received from the WAN port will be transparently forwarded to the LAN
port and vice versa. No extra parameter is required.
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m  Dynamic IP (SLAAC/DHCPvV6)
Choose Connection Type as Dynamic IP (SLAAC/DHCPvV6) and configure the parameters.

Connection Type:

Get |Pv6 Address:

Prefix Delegation:

Prefix Delegation Size:

DNS Address:

Get IPv6 Address

Prefix Delegation

Prefix Delegation Size

DNS Address

Dynamic IP (SLAAC/DHCPV6)

(®) Automatically
Via SLAAC
Via DHCPvB
Non-Address

Enable (i)

(®) Get from ISP Dynamically
Use the Following DNS Addresses

Select the proper method whereby your ISP assigns IPv6 address to your
gateway.

Automatically: With this option selected, the gateway will automatically select
SLAAC or DHCPv6 to get IPv6 addresses.

Via SLAAC: With SLAAC (Stateless Address Auto-Configuration) selected, your
ISP assigns the IPv6 address prefix to the gateway and the gateway automatically
generates its own IPv6 address. Also, your ISP assigns other parameters including
the DNS server address to the gateway.

Via DHCPv6: With DHCPvV6 selected, your ISP assigns an IPv6 address and other
parameters including the DNS server address to the gateway using DHCPV6.

Non-Address: With this option selected, the gateway will not get an IPv6 address.

Select Enable to get an address prefix by DHCPv6 server from your ISP, or
Disable to designate an address prefix for your LAN port manually. Clients in LAN
will get an IPv6 address with this prefix.

With Prefix Delegation enabled, enter the Prefix Delegation Size to determine the
length of the address prefix. If you are not sure about the value, you can ask your
ISP.

Select whether to get the DNS address dynamically from your ISP or designate
the DNS address manually.

Get from ISP Dynamically: The DNS address will be automatically assigned by the
ISP.

Use the Following DNS Addresses: Enter the DNS address provided by the ISP.
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m  StaticIP

Choose Connection Type as Static IP and configure the parameters.

Connection Type:
IPv6 Address:
Prefix Length:
Default Gateway:

Primary DNS Server:

Secondary DNS Server:

IPv6 Address

Prefix Length

Default Gateway

Primary DNS Server

Secondary DNS Server

Static IP
{Format: 2001:)
(1-128) (i)
{Format: 2001:)
(Format: 2001:)

(Optional. Format: 2001:7)

Enter the static IPv6 address information received from your ISP.
Enter the prefix length of the IPv6 address received from your ISP.
Enter the default gateway provided by your ISP.

Enter the IP address of the primary DNS server provided by your ISP.

(Optional) Enter the IP address of the secondary DNS server, which provides
redundancy in case the primary DNS server goes down.
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m  PPPOE

Choose Connection Type as PPPoE and configure the following parameters. Then click Apply.

Connection Type: PPPoE

Username:

Password:

Get IPv6 Address: (®) Automatically
Via SLAAC
Via DHCPvG
Non-Address

Specified by ISP

Prefix Delegation: Enable @
Prefix Delegation Size: (48-64) @
DNS Address: (®) Get from ISP Dynamically

Use the Following DNS Addresses

Share the same PPPoE If your ISP provides only one PPPoE account for both IPv4 and IPv6 connections,

session with IPv4 and you have already established an IPv4 connection on this WAN port, you
can check the box, then the WAN port will use the PPP session of IPv4 PPPoE
connection to get the IPv6 address. In this case, you do not need to enter the
username and password of the PPPoE account. If your ISP provides two separate
PPPoE accounts for the IPv4 and IPv6 connections, or the IPv4 connection of this
WAN port is not based on PPPoE, do not check the box and manually enter the
username and password for the IPv6 connection.

Username Enter the username of your PPPoE account provided by your ISP.

Password Enter the password of your PPPoE account provided by your ISP.
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Get IPv6 Address

Prefix Delegation

Prefix Delegation Size

DNS Address

Select the proper method whereby your ISP assigns IPv6 address to your
gateway.

Automatically: With this option selected, the gateway will automatically select the
method to get IPv6 addresses between SLAAC and DHCPv6.

Via SLAAC: With SLAAC (Stateless Address Auto-Configuration) selected, your
ISP assigns the IPv6 address prefix to the gateway and the gateway automatically
generates its own IPv6 address. Also, your ISP assigns other parameters including
the DNS server address to the gateway.

Via DHCPv6: With DHCPvV6 selected, your ISP assigns an IPv6 address and other
parameters including the DNS server address to the gateway using DHCPv6.

Non-Address: With this option selected, the gateway will not get an IPv6 address.

Specified by ISP: With this option selected, enter the IPv6 address you get from
your ISP.

Select Enable to get an address prefix by DHCPv6 server from your ISP, or Disable
to designate an address prefix for your LAN port manually. Clients in LAN will get
an IPv6 address with this prefix.

With Prefix Delegation enabled, enter the Prefix Delegation Size to determine the
length of the address prefix. If you are not sure about the value, you can ask your
ISP.

Select whether to get the DNS address dynamically from your ISP or designate
the DNS address manually.

Get from ISP Dynamically: The DNS address will be automatically assigned by the
ISP.

Use the Following DNS Addresses: Enter the DNS address provided by the ISP.
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®  6to4 Tunnel

Choose Connection Type as 6to4 Tunnel and configure the parameters.

IPvG
IPvé: Enable
Connection Type: 6tod Tunnel
DMNS Address: (@) Get from ISP Dynamically
Use the Following DNS Addresses
DNS Address Select whether to get the DNS address dynamically from your ISP or designate

the DNS address manually.

Get from ISP Dynamically: The DNS address will be automatically assigned by the
ISP.

Use the Following DNS Addresses: Enter the DNS address provided by the ISP.

m  Pass-Through (Bridge)
Choose Connection Type as Pass-Through (Bridge) and no configuration is required for this type
of connection.

Connection Type: Pass-Through(Bridge)

e SetUp MAC Address

Select a site from the drop-down list of Organization. Go to Settings > Wired Networks > Internet. In the
WAN Ports Config section, click the editicon of a WAN port and configure the MAC address according
to actual needs.

MAC Address

MAC Address: Use Default MAC Address

(®) Customize MAC Address

MAC Address:

MAC Address Use Default MAC Address: The WAN port uses the default MAC address to set up
the internet connection. It's recommended to use the default MAC address unless
required otherwise.

Customize MAC Address: The WAN port uses a customized MAC address to set up
the internet connection and you need to specify the MAC address. Typically, this is
required when your ISP bound the MAC address with your account or IP address. If you
are not sure, contact the ISP.
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Select WAN Mode

(@ Note:

Configure WAN Connections (Optional) Configure Load Balancing

Loading Balancing is only available when you configure more than one WAN port.

Select a site from the drop-down list of Organization. Go to Settings > Wired Networks > Internet to
load the following page. In Load Balancing, configure the following parameters and click Apply.

Load Balancing

Load Balancing Weight:

Application Optimized Routing: Enable (i)

Link Backup:
Primary WAN:
Backup WAN:

Backup Mode:

Made:

Load Balancing Weight

Application Optimized
Routing

Link Backup

Backup WAN / Primary WAN

Enable

Please Select. ..
Please Select...
Link Backup (5
(@) Always Link Primary )

(@ Enable backup link when any primary WAN fails
Enable backup link when all primary WANs fail

Specify the ratio of network traffic that each WAN port carries.

Alternatively, you can click Pre-Populate to test the speed of WAN ports and
automatically fill in the appropriate ratio according to test result.

With Application Optimized Routing enabled, the gateway will consider the source

IP address and destination IP address (or destination port) of the packets as a whole
and record the WAN port they pass through. Then the packets with the same source
IP address and destination IP address ( or destination port) will be forwarded to the
recorded WAN port.

This feature ensures that multi-connected applications work properly.

With Link Backup enabled, the gateway will switch all the new sessions from dropped
lines automatically to another to keep an always on-line network.

The backup WAN port backs up the traffic for the primary WAN ports under the
specified condition.
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Backup Mode Link Backup: The system will switch all the new sessions from dropped line
automatically to another to keep an always on-link network.

Always Link Primary: Traffic is always forwarded through the primary WAN port unless
it fails. The system will try to forward the traffic via the backup WAN port when it fails,
and switch back when it recovers.

Mode Select whether to enable backup link when any primary WAN fails or all primary WANs
fail.
1.2 Configure LAN Networks
Overview

The LAN function allows you to configure wired internal network. Based on 802.1Q VLAN, the Controller
provides a convenient and flexible way to separate and deploy the network. The network can be logically
segmented by departments, application, or types of users, without regard to geographic locations.

Configuration

To create a LAN, follow the guidelines:

1) Create a Network with specific purpose. For Layer 2 isolation, create a network as VLAN. To realize
inter-VLAN routing, create a network as Interface, which is configured with a VLAN interface.

2) Createaportprofile for the network. The profile defines how the packets in both ingress and egress
directions are handled.

3) Assign the port profile to the desired ports of the switch to activate the LAN.

Create a Network Create a Port Profile Assign the Port Profile to the Ports

(@ Note:

A default Network (default VLAN) named LAN is preconfigured as Interface and is associated with all LAN ports of the
Gateway and all switch ports. The VLAN ID of the default Network is 1. The default Network can be edited, but not deleted.

1. Select a site from the drop-down list of Organization. Go to Settings > Wired Networks > LAN >
Networks to load the following page.

NAME PURPOSE SUBNET PORTAL ACCESS CONTROL RULE RATE LIMIT VLAN ACTION

LAN Interface 192.168.0.1/24 1

Showing 1-1 of 1 records < 1 > 10 Ipage v GoTopage:  admi m

-+ Create New LAN
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2. Click + Create New LAN to load the following page, enter a name to identify the network, and select
the purpose for the network.

Create New LAN
Mame:
Purpose: (®) Interface
VLAN
Purpose Interface: Create the network with a Layer 3 interface, which is required for inter-VLAN

routing.

VLAN: Create the network as a Layer 2 VLAN.
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3. Configure the parameters according to the purpose for the network.

m Interface

Create New LAN

Name:
Purpose: (®) Interface
VLAN
LAN Interfaces: SFP WAN/LAN WAN/LAN3 WAN/LAN4 WAN/LANS WAN/LANG
VLAN Type: (® Single
Multiple
VLAN: (1-4090) (§)
Gateway/Subnet: . . . ! @
Domain Name: (Optional
IGMP Snooping: Enable (1)
MLD Snooping: Enable (1)
DHCP Server: Enable
DHCP Range:
DNS Server: (® Auto
Manual
Lease Time: 120 minutes | (2-2880
Default Gateway: (@ Auto
Manual
Legal DHCP Servers: Enable (1)
Legal DHCPV6 Servers: Enable (1)
DHCP L2 Relay: Enable

LAN Interface Select the physical interfaces of the Gateway that this network will be associated with.

VLAN Type Specify whether to use a single VLAN or multiple VLANs. When Multiple is selected,
you can configure multiple VLANSs for devices to access the LAN network.

VLAN Enter a VLAN ID with the values between 1 and 4090. Each VLAN can be uniquely
identified by VLAN ID, which is transmitted and received as |IEEE 802.1Q tag in an
Ethernet frame.

Gateway/Subnet Enter the IP address and subnet mask in the CIDR format. The CIDR Notation here
includes the IP address and subnet mask of the default gateway. The summary of the
information that you entered will show up below in real time.

Domain Name Enter the domain name.
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IGMP Snooping

MLD Snooping

DHCP Server

DHCP Range

DNS Server

Lease Time

Default Gateway

Legal DHCP Servers

Legal DHCPv6 Servers

DHCP L2 Relay

Click the checkbox to monitor IGMP (Internet Group Management Protocol) traffic and
thereby manage multicast traffic.

With MLD Snooping enabled, Festa Switches can use MLD snooping to constrain the
flooding of IPv6 multicast traffic by maintaining the relationship between multicast
groups and their member ports.

Click the checkbox to allow the Gateway to serve as the DHCP server for this network.
A DHCP server assigns IP addresses, DNS server, default gateway, and other
parameters to all devices in the network. Deselect the box if there is already a DHCP
server in the network.

Enter the starting and ending IP addresses of the DHCP address pool in the fields
provided. For quick operation, click the Update DHCP Range beside the Gateway/
Subnet entry to get the IP address range populated automatically, and edit the range
according to your needs.

Select a method to configure the DNS server for the network.

Auto: The DHCP server automatically assigns DNS server for devices in the network. It
uses the IP address specified in the Gateway/Subnet entry as the DNS server address.

Manual: Specify DNS servers manually. Enter the IP address of a server in each DNS
server field.

Specify how long a client can use the IP address assigned from this address pool.

Enter the IP address of the default gateway.

Auto: The DHCP server automatically assigns default gateway for devices in the
network. It uses the IP address specified in the Gateway/Subnet entry as the default
gateway address.

Manual: Specify default gateway manually. Enter the IP address of the default gateway
in the field.

Click the checkbox to specify legal DHCP servers for the network. With legal DHCP
servers configured, Festa Switches ensure that clients get IP addresses only from the
DHCP servers specified here.

Click the checkbox to specify legal DHCPv6 servers for the network. With legal
DHCPV6 servers configured, Festa Switches ensure that clients get IP addresses only
from the DHCPV6 servers whose IPv6 addresses are specified here.

Click the checkbox to enable DHCP L2 Relay for the network.
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You can configure advanced DHCP Options based on you needs. You can also click () custom to
customize DHCP Options.

[=] Advanced DHCP Options

Option 2:
Option 42
Option 44:
Option 60:
Option 66:
Option 67
Option 138:
Option 252:

( Custom

Custom 1
Code:
Type:

Value:

Option 2

Option 42

Option 44

Option 60

Option 66

Option 67

Option 138

y

Seconds | (Optional) (

=
L -

[
L

Optional IZ:

Opliona IZ:

Optiona [:

[=]
e

I’

Optional) (

=]
L

A

Optional) (

=]
b

Yy

Optional) (

=]
L -

| il |
L

Optional IZ:

Please Select .

Enter the value for DHCP Option 2. DHCP clients use this field to configure the time
offset which specifies the offset of the client's subnet in seconds from Coordinated
Universal Time (UTC).

Enter the value for DHCP Option 42. DHCP clients use this field to configure the NTP
server address.

Enter the value for DHCP Option 44. DHCP clients use this field to configure the
NetBIOS over TCP/IP name server.

Enter the value for DHCP Option 60. DHCP clients use this field to optionally identify
the vendor type and configuration of a DHCP client. Mostly it is used in the scenario
where the APs apply for different IP addresses from different servers according to the
needs.

Enter the value for DHCP Option 66. It specifies the TFTP server information and
supports a single TFTP server IP address.

Enter the value for DHCP Option 67. It tells the client a path to a file from a TFTP server
(Option 66) that will be retrieved and used to boot. That file needs to be a basic boot
loader that will do any other required work.

Enter the value for DHCP Option 138. It is used in discovering the devices by the
controller.
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Option 252

Enter the value for DHCP Option 252. It provides a DHCP client a URL to use to
configure its proxy settings. It is defined in draft-ietf-wrec-wpad-01. If it was a
statement like ‘wpad-proxy-url’, then only systems that understood it could use it (they
would have to recognize that string and know how to handle it).

You can configure IPv6 connections for the LAN clients based on you needs. First, determine the
method whereby the gateway assigns IPv6 addresses to the clients in the local network. Some
clients may support only a few of these connection types, so you should choose it according to the
compatibility of clients in the local network.

[=] configure IPve

IPvé Interface Type:

Gateway/Subnet;

DHCPF Range:
Lease Time:

DHCPvE DN3:

IPv6 Interface Type

DHCPvE

1440 minutes | (1-11520)

(® Auto

IManual

Configure the type of assigning IPv6 address to the clients in the local network.
None: IPv6 connection is not enabled for the clients in the local network.

DHCPv6: The gateway assigns an IPv6 address and other parameters including the
DNS server address to each client using DHCPv6.

SLAAC+Stateless DHCP: The gateway assigns the IPv6 address prefix to each client
and the client automatically generates its own IPv6 address. Also, the gateway assigns
other parameters including the DNS server address to each client using DHCPV6.

SLAAC+RDNSS: The gateway assigns the IPv6 address prefix to each client and the
client automatically generates its own IPv6 address. Also, the gateway assigns other
parameters including the DNS server address to each client using the RDNSS optionin
RA (Router Advertisement).

Pass-Through: Select this type if the WAN ports of the gateway use the Pass-Through
for IPv6 connections.

With DHCPvV6 selected, configure the following parameters.

Gateway/Subnet

DHCP Range

Enter the IP address and subnet mask in the CIDR format. The CIDR notation here
includes the IP address and subnet mask of the default gateway. The summary of the
information that you entered will show up below in real time.

Enter the starting and ending IP addresses of the DHCP address pool in the fields

provided. For quick operation, click the beside the Gateway/Subnet
entry to get the IP address range populated automatically, and edit the range according
to your needs.
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Lease Time

DHCPv6 DNS

This entry determines how long the assigned IPv6 address remains valid. Either keep
the default 1440 minutes or change it if required by your ISP.

Select a method to configure the DNS server for the network. With Auto selected, the
DHCP server automatically assigns DNS server for devices in the network. With Manual
selected, enter the IP address of a server in each DNS server field.

With SLAAC+Stateless DHCP selected, configure the following parameters.

Prefix

IPv6 Prefix ID

DNS Server

Configure the IPv6 address prefix for each client in the local network.
Manual Prefix: With Manual Prefix selected, enter the prefix in the Address Prefix field.

Get from Prefix Delegation: With Get from Prefix Delegation selected, select the WAN
port with Prefix Delegation configured, and the clients will get the address prefix from
the Prefix Delegation.

With Get from Prefix Delegation selected, enter the Prefix ID, which will be added to the
prefix to obtain a /64 subnet.

The range of IPv6 Prefix ID is determined by the larger value of Prefix Delegation Size
and Prefix Delegation Length (obtained from the ISP). Note that if the Prefix Delegation
Length is larger than 64, the IPv6 Prefix ID cannot be obtained from Prefix Delegation,
please select another method. In site view, go to Settings > Wired Network > Internet
to configure Prefix Delegation Size.

Select a method to configure the DNS server for the network.

Auto: With Auto selected, the DHCP server automatically assigns DNS server for
devices in the network.

Manual: With Manual selected, enter the IP address of a server in each DNS server field.

With SLAAC+RDNSS selected, configure the following parameters.

Prefix

IPv6 Prefix ID

DNS Server

Configure the IPv6 address prefix for each client in the local network.
Manual Prefix: With Manual Prefix selected, enter the prefix in the Address Prefix field.
Get from Prefix Delegation: With Get from Prefix Delegation selected, select the WAN

port with Prefix Delegation configured, and the clients will get the address prefix from
the Prefix Delegation.

With Get from Prefix Delegation selected, enter the Prefix ID, which will be added to the
prefix to obtain a /64 subnet.

Select a method to configure the DNS server for the network.

Auto: With Auto selected, the DHCP server automatically assigns DNS server for
devices in the network.

Manual: With Manual selected, enter the IP address of a server in each DNS server field.

With Pass-Through selected, configure the following parameters.
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IPv6 Passthrough WAN

Create New LAN

Name:

Furpose:

WLAN:

Application:

IGMP Snooping:

MLD Snooping:

Legal DHCP Servers:

Legal DHCPVG Servers:

DHCF L2 Relay:

Select the WAN port using Pass-Through (Bridge) for the IPv6 connection.

Interface

(® VLAN
{1-4090, for example: 2-100,200) @

(@ Gateways and Switches

Switches Only

Enable @
Enable @
Enable (D)

Enable (i)

Enable

VLAN

IGMP Snooping

MLD Snooping

Legal DHCP Servers

Enter a VLAN ID with the values between 1 and 4090. Each VLAN can be uniquely
identified by VLAN ID, which is transmitted and received as IEEE 802.1Q tag in an
Ethernet frame.

Click the checkbox to monitor IGMP (Internet Group Management Protocol) traffic and
thereby manage multicast traffic.

With MLD Snooping enabled, Festa Switches can use MLD snooping to constrain the
flooding of IPv6 multicast traffic by maintaining the relationship between multicast
groups and their member ports.

Click the checkbox to specify legal DHCP servers for the network. With legal DHCP
servers configured, Gateways and Switches ensure that clients get IP addresses only
from the DHCP servers specified here.
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Legal DHCPv6 Servers Click the checkbox to specify legal DHCPv6 servers for the network. With legal
DHCPvV6 servers configured, Festa Switches ensure that clients get IP addresses only
from the DHCPv6 servers whose IPv6 addresses are specified here.

DHCP L2 Relay Click the checkbox to enable DHCP L2 Relay for the network.

4, Click Save. The new LAN is added to the LAN list. You can click (@ in the ACTION column to edit the

LAN. You can click fil in the ACTION column to delete the LAN.

NAME PURPOSE SUBNET PORTAL ACCESS CONTROLRULE  RATELIMIT VLAN ACTION
LAN Interface 192.168.0.1/24 1
tp-link VLAN 10 #Z w
Showing 1-2of 2records ¢ 1 > 10/page  ~ | GoTopage: m
-+ Create New LAN

Create a Network Create a Port Profile _

@ Note:

. Three default port profiles are preconfigured on the controller. They can be viewed, but not edited or deleted.
All: In the All profile, all networks except the default network (LAN) are configured as Tagged Network, and the native network is
the default network (LAN). This profile is assigned to all switch ports by default.
Disable: In the Disable profile, no networks are configured as the native network, Tagged Networks and Untagged Networks.
With this profile assigned to a port, the port does not belong to any VLAN.
LAN: In the LAN profile, the native network is the default network (LAN), and no networks are configured as Tagged Networks
and Untagged Networks.

. When a network is created, the system will automatically create a profile with the same name and configure the network as the
native network for the profile. In this profile, the network itself is configured as the Untagged Networks, while no networks are
configured as Tagged Networks. The profile can be viewed and deleted, but not edited.

Go to Wired Networks > LAN > Profiles to load the following page.

NAME Easy Managed Switch Enabled PoE NATIVE NETWORK ISOLATION Bandwidth Control ACTION

Al ggtetﬁ’g';e Device's LAN o ®

Disable ggten"n;”se Denees None or ®

LAN ggtetﬁ’g';e Device's LAN off ®
showing 1-3of3records ¢ 1 > 10 /page ~  GoTopage:
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2. Click + Create New Port Profile to load the following page, and configure the following parameters.

Create New Port Profile

NAME:
PoE: (®) Keep the Device's Settings
Enable
Disable
Apply to Easy Managed Switch: Enable
[=] Networks/VLANs
Native Network: LAN (i)
Tagged Metworks: Please Select . .:D
Untagged Networks: All )
Voice Network: None G
Port Isolation: Enable (1)
Flow Control: Enable
EEE: Enable (1)
Loopback Control: (D @ of
Loopback Detection Port Based
Loopback Detection VLAN Based (i)
Spanning Tree
LLDP-MED: Enable (1)
Bandwidth Control; (D @ of

DHCP L2 Relay:

Name

PoE

Native Network

Rate Limit

Storming Control

Enable

Enter a name to identify the port profile.

Select the PoE mode for the ports.

1

Keep the Device's Settings: PoE keep enabled or disabled according to the switches
settings. By default, the switches enable PoE on all PoE ports.

Enable: Enable PoE on PoE ports.

Disable: Disable PoE on PoE ports.

Select the native network from all networks. The native network determines the Port
VLAN Identifier (PVID) for switch ports. When a port receives an untagged frame, the
switch inserts a VLAN tag to the frame based on the PVID, and forwards the frame in
the native network. Each physical switch port can have multiple networks attached, but
only one of them can be native.
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Tagged Networks

Untagged Networks

Voice Network

Port Isolation

Flow Control

EEE

Loopback Control

LLDP-MED

Select the Tagged Networks. Frames sent out of a Tagged Network are kept with
VLAN tags. Usually networks that connect the switch to network devices like gateways
and other switches, or VolP devices like IP phones should be configured as Tagged
Networks.

Select the Untagged Networks. Frames that sent out of an Untagged Network are
stripped of VLAN tags. Usually networks that connect the switch to endpoint devices
like computers should be configured as Untagged Networks. Note that the native
network is untagged.

Select the network that connects VolP devices like IP phones as the Voice Network.
Switches will prioritize the voice traffic by changing its 802.1p priority. To configure a
network as Voice Network, configure it as Tagged Network first, and then enable LLDP-
MED. Only tagged networks can be configured as Voice Network, and Voice Network
will take effect with LLDP-MED enabled.

Click the checkbox to enable Port Isolation. An isolated port cannot communicate
directly with any other isolated ports, while the isolated port can send and receive
traffic to non-isolated ports.

With this option enabled, when a device gets overloaded it will send a PAUSE frame to
notify the peer device to stop sending data for a specified period of time, thus avoiding
the packet loss caused by congestion.

Click the checkbox to enable EEE (Energy Efficient Ethernet) to allow power reduction.

Loopback refers to the routing of data streams back to their source in the network. You
can disable loopback control for the network or choose a method to prevent loopback
happening in your network.

Off: Disable loopback control on the port.

Loopback Detection Port Based: Loopback Detection Port Based helps detect loops
that occur on a specific port. When a loop is detected on a port, the port will be
blocked.

Loopback Detection VLAN Based: Loopback Detection VLAN Based helps detect
loops that occur on a specific VLAN. When a loop is detected on a VLAN, the VLAN will
be blocked.

Spanning Tree: Select STP (Spanning Tree Protocal) to prevent loops in the network.
STP helps block specific ports of the switches to build a loop-free topology and detect
topology changes and automatically generate a new loop-free topology.

If you want to enable Spanning Tree for the switch, you also need to select the

Spanning Tree protocol in the Device Config page. For details, refer to Configure and
Monitor Switches.

Click the checkbox to enable LLDP-MED (Link Layer Discovery Protocol-Media
Endpoint Discovery) for device discovery and auto-configuration of VolP devices.
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Bandwidth Control

Ingress Rate Limit

Egress Rate Limit

Broadcast Threshold

Multicast Threshold

Unknown Unicast

Threshold

Action

DHCP L2 Relay

Format

Select the type of Bandwidth Control functions to control the traffic rate and traffic
threshold on each port to ensure network performance.

Off: Disable Bandwidth Control for the port.

Rate Limit: Select Rate limit to limit the ingress/egress traffic rate on each port. With
this function, the network bandwidth can be reasonably distributed and utilized.

Storming Control: Select Storm Control to allow the switch to monitor broadcast
frames, multicast frames and UL-frames (Unknown unicast frames) in the network. If the
transmission rate of the frames exceeds the set rate, the frames will be automatically
discarded to avoid network broadcast storm.

When Rate Limit selected, click the checkbox and specify the upper rate limit for
receiving packets on the port.

When Rate Limit selected, click the checkbox and specify the upper rate limit for
sending packets on the port.

When Storm Control selected, click the checkbox and specify the upper rate limit for
receiving broadcast frames. The broadcast traffic exceeding the limit will be processed
according to the Action configurations.

When Storm Control selected, click the checkbox and specify the upper rate limit for
receiving multicast frames. The multicast traffic exceeding the limit will be processed
according to the Action configurations.

When Storm Control selected, click the checkbox and specify the upper rate limit for
receiving unknown unicast frames. The traffic exceeding the limit will be processed
according to the Action configurations..

When Storm Control selected, select the action that the switch will take when the traffic
exceeds its corresponding limit. With Drop selected, the port will drop the subsequent
frames when the traffic exceeds the limit. With Shutdown selected, the port will be
shutdown when the traffic exceeds the limit.

Click the checkbox to enable DHCP L2 Relay for the network.
Select the format of option 82 sub-option value field.

Normal: The format of sub-option value field is TLV (type-length-value).

Private: The format of sub-option value field is just value.

3. Click Save. The new port profile is added to the profile list. You can click [ in the ACTION column to
edit the port profile. You can click 1 in the ACTION column to delete the port profile.

NAME Easy Managed Switch Enabled PoE NATIVE NETWORK ISOLATION Bandwidth Control ACTION
Keep the Device's

Al Settings LAN of ©

Disable Keebihe Dewoes None of @

LAN

p-link

Settings

Keep the Device's
Settings LA of °©

Keep the Device's

Settings b o @
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Create a Network Create a Port Profile Assign the Port Profile to the Ports

(@ Note:

By default, there is a port profile named All, which is assigned to all switch ports by default. In the All profile, all networks except the

default network (LAN) are configured as Tagged Network, and the native network is the default network (LAN).

1. Go to Devices, and click the switch in the devices list to reveal the Properties window. Go to Ports,
you can either click [ in the Action column to assign the port profile to a single port, or select the
desired ports and click Edit Selected on the top to assign the port profile to multiple ports in batch.

| # Name Status  Profile ~ ACTION
1 Portf [ Al 4
2 Port2 [ ] FAE 4
3 Por3 [} Al 4
4 Portd [} Al 4
5 Ports I All 4

2. Selectthe profile from the drop-down list to assign the port profile to the desired ports of the switch.
You can enable profile overrides to customize the settings for the ports, and all the configuration
here overrides the port profile. For details, refer to Manage, Configure, and Monitor Devices.

Edit Port1

MName:

Port1

Profile:
All Manage Profiles

| Profls Qvarrides
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¥ 2 Configure Wireless Networks

Wireless networks enable your wireless clients to access the internet. Once you set up a wireless
network, your APs typically broadcast the network name (SSID) in the air, through which your wireless
clients connect to the wireless network and access the internet.

A WLAN group is a combination of wireless networks. Configure each group so that you can flexibly
apply these groups of wireless networks to different APs according to your needs.

After setting up basic wireless networks, you can further configure WLAN Schedule, 802.11 Rate
Control, MAC Filter, and other advanced settings.

2.1 Set Up Basic Wireless Networks

Configuration

To create, configure and apply wireless networks, follow these steps:
1) Create a WLAN group.
2) Create Wireless Networks

3) Apply the WLAN group to your APs

Create a WLAN Group Create Wireless Networks Apply the WLAN Group

(@ Note:

The controller provides a default WLAN group. If you simply want to configure wireless networks for the default WLAN group and apply
it to all your APs, skip this step.

1. Select a site from the drop-down list of Organization. Go to Settings > Wireless Networks to load
the following page.

WLAN Group: | Default ® @

S$SID NAME SECURITY BAND GUESTNETWORK Portal ;ﬁf:ss SONTRAL;

RATE LIMIT VLAN ACTION

(i) No wireless networks yet

I ~+ Create New Wireless Network I

2. Select + Create New Group from the drop-down list of WLAN Group to load the following page.
Enter a name to identify the WLAN group.

Add New WLAN Group x

Name:

Copy WLANSs: Caopy All SSIDs from the WLAN Group | Default
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3. (Optional) If you want to create a new WLAN group based on an existing one, check Copy All SSIDs

from the WLAN Group and select the desired WLAN group. Then you can further configure wireless
networks based on current settings.

Add New WLAN Group

Name: test

Copy WLANS:

Copy All $3IDs from the WLAN Group | Default

Default

tp-link

4, Click Save. The new WLAN Group is added to the WLAN Group list. You can select a WLAN Group

from the list to further create and configure its wireless networks. You can click [ to edit the name
of the WLAN Group. You can click TiJ to delete the WLAN Group.

WLAN Group: [ test

o B ©

Default
SSID NAME G

BAND GUEST NETWORK Portal Qﬁfs §§ CONTROL

RATE LIMIT VLAN
@ Nowirel P

<+ Create New Group
-+ Create
y

ACTION

Create a WLAN Group Create Wireless Networks Apply the WLAN Group

Select the WLAN group for which you want to configure wireless networks from the drop-down list
of WLAN Group.

WLAN Group: | Default

o @&

S$SID NAME SECURITY BAND GUESTNETWORK Portal ;ﬁf:ss EONTROL, RATE LIMIT VLAN

ACTION
(i) No wireless networks yat

I + Create New Wireless Network
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2. Click + Create New Wireless Network to load the following page. Configure the basic parameters
for the network.

Create New Wireless Network

Network Name (SSID):

Device Type: EAP Gateway
Band: 2.4 GHz 5GHz
Guest Network: Enable (1)
Security : WPA-Personal

Security Key:
Advanced Settings

[#+] WLAN Schedule

202.11 Rate Control

MAC Filter (7)

Multicast/Broadcast Management (i)

Network Name (SSID) Enter the network name (SSID) to identify the wireless network. The users of wireless
clients choose to connect to the wireless network according to the SSID, which
appears on the WLAN settings page of wireless clients.

Device Type Select the type of devices that the wireless network can apply to.

Band Enable the radio band(s) for the wireless network.

Guest Network With Guest Network enabled, all the clients connecting to the SSID are blocked from
reaching any private IP subnet.

Security Select the encryption method for the wireless network based on needs.

3. Select the security strategy for the wireless network.

®  None

With None selected, the hosts can access the wireless network without authentication, which is
applicable to lower security requirements.
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. WPA-Personal
With WPA-Personal selected, traffic is encrypted with a Security Key you set,

Security: WPRA-Personal
Security Key:
Security Key Specify a security key to encrypt the traffic.

®  WPA-Enterprise

WPA-Enterprise requires an authentication server to authenticate wireless clients, and probably an
accounting server to record the traffic statistics.

Security: WPA-Enterprise
RADIUS Profile: Please Select.
RADIUS Profile Select a RADIUS Profile, which records the settings of the authentication server and

accounting server. You can create a RADIUS Profile by clicking Create New Radius
Profile from the drop-down list of RADIUS Profile. For details, refer to Authentication.

Create a WLAN Group Create Wireless Networks Apply the WLAN Group

@ Note:

The controller provides a default WLAN group. If you simply want to configure wireless networks for the default WLAN group and apply
it to all your APs, skip this step.
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m  Apply to a Single AP
Go to Devices, select the AP. In the Properties window, go to Config > WLANSs, select the WLAN
group to apply.
T4-FE-CE-92-.

1 b/g/n/ax mixed 2.4 GHz (98% Utilized)
———— ]
High
40 a/nfacfax mixed 5 GHz (74% Utilized)
]
High
WBusy Free
Details Clients Mesh Config

General
IP Settings
Radios
WLANs A
WLAN Group:

Default

Name Band over Enable

des
2.4 GHz,
Host e o]
2.4 GHz,
Guest e ®

®  Apply to APs in batch

1. Go to Devices, select the APs tab, click Batch Action, and then select Batch Config, check the
boxes of APs which you want to apply the WLAN group to, and click Done.

8 Device List  Device Group
Name, IP, Status, Model orTag Q| [ All(15) | Gateway/Switches (2) | APs (13) ¢ Back m
= |
o 0 DEVICE NAME * STATUS = ¥ MODEL VERSION @) UPTIME DOWN up ACTION
Q Festa F52(EU) v1.0 CONNECTED Festa F52(EU) v1.0 100 1day(s) 57m 525 0Bytes 0Bytes [ON0)
Festa F65(US) v1.0 CONNECTED Festa FB5(US) v1.0 104 1day(s) 57m 53s 0Bytes 0Bytes ® O

2. Inthe Properties window, go to Config > WLANSs, select the WLAN group which you want to apply
to the AP.

»

WLANs

WLAN Group:

Default
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2.2 Advanced Settings

Select a site from the drop-down list of Organization. Go to Settings > Wireless Networks, click (4 in the
ACTION column of the wireless network which you want to configure, and click + Advanced Settings to
load the following page. Configure the parameters and click Apply.

[=] Advanced Settings

SSID Broadcast: Enable
WVLAN: Enable
WPA Mode WPAZ-PSK/WPA3-SAE [ AES
PMF: (D) Mandatory
(@) Capable
Group Key Update Period Enable GIK rekeying every (30-86400)
802 11r: Enable (i)
Client Rate Limit Profile: Default @
SSID Rate Limit Profile : Default @
SSID Broadcast With SSID Broadcast enabled, APs broadcast the SSID (network name) in the air so that

wireless clients can connect to the wireless network, which is identified by the SSID.
With SSID Broadcast disabled, users of wireless clients must enter the SSID manually to
connect to the wireless network.

VLAN To set a wireless VLAN for the wireless network, enable this option and set a VLAN ID
from 1 to 4094.

With this option enabled, traffic in different wireless networks is marked with different
VLAN tags according to the configured VLAN IDs. Then the APs work together with the
switches which also support 802.1Q VLAN, to distribute the traffic to different VLANs
according to the VLAN tags. As a result, wireless clients in different VLANs cannot
directly communicate with each other.

WPA Mode If you select WPA-Personal or WPA-Enterprise as the security strategy, you can select
the WPA Mode including the version of WPA (WPA-PSK, WPA2-PSK, WPA/WPA2-PSK
and WPA-PSK/WPA3-SAE for WPA-Personal, and WPA-Enterprise, WPA2-Enterprise,
WPA/WPA2-Enterprise and WPA3-Enterprise for WAP-Enterprise) and the encryption

type.
WPA encryption type:
Auto: EAPs automatically determine the encryption type during authentication.

AES: AES stands for Advanced Encryption Standard.
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PMF

Group Key Update Period

802.11r

Client Rate Limit Profile

SSID Rate Limit Profile

Protected Management Frames (PMF) provide protection for unicast and multicast
management action frames.

Mandatory: Only PMF-capable clients can connect to the network.

Capable: Both types of clients, capable of PMF or not, can connect to the network.
Clients capable of PMF will negotiate it with the AP.

Disable: Disables PMF for a network. It is not recommended to use this setting, only in
case non-PMF-capable clients experience connection issues with the “Capable” option.

If you select WPA-Personal or WPA-Enterprise as the security strategy, you can specify
whether and how often the security key changes. If you want the security key to change
periodically, enable GIK rekeying and specify the time period.

Enable this feature to allow faster roaming when both the AP and client have 802.11r
capabilities. Currently 802.11r does not support WPA3 encryption.

Specify the profile to limit the download and upload rates of each client to balance
bandwidth usage.

You can use the default profile or custom a profile.

Specify the profile to limit the download and upload rates of each wireless band.
Bandwidth is shared among all clients connected to the same wireless band of the same
AP.

You can use the default profile or custom a profile.

(D Note: This feature requires new firmware updates for APs, and the rate limit settings will only
take effect on those APs running firmware that supports the feature.

2.3 WLAN Schedule

Overview

WLAN Schedule can turn on or off your wireless network in the specific time period as you desire.
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Configuration

Select a site from the drop-down list of Organization. Go to Settings > Wireless Networks, click (7 in the
ACTION column of the wireless network which you want to configure, and click + WLAN Schedule to
load the following page. Enable WLAN schedule and configure the parameters. Then click Apply.

[=] WLAN Schedule

WLAN Schedule: Enable

Action: (® Radioon (1)

Radio off (i)

Time Range: Please select a Time Range entry Manage Time Range Entries

Action Radio On: Turn on your wireless network within the time range you set, and turn it off
beyond the time range.

Radio Off: Turn off your wireless network within the time range you set, and turn it on
beyond the time range.

Time Range Select the Time Range for the action to take effect. You can create a Time Range entry
by clicking + Create New Time Range Entry from the drop-down list of Time Range. For
details, refer to Create Profiles.

2.4 802.11 Rate Control

Overview

(M Note:

802.11 Rate Control is only available for certain devices.

802.11 Rate Control can improve performance for higher-density networks by disabling lower bit
rates and only allowing the higher. However, 802.11 Rate Control might make some legacy devices
incompatible with your networks, and limit the range of your wireless networks.

Configuration

Select a site from the drop-down list of Organization. Go to Settings > Wireless Networks, click 4 in the
ACTION column of the wireless network which you want to configure, and click + 802.11 Rate Control
to load the following page. Select one or multiple bands to enable minimum data rate control according
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to your needs, move the slider to determine what bit rates your wireless network allows, and configure
the parameters. Then click Apply.

[=] 802.11 Rate Control (i)

O]

2.4 GHz Data Rate Control: Enable Minimum Data Rate Control (D
6 Mbps 54 Mbps
o—

Lower Density Higher Density

) Limited range and no connectivity for 802.11b devices.
Disable CCK Rates (1/2/5.5/11 Mbps)

Require Clients to Use Rates at or Above the Specified Value

Send Beacons at 1 Mbps

5 GHz Data Rate Contral: Enable Minimum Data Rate Control (D
6 Mbps 54 Mbps
O
Lower Density Higher Density

@ Full device compatibility and range.

Require Clients to Use Rates at or Above the Specified Value

Send Beacons at 6 Mbps

Disable CCK Rates (1/2/5.5/11 Mbps) Select whether to disable CCK (Complementary Code Keying), the modulation
scheme which works with 802.11b devices. Disable CCK Rates (1/2/5.5/11
Mbps) is only available for 2.4 GHz band.

Require Clients to Use Rates at or Select whether or not to require clients to use rates at or above the value
Above the Specified Value specified on the minimum data rate controller slider.
Send Beacons at 1 Mbps/6 Mbps Select whether or not to send Beacons at the minimum rate of 1Mbps for 2.4

GHz band or 6Mbps for 5 GHz band.

2.5 MAC Filter

Overview

MAC Filter allows or blocks connections from wireless clients of specific MAC addresses.
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Configuration

Select a site from the drop-down list of Organization. Go to Settings > Wireless Networks, click (4 in the
ACTION column of the wireless network which you want to configure, and click + MAC Filter to load the
following page. Enable MAC Filter and configure the parameters Then click Apply.

[=] MAC Filter
MAC Filter: Enable
Policy- Allow List (D)
(® Deny List (i)
MAC Addresses List: Please select a MAC Group. ianage MAC Groups

Policy Allow List: Allow the connection of the clients whose MAC addresses are in the specified MAC
Address List, while blocking others.

Deny List: Block the connection of the clients whose MAC address are in the specified MAC
Addresses List, while allowing others.

MAC Address List Select the MAC Group which you want to allow or block according to the policy. You can create
new MAC group by clicking + Create New MAC Group from the drop-down list of MAC Address
List. For details, refer to Create Profiles.

2.6 Multicast/Broadcast Management

Overview

Multicast/Broadcast Management allows packet conversion and multicast filtering.
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Configuration

Select a site from the drop-down list of Organization. Go to Settings > Wireless Networks, click (4 in the
ACTION column of the wireless network which you want to configure, and click + Multicast/Broadcast
Management to load the following page. Configure the parameters .Then click Apply.

[-] Multicast/Broadcast Management ()

Multicast-to-Unicast
Conversion ks
Converse multicast to unicast when the channel utilization is below | 100 %

ARP-to-Unicast Conversion : Enable

IPvE-Multicast-to-Unicast

Conversion Esable

Multicast Filtering : Enable @

Multicast- . . . .

to-Unicast When enabled, the controller will convert multicast packets into unicast packets when the

: channel utilization is below the specified threshold.
Conversion

ARP-to-Unicast . . .
When enabled, the controller will convert ARP packets into unicast packets.

Conversion

IPv6-Multicast- Enable this option if you have high requirements for IPv6 multicast streaming transmission, such

to-Unicast as high-definition video on demand. When enabled, the AP maintains IPv6 multicast-to-unicast

Conversion entries by listening to MLD report packets and MLD leave packets reported by clients. When the
AP sends an IPv6 multicast packet to a client, it converts the packet into an IPv6 unicast packet
according to the multicast-to-unicast entry, thereby improving the IPv6 transmission efficiency
for better wireless experience.

Multicast Filtering When enabled, the controller will filter the multicast packets of the specified protocols. Improper

settings may cause network issues.
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¥ 3 Network Security

Network Security is a portfolio of features designed to improve the usability and ensure the safety
of your network and data. It implements policies and controls on multiple layers of defenses in the
network.

3.1 ACL

Overview

ACL (Access Control List) allows a network administrator to create rules to restrict access to network
resources. ACL rules filter traffic based on specified criteria such as source IP addresses, destination
IP addresses, and port numbers, and determine whether to forward the matched packets. These rules
can be applied to specific clients or groups whose traffic passes through the gateway, switches and
APs.

The system filters traffic against the rules in the list sequentially. The first match determines whether
the packetis accepted or dropped, and other rules are not checked after the first match. Therefore, the
order of the rules is critical. By default, the rules are prioritized by their created time. The rule created
earlier is checked for a match with higher priority. To reorder the rules, select a rule and drag it to a new
position. If no rules match, the device forwards the packet because of an implicit Permit All clause.

The system provides three types of ACL:

m  Gateway ACL

After Gateway ACLs are configured on the controller, they can be applied to the gateway to control
traffic which is sourced from LAN ports and forwarded to the WAN ports.

You can set the Network, IP address, port number of a packet as packet-filtering criteria in the rule.

m  Switch ACL

After Switch ACLs are configured on the controller, they can be applied to the switch to control
inbound and outbound traffic through switch ports.

You can set the Network, IP address, port number and MAC address of a packet as packet-filtering
criteria in the rule.

m EAPACL

After AP ACLs are configured on the controller, they can be applied to the APs to control traffic in
wireless networks.

You can set the Network, IP address, port number and SSID of a packet as packet-filtering criteria
in the rule.

Configuration

To complete the ACL configuration, follow these steps:

1) Create an ACL with the specified type.
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2) Define packet-filtering criteria of the rule, including protocols, source, and destination, and
determine whether to forward the matched packets.
m  Configuring Gateway ACL

1. Select a site from the drop-down list of Organization. Go to Settings > Network Security > ACL. On
Gateway ACL tab, click [ + Create NewRule | to |oad the following page.

Create New Rule

Name :

Status: Enable

@ Only Festa gateways with certain firmware versions can set the status of an ACL rule as disabled.
Please ensure that your gateway supports the feature before adoption. The status configuration will
be lost if the adopted gateway is not compatible.

Direction :
Policy: (@) Deny
Permit
Protocols :
Time Range: Enable
Rule: (i)
Source Destination
Type: Type:
Network IP Group
Deny IPGroup_Any
LAN
0/1 ltems 011 ltems + Create
States Type: (®) Auto (Match State New / Established / Related)
Manual

oo IR

2. Define packet-filtering criteria of the rule, including protocols, source, and destination, and
determine whether to forward the matched packets. Refer to the following table to configure the
required parameters and click Apply.

Name Enter a name to identify the ACL.

Status Click the checkbox to enable the ACL.
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Direction

Policy

Protocols

Time Range

Select the direction of ACL application traffic.
LAN->LAN: Control packet forwarding between LAN side devices.

LAN->WAN: Control packet forwarding in the LAN-WAN direction.

Select the action to be taken when a packet matches the rule.
Permit: Forward the matched packet.

Deny: Discard the matched packet.

Select one or more protocol types to which the rule applies from the drop-down

list. The default is All, indicating that packets of all protocols will be matched. When
you select one of TCP and UDP or both of them, you can set the IP address and port
number of a packet as packet-filtering criteria in the rule.

Select the checkbox to enable time-based ACL. You can create a time range or select
an existing time range for the ACL rule to take effect.

From the Source drop-down list, choose one of these options to specify the source of the packets
to which this ACL applies:

Network

IP Group

IP-Port Group

Select the network you have created. If no networks have been created, you can select
the default network (LAN), or go to Settings > Wired Networks > LAN to create one.
The gateway will examine whether the packets are sourced from the selected network.

Select the IP Group you have created. If no IP Groups have been created, click +Create
on this page or go to Settings > Profiles > Groups to create one. The gateway will
examine whether the source IP address of the packet s in the IP Group.

Select the IP-Port Group you have created. If no IP-Port Groups have been created,
click +Create on this page or go to Settings > Profiles > Groups to create one. The
gateway will examine whether the source IP address and port number of the packet
are in the IP-Port Group.

From the Destination drop-down list, choose one of these options to specify the destination of the
packets to which this ACL applies:

IP Group

IP-Port Group

Gateway Management
Page

Select the IP Group you have created. If no IP Groups have been created, click +Create
on this page or go to Settings > Profiles > Groups to create one. The gateway will
examine whether the destination IP address of the packet is in the IP Group.

Select the IP-Port Group you have created. If no IP-Port Groups have been created,
click +Create on this page or go to Settings > Profiles > Groups to create one. The
gateway will examine whether the destination IP address and port number of the
packet are in the IP-Port Group.

This option will allow/block LAN network devices to access the gateway management
page.
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Set the States Type according to your needs:

States Type Determine the type of stateful ACL rule. It is recommended to use the default Auto
type.

Auto (Match Sate New/Established/Related): Match the new, established, and related
connection states.

Manual: If selected, you can manually specify the connection states to match.

Match State New: Match the connections of the initial state. For example, a SYN
packet arrives in a TCP connection, or the gateway only receives traffic in one
direction.

Match State Established: Match the connections that have been established. In other
words, the firewall has seen the bidirectional communication of this connection.

Match State Related: Match the associated sub-connections of a main connection,
such as a connection to a FTP data channel.

Match State Invalid: Match the invalid sub-connections of a main connection.
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m  Configuring Switch ACL

1. Select a site from the drop-down list of Organization. Go to Settings > Network Security > ACL.
Under the Switch ACL tab, click [ + Create New Rule ] to load the following page.

Create New Rule

Fame:
Status: Enable
Puolicy - @ Deny

Permit
Protocols:
Time Range: Enable (i)
Ethertype: Enable
Bi-Directional : Enable
Rule: ,‘3

Source Destinaticn
Type: Type:
MNetwork Metwork
Deny
LAN LAN
k4
1 lkems 1 lkems
(=]
Binding Type: i® Poris
VLAN
Poris : ® Al Ports
Custom Poris
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2. Define packet-filtering criteria of the rule, including protocols, source, and destination, and
determine whether to forward the matched packets. Refer to the following table to configure the

required parameters.

Name

Status

Policy

Protocols

Time Range

Ethertype

Bi-Directional

Enter a name to identify the ACL.
Click the checkbox to enable the ACL.

Select the action to be taken when a packet matches the rule.
Permit: Forward the matched packet.

Deny: Discard the matched packet.

Select one or more protocol types to which the rule applies from the drop-down

list. The default is All, indicating that packets of all protocols will be matched. When
you select one of TCP and UDP or both of them, you can set the IP address and port
number of a packet as packet-filtering criteria in the rule.

Select the checkbox to enable time-based ACL. You can create a time range or select
an existing time range for the ACL rule to take effect.

Click the checkbox if you want the switch to check the ethertype of the packets, and
configure the Ethertype based on needs.

Click the checkbox to enable the switch to create another symmetric ACL with the
name "xxx_reverse”, where "xxx" is the name of the current ACL. The two ACLs target
at packets with the opposite direction of each other.

From the Source drop-down list, choose one of these options to specify the source of the packets
to which this ACL applies:

Network

IP Group

IP-Port Group

MAC Group

IPv6 Group

Select the network you have created. If no networks have been created, you can select
the default network (LAN), or go to Settings > Wired Networks > LAN to create one.
The switch will examine whether the packets are sourced from the selected network.

Select the IP Group you have created. If no IP Groups have been created, click +Create
on this page or go to Settings > Profiles > Groups to create one. The switch will
examine whether the source IP address of the packetis in the IP Group.

Select the IP-Port Group you have created. If no IP-Port Groups have been created,
click +Create on this page or go to Settings > Profiles > Groups to create one. The
switch will examine whether the source IP address and port number of the packet are
in the IP-Port Group.

Select the MAC Group you have created. If no MAC Groups have been created, click
+Create on this page or go to Settings > Profiles > Groups to create one. The switch
will examine whether the source MAC address of the packet is in the MAC Group.

Select the IPv6 Group you have created. If no IPv6 Groups have been created, click
+Create on this page or go to Settings > Profiles > Groups to create one. The switch
will examine whether the source IP address of the packet is in the IPv6 Group.
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IPv6-Port Group

Select the IPv6-Port Group you have created. If no IPv6-Port Groups have been
created, click +Create on this page or go to Settings > Profiles > Groups to create one.
The switch will examine whether the source IP address and port number of the packet
are in the IPv6-Port Group.

From the Destination drop-down list, choose one of these options to specify the destination of the
packets to which this ACL applies:

Network

IP Group

IP-Port Group

MAC Group

IPv6 Group

IPv6-Port Group

Select the network you have created. If no networks have been created, you can select
the default network (LAN), or go to Settings > Wired Networks > LAN to create one.
The switch will examine whether the packets are forwarded to the selected network.

Select the IP Group you have created. If no IP Groups have been created, click +Create
on this page or go to Settings > Profiles > Groups to create one. The switch will
examine whether the destination IP address of the packet is in the IP Group.

Select the IP-Port Group you have created. If no IP-Port Groups have been created,
click +Create on this page or go to Settings > Profiles > Groups to create one. The
switch will examine whether the destination IP address and port number of the packet
are in the IP-Port Group.

Select the MAC Group you have created. If no MAC Groups have been created, click
+Create on this page or go to Settings > Profiles > Groups to create one. The switch
will examine whether the destination MAC address of the packet is in the MAC Group.

Select the IPv6 Group you have created. If no IPv6 Groups have been created, click
+Create on this page or go to Settings > Profiles > Groups to create one. The switch
will examine whether the destination IP address of the packet is in the IPv6 Group.

Select the IPv6-Port Group you have created. If no IPv6-Port Groups have been
created, click +Create on this page or go to Settings > Profiles > Groups to create one.
The switch will examine whether the destination IP address and port number of the
packet are in the IPv6-Port Group.

3. Bind the switch ACL to a switch port or a VLAN and click Apply. Note that a switch ACL takes effect
only after it is bound to a port or VLAN.

Binding Type

Specify whether to bind the ACL to ports or a VLAN.

Ports: Select All Ports or Custom Ports as the interfaces to be bound with the ACL. With All
ports selected, the rule is applied to all ports of the switch. With Custom ports selected, the rule
is applied to the selected ports of the switch. Click the ports from the Device List to select the
binding ports.

All Ports
@ Custom Ports

FIRMWARE
DEVICE NAME PORTSILAGS STATUS MODEL VERSION
12 3 45 6 7 8 1.0.0 Build

Festa FS308GP v1.0 Port CONNECTED Festa FS308GP 20240131

Rel 58452

Showing -1 of 1 records < 1 > Go To page:

VLAN: Select a VLAN and specify the switches as the interface to be bound with the ACL. If no
VLANSs have been created, you can select the default VLAN 1 (LAN), or go to Settings > Wired
Networks > LAN to create one.
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1.

2.

Configuring EAP ACL

Select a site from the drop-down list of Organization. Go to Settings > Network Security > ACL.
Under the EAP ACL tab, click [ =+ Create New Rule ] to load the following page.

Create Mew Rule

Mame:

Status:

Folicy:

Protocols:

Rule:

Source

Type:
IF Group

IPGroup_Any

01 Items

Enable
() Deny
Permit
All
Destination
Type:
IP Group
Deny IPGroup_Any
+ Create 01 Items + Create

==

Define packet-filtering criteria of the rule, including protocols, source, and destination, and
determine whether to forward the matched packets. Refer to the following table to configure the
required parameters and click Apply.

Name

Status

Policy

Enter a name to identify the ACL.

Click the checkbox to enable the ACL.

Select the action to be taken when a packet matches the rule.
Permit: Forward the matched packet.

Deny: Discard the matched packet.
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Protocols

Select one or more protocol types to which the rule applies from the drop-down

list. The default is All, indicating that packets of all protocols will be matched. When
you select one of TCP and UDP or both of them, you can set the IP address and port
number of a packet as packet-filtering criteria in the rule.

From the Source drop-down list, choose one of these options to specify the source of the packets
to which this ACL applies:

Network

IP Group

IP-Port Group

SSID

IPv6 Group

IPv6-Port Group

Select the network you have created. If no networks have been created, you can select
the default network (LAN), or go to Settings > Wired Networks > LAN to create one.
The AP will examine whether the packets are sourced from the selected network.

Select the IP Group you have created. If no IP Groups have been created, click +Create
on this page or go to Settings > Profiles > Groups to create one. The AP will examine
whether the source IP address of the packet is in the IP Group.

Select the IP-Port Group you have created. If no IP-Port Groups have been created,
click +Create on this page or go to Settings > Profiles > Groups to create one. The AP
will examine whether the source IP address and port number of the packet are in the
IP-Port Group.

Select the SSID you have created. If no SSIDs have been created, go to Settings >
Wireless Networks to create one. The AP will examine whether the SSID of the packet
is the SSID selected here.

Select the IPv6 Group you have created. If no IPv6 Groups have been created, click
+Create on this page or go to Settings > Profiles > Groups to create one. The AP will
examine whether the source IP address of the packet is in the IPv6 Group.

Select the IPv6-Port Group you have created. If no IPv6-Port Groups have been
created, click +Create on this page or go to Settings > Profiles > Groups to create one.
The AP will examine whether the source IP address and port number of the packet are
in the IPv6-Port Group.

From the Destination drop-down list, choose one of these options to specify the destination of the
packets to which this ACL applies:

Network

IP Group

IP-Port Group

IPv6 Group

Select the network you have created. If no networks have been created, you can select
the default network (LAN), or go to Settings > Wired Networks > LAN to create one.
The AP will examine whether the packets are forwarded to the selected network.

Select the IP Group you have created. If no IP Groups have been created, click +Create
on this page or go to Settings > Profiles > Groups to create one. The AP will examine
whether the destination IP address of the packet is in the IP Group.

Select the IP-Port Group you have created. If no IP-Port Groups have been created,
click +Create on this page or go to Settings > Profiles > Groups to create one. The AP
will examine whether the destination IP address and port number of the packet are in
the IP-Port Group.

Select the IPv6 Group you have created. If no IPv6 Groups have been created, click
+Create on this page or go to Settings > Profiles > Groups to create one. The AP will
examine whether the destination IP address of the packet is in the IPv6 Group.
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IPv6-Port Group Select the IPv6-Port Group you have created. If no IPv6-Port Groups have been
created, click +Create on this page or go to Settings > Profiles > Groups to create one.
The AP will examine whether the destination IP address and port number of the packet
are in the IPv6-Port Group.

3.2 URL Filtering

Overview

URL Filtering allows a network administrator to create rules to block or allow certain websites, which
protects it from web-based threats, and deny access to malicious websites.

In URL filtering, the system compares the URLs in HTTP, HTTPS and DNS requests against the lists of
URLs that are defined in URL Filtering rules, and intercepts the requests that are directed at a blocked
URLs. These rules can be applied to specific clients or groups whose traffic passes through the gateway
and APs.

The system filters traffic against the rules in the list sequentially. The first match determines whether
the packet is accepted or dropped, and other rules are not checked after the first match. Therefore, the
order of the rules is critical. By default, the rules are prioritized based on the sequence they are created.
The rule created earlier is checked for a match with a higher priority. To reorder the rules, select a rule
and drag it to a new position. If no rules match, the device forwards the packet because of an implicit
Permit All clause.

Note that URL Filtering rules take effects with a higher priority over ACL rules. That is, the system will
process the URL Filtering rule first when the URL Filtering rule and ACL rules are configured at the same
time.

Configuration

To complete the URL Filtering configuration, follow these steps:
1) Create a new URL Filtering rule with the specified type.

2) Define filtering criteria of the rule, including source, and URLs, and determine whether to forward
the matched packets.
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1.

2.

Configuring Gateway Rules

Select a site from the drop-down list of Organization. Go to Settings > Network Security > URL
Filtering. Under the Gateway Rules tab, click to load the following page.

Create New Rule
MName:
Status:

Policy:

Source Type:

MNetwork -

Mode:

1
2

Enable

(@ Deny

Permit

Network

URL Path

Use the Enter key to divide different filtering contents.
"." means that this rule will be applied to any website. For example, if you want to allow website A and deny

other websites, you can add an Allow rule for website A and add a Deny rule for ".". Note that the ™. rule
should have the largest ID number, which means the lowest priority.

Define filtering criteria of the rule, including source and URLs, and determine whether to forward
the matched packets. Refer to the following table to configure the required parameters and click

Apply.
Name
Status

Policy

Enter a name to identify the URL Filtering rule.

Click the checkbox to enable the URL Filtering rule.

Select the action to be taken when a packet matches the rule.
Deny: Discard the matched packet and the clients cannot access the URLs.

Permit: Forward the matched packet and clients can access the URLs.
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Source Type

Mode

Select the source of the packets to which this rule applies.

Network: With Network selected, select the network you have created from the
Network drop-down list. If no networks have been created, you can select the default
network (LAN), or go to Settings > Wired Networks > LAN to create one. The gateway
will filter the packets sourced from the selected network.

IP Group: With IP Group selected, select the IP Group you have created from the IP
Group drop-down list. If no IP Groups have been created, click +Create New IP Group

on this page or go to Settings > Profiles > Groups to create one. The gateway will
examine whether the source IP address of the packet is in the IP Group.

Choose a mode for the filtering content to match the URL.

URL Path: If a URL is the same as any of the entire URL rules specified in the filtering
content, the filtering rule will be applied to this URL.

Enter the URL address using up to 128 characters.
URL address should be given in a valid format. The URL which contains a wildcard(*) is
supported. One URL with a wildcard(*) can match mutiple subdomains. For example,

with *.tp-link.com specified, community.tp-link.com will be matched.

Keywords: If a URL contains any of the keywords specified in the filtering content, the
filtering rule will be applied to this URL.
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m  Configuring EAP Rules

1. Select a site from the drop-down list of Organization. Go to Settings > Network Security > URL
Filtering. On EAP Rules tab, click to load the following page.

Create New Rule

Name:

Status:

Policy

Source Type:

381D:

URL Path-

Enable

@ Deny

Permit
SsiD

Please Select...

1. Use the Enter key to divide different filtering contents.
2. The domain name which contains a wildcard (*) is supported, like *.google.com. One domain name with a
wildcard (") can match multiple subdomains

2. Define filtering criteria of the rule, including source and URLs, and determine whether to forward
the matched packets. Refer to the following table to configure the required parameters and click

Apply.
Name
Status

Policy

Source Type

URL Path

Enter a name to identify the URL Filtering rule.
Click the checkbox to enable the URL Filtering rule.

Select the action to be taken when a packet matches the rule.
Deny: Discard the matched packet and the clients cannot access the URLs.

Permit: Forward the matched packet and clients can access the URLs.
Select the SSID of the packets to which this rule applies.

Enter the URL address using up to 128 characters.
URL address should be given in a valid format. The URL which contains a wildcard(*) is

supported. One URL with a wildcard(*) can match mutiple subdomains. For example,
with *.tp-link.com specified, community.tp-link.com will be matched.

148



Configure the Network with Festa Cloud-Based Controller

¥ 4 Transmission

Transmission helps you control network traffic in multiple ways. You can add policies and rules to control
transmission routes and limit the session and bandwidth.

4.1 Routing

Overview

m Static Route

Network traffic is oriented to a specific destination, and Static Route designates the next hop or
interface where to forward the traffic.

®  Policy Routing

Policy Routing designates which WAN port the gateway uses to forward the traffic based on the
source, the destination, and the protocol of the traffic.

Configuration

m Static Route

1. Go to Setting > Transmission > Routing > Static Route. Click + Create New Route to load the
following page and configure the parameters.

Create New Route ()

Mame:
Status: Enable
Destination IP/Subnet: . : : ! (P Add Subnet
Route Type: (@ NextHop
Interface
Mext Hop: . . ; (i)
Metric: 0 0-15)
| Cancel
Name Enter the name to identify the Static Route entry.
Status Enable or disable the Static Route entry.
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Destination IP/Subnet Destination IP/Subnet identifies the network traffic which the Static Route
entry controls. Specify the destination of the network traffic in the format of
192.168.0.1/24. You can click + Add Subnet to specify multiple Destination IP/

Subnets and click @' to delete them.

Route Type Next Hop: With Next Hop selected, your devices forward the corresponding
network traffic to a specific IP address. You need to specify the IP address as
Next Hop.

Interface: With Interface selected, your devices forward the corresponding
network traffic through a specific interface. You need to specify the Interface
according to your needs.

Metric Define the priority of the Static Route entry. A smaller value means a higher
priority. If multiple entries match the Destination IP/Subnet of the traffic, the entry
of higher priority takes precedence. In general, you can simply keep the default
value.

Click Create. The new Static Route entry is added to the table. You can click @ to edit the entry.
You can click T to delete the entry.

StaticRoute  Policy Routing ]

NAME ENABLED DESTINATION IP TYPE INTERFACE NEXT HOP METRIC ACTION

1plink o 192.168.2.3/24 Next Hop 192.168.3.1 0 @ m

Showing 1-1 of 1records < 1 > 10/ page Go To page:

+ Create New Route
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®  Policy Routing

1. Goto Setting > Transmission > Routing > Policy Routing. Click + Create New Routing to load the
following page and configure the parameters.

Create New Rule
Mame:

Status: Enable

Protocols:

WAN :

Use the other WAN port if the —
current one is duwn? Enable (&)

Routing Legend

Source Destination
Type: Type:
MNetwork IP Group
IPG An
@ roup_Any
[] LAN
01 ltems 011 ltems 4 Create
Name Enter the name to identify the Policy Routing entry.
Status Enable or disable the Policy Routing entry.
Protocols Select the protocols of the traffic which the Policy Routing entry controls. The

Policy Routing entry takes effect only when the traffic matches the criteria of the
entry including the protocols.

WAN Select the WAN port to forward the traffic through. If you want to forward the
traffic through the other WAN port when the current WAN is down, enable Use the
other WAN port if the current one is down.
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Routing Legend The Policy Routing entry takes effect only when the traffic using specified
protocols matches the source and destination which are specified in the Routing
Legend.
Select the type of the traffic source and destination.

Network: Select the LAN Interfaces for the traffic source or destination.

IP Group: Select the IP Group for the traffic source or destination. You can click +
Create to create a new IP Group.

IP-Port Group: Select the IP-Port Group for the traffic source or destination. You
can click + Create to create a new IP-Port Group.

2. Click Create. The new Policy Routing entry is added to the table. You can click [ to edit the
entry. You can click Tif to delete the entry.

Static Route  Policy Routing @
NAME ENABLED PROTOCOL SOURCE DESTINATION WAN ACTION
Rule 1 ° Al &[] ERPUEIIAL [Ci}
4.2 Bandwidth Control
Overview

Bandwidth Control optimizes network performance by limiting the bandwidth of specific sources.

Configuration

1. Goto Setting > Transmission > Bandwidth Control. In Bandwidth Control, enable Bandwidth Control
globally and configure the parameters. Then click Apply.

Bandwidth Control (i)

Bandwidth Cantrol: .
Threshaold Control- . Enable Bandwidth Control when bandwidth usage reaches = 80 %

SFP WAN/LAN1

Upstream Bandwidth: Kbps {100-8999989)
Downstream Bandwidth : Kbps {100-9999999)
Apply
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Threshold Control

With Threshold Control enabled, Bandwidth Control takes effect only when total
bandwidth usage reaches the specified percentage. You need to specify the total
Upstream Bandwidth and Downstream Bandwidth of the WAN ports.

2. InBandwidth Control Rule List, click + Create New Rule to load the following page and configure the

parameters.

Create New Rule

MName:

Status:

Source Type:

Metwaork:

WVWAN:

Upstream Bandwidth:

Downstream Bandwidth:

Mode:

Enable

(®) Network

IP Group
Please Select. ..
Please Select. ..
Kbps v (100-989909)

Kbps ~ | (100-999399)

(@ Shared (i)

Individual

Name

Status

Source Type

WAN

Upstream Bandwidth

Enter the name to identify the Bandwidth Control rule.
Enable or disable the Bandwidth Control rule.

Network: Limit the maximum bandwidth of specific LAN networks. With this option
selected, choose the networks, which you can create or customize in Wired Networks
> LAN. For detailed configuration of networks, refer to Configure LAN Networks.

IP Group: Limit the maximum bandwidth of specific IP Groups. With this option
selected, choose the IP Groups. To create IP groups, click + Create New IP Group from
the drop-down list or go to Profiles > Groups. To edit or delete the existing groups, go
to Profiles > Groups. For detailed configuration of IP groups, refer to Create Profiles.

Select the WAN port which the rule applies to.

Specify the limit of Upstream Bandwidth, which the specific local hosts use to transmit
traffic to the internet through the gateway.
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Downstream Bandwidth Specify the limit of Downstream Bandwidth, which the specific local hosts use to
receive traffic from the internet through the gateway.

Mode Specify the bandwidth control mode for the specific local hosts.
Shared: The total bandwidth for all the local hosts is equal to the specified values.

Individual: The bandwidth for each local host is equal to the specified values.

3. Click Create. The new Bandwidth Control rule is added to the list. You can click @ to edit the rule.
You can click T to delete the rule.

Bandwidth Control Rule List

NAME ENABLED SOURCE WAN UPSTREAM BANDWIDTH DOWNSTREAM BANDWIDTH MODE ACTION
RULE 1 ° Network: |@| SFP WAN/LAN1 50000Kbps 50000Kbps Shared Z W
=+ Create New Rule ‘
4.3 Port Forwarding
Overview

You can configure Port Forwarding to allow internet users to access local hosts or use network services
which are deployed in the LAN.

Port Forwarding helps establish network connections between a host on the internet and the other in
the LAN by letting the traffic pass through the specific port of the gateway. Without Port Forwarding,
hosts in the LAN are typically inaccessible from the internet for the sake of security.
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Configuration

1. Go to Setting > Transmission > Port Forwarding. Click + Create New Rule to load the following
page and configure the parameters.

Create New Rule

Name:
Status: Enable
Source IP: (® Any
Limited IP Address
Interface: WAN
DM Enable
Source Port: (1-65535. e.q. 30 or 20-100)

Destination IP:

Destination Port: (1-65535. e.g. 80 or 80-100)
Protocol: (@ Al

TCP

UDP

Name Enter the name to identify the Port Forwarding rule.
Status Enable or disable the Port Forwarding rule.
Source IP Any: The rule applies to traffic from any source IP address.

Limited IP Address: The rule only applies to traffic from specific IP addresses.
With this option selected, specify the IP addresses and subnets according to your

needs. You can click + Add Subnet to specify multiple entries or click TEI' to delete
them.

Interface Select the interface which the rule applies to. Traffic which is received through
the interface is forwarded according to the rule.
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DMZ

Source Port

Destination IP

Destination Port

Protocol

With DMZ enabled, all the traffic is forwarded to the Destination IP in the LAN, port
to port. You need to specify the Destination IP.

With DMZ disabled, only the traffic which matches the Source Port and the
Protocol is forwarded. The traffic is forwarded to the Destination Port of the

Destination IP in the LAN. You need to specify the Source Port, Destination IP,
Destination Port, and Protocol.

The gateway uses the Source Port to receive the traffic from the internet. Only
the traffic which matches the Source Port and the Protocol is forwarded.

The traffic is forwarded to the host of the Destination IP in the LAN.
The traffic is forwarded to the Destination Port of the host in the LAN.

Network traffic is transmitted using either TCP or UDP protocol. Only the traffic
which matches the Source Port and the Protocol is forwarded.

If you want both TCP traffic and UDP traffic to be forwarded, select All.

2. Click Create. The new Port Forwarding entry is added to the table. You can click (4 to edit the
entry. You can click il to delete the entry.

NAME ENABLED

Rule 1

Showing 1-1 of 1 records < 1 >

+ CGreate New Rule

SOURCE IP INTERFACE DMZ SOURCE PORT DESTINATION IP:PORT PROTOCOL ACTION
0.0.0.00 SFP WAN/LAN1 v 192.168.0 20 @ W

Go To page
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¥ 5 Configure VPN

VPN (Virtual Private Network) provides a means for secure communication between remote computers
across a public wide area network (WAN), such as the internet. The gateways supports various types
of VPN.

5.1 VPN

Overview

VPN (Virtual Private Network) gives remote LANs or users secure access to LAN resources over a public
network such as the internet. Virtual indicates the VPN connection is based on the logical end-to-end
connection instead of the physical end-to-end connection. Private indicates users can establish the
VPN connection according to their requirements and only specific users are allowed to use the VPN
connection.

The core of VPN connection is to realize tunnel communication, which fulfills the task of data
encapsulation, data transmission and data decompression via the tunneling protocol. The gateway
supports common tunneling protocols that a VPN uses to keep the data secure:

m |Psec

IPsec (IP Security) can provide security services such as data confidentiality, data integrity and data
authentication at the IP layer. IPsec uses IKE (Internet Key Exchange) to handle negotiation of protocols
and algorithms based on the user-specified policy, and to generate the encryption and authentication
keys to be used by IPsec. IPsec can be used to protect one or more paths between a pair of hosts,
between a pair of security gateways, or between a security gateway and a host.

= PPTP

PPTP (Point-to-Point Tunneling Protocol) is a network protocol that enables the secure transfer of
data from a remote client to a private enterprise server by creating a VPN across TCP/IP-based data
networks. PPTP uses the username and password to validate users.

m L2TP

L2TP (Layer 2 Tunneling Protocol) provides a way for a dialup user to make a virtual Point-to-Point
Protocol (PPP) connection to an L2TP network server (LNS), which can be a security gateway. L2TP
sends PPP frames through a tunnel between an L2TP access concentrator (LAC) and the LNS. Because
of the lack of confidentiality inherent in the L2TP protocol, it is often implemented along with IPsec.
L2TP uses the username and password to validate users.

®  OpenVPN

OpenVPN uses OpenSSL for encryption of UDP and TCP for traffic transmission. OpenVPN uses a
client-server connection to provide secure communications between a server and a remote client
over the internet. One of the most important steps in setting up OpenVPN is obtaining a certificate
which is used for authentication. The SDN controller supports generating the certificate which can be
downloaded as a file on your computer. With the certificate imported, the remote clients are checked
out by the certificate and granted access to the LAN resources.
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There are many variations of virtual private networks, with the majority based on two main models:

m Sjte-to-Site VPN

A Site-to-Site VPN creates a connection between two networks at different geographic locations.
Typically, headquarters set up Site-to-Site VPN with the subsidiary to provide the branch office
with access to the headquarters' network.

Site-to-Site VPN

Z | &,

Branch Office Headquarters

The gateway supports two types of Site-to-Site VPNs:

¢ Auto IPsec

The controller automatically creates an IPsec VPN tunnel between two sites on the same
controller. The VPN connection is bidirectional. That is, creating an Auto IPsec VPN from site A
to site B also provides connectivity from site B to site A, and nothing is needed to be configured
on site B.

¢ Manual IPsec

You create an IPsec VPN tunnel between two peer gateways over internet manually, from a local
gateway to a remote gateway that supports IPsec. The gateway on this site is the local peer
gateway.

m  Client-to-Site VPN

A Client-to-Site VPN creates a connection to the LAN from a remote host. It is useful for teleworkers
and business travelers to access their central LAN from a remote location without compromising
privacy and security.

The first step to build a Client-to-Site VPN connection is to determine the role of the gateways and
which VPN tunneling protocol to use:

e VPN Server

The gateway on the central LAN works as a VPN server to provide a remote host with access to
the local network. The gateway which functions as a VPN server can use L2TP, PPTP, IPsec, or
OpenVPN as the tunneling protocol.

e VPN Client

Either the remote user's gateway or the remote user's laptop or PC works as the VPN client.
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When the remote user’'s gateway works as the VPN client, the gateway helps create VPN tunnels
between its connected hosts and the VPN server. The gateway which functions as a VPN client
can use L2TP, PPTP, or OpenVPN as the tunneling protocol.

Client-to-Site VPN: Scenario 1

$I— 6 & &

Gateway (Client) Gateway (Server)
Remote User Headquarters

When the remote user's laptop or PC works as the VPN client, the laptop or PC uses a VPN client
software program to create VPN tunnels between itself and the VPN server. The VPN client
software program can use L2TP, PPTP, IPsec, or OpenVPN as the tunneling protocol.

Client-to-Site VPN: Scenario 2

$— 0 & &

Gateway Gateway (Server)
Remote User (Client) Headquarters

(M Note:

In scenario 1, you need to configure VPN client and VPN server separately on the gateways, while remote hosts can access the local
networks without running VPN client software.

In scenario 2, you need to configure VPN server on the gateway, and then configure the VPN client software program on the remote
user's laptop or PC, while the remote user’s gateway doesn't need any VPN configuration.
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Here is the infographic to provide a quick overview of VPN solutions.

Create a VPN Policy

Select the purpose of the VPN
Site-to-Site VPN

= | &,

Branch Office Headquarters

Auto IPsec VPN

The controller automatically creates an IPsec VPN tunnel between two sites
on the same controller.

Manual IPsec VPN

You manually create an IPsec VPN tunnel between two peer gateways over
internet, from a local gateway to a remote gateway that supports IPsec.

Client-to-Site VPN

JiI——&

Gateway (Client) Gateway (Server)

Remote User Headquarters
Gateway Gateway (Server)

Remote User (Client) Headquarters

Select the role of the gateway and VPN tunneling protocol
VPN Server VPN Client

L2TP L2TP
PPTP PPTP
IPsec (Only for VPN client software)
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Configuration

To complete the VPN configuration, follow these steps:

1) Create a new VPN policy and select the purpose of the VPN according to your needs. Select Site-
to-Site if you want the network connected to another. Select Client-to-Site if you want some hosts
connected to the network.

2) Select the VPN tunneling protocol and configure the VPN policy based on the protocol.

m  Configuring Site-to-Site VPN
The gateway supports two types of Site-to-Site VPNs: Auto IPsec and Manual IPsec.

* Configuring Auto IPsec VPN

1. Select a site from the drop-down list of Organization. Go to Settings > VPN. Click + Create New
VPN Policy to load the following page.

Create New VPN Policy

Name:

Status: Enable

Purpose: (@) Site-to-Site VPN
Client-to-Site VPN

VPN Type: (® Auto IPsec
Manual IPsec

Remote Site: Please Select...

e

2. Enter aname to identify the VPN policy and select the purpose as Site-to-Site VPN. Refer to the
following table to configure the required parameters and click Create.

Name Enter a name to identify the VPN policy.

Status Click the checkbox to enable the VPN policy.

Purpose Select the purpose for the VPN as Site-to-Site VPN.

VPN Type Select the VPN type as Auto IPsec. With Auto IPsec, the controller automatically

creates an IPsec VPN tunnel between two sites on the same controller. The VPN
connection is bidirectional. That is, creating an Auto IPsec VPN from site A to site
B also provides connectivity from site B to site A, and nothing is needed to be
configured on site B.

161



Configure the Network with Festa Cloud-Based Controller

Remote Site Select the site on the other end of the Auto IPsec VPN tunnel. Make sure that the
selected remote site has an online gateway within the same controller.

* Configuring Manual IPsec VPN

1. Select a site from the drop-down list of Organization. Go to Settings > VPN. Click + Create New
VPN Policy to load the following page.

Create New VPN Policy

Name:

Status: Enable

Purpose: (@) Site-to-Site VPN
Client-to-Site VPN

VPN Type: Auto IPsec

(®) Manual IPsec

Remote Gateway:

Remote Subnets: . . . /
(P Add Subnet

Local Network Type: (®) Network
Custom IP

Local Networks: All ©)
Pre-Shared Key:

WAN: Please Select...

Advanced Settings

o N

2. Enter aname to identify the VPN policy and select the purpose as Site-to-Site VPN. Refer to the
following table to configure the basic parameters and click Create.

Name Enter a name to identify the VPN policy.

Status Click the checkbox to enable the VPN policy.
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Purpose

VPN Type

Remote Gateway

Remote Subnets

Local Network Type

Local Networks

Pre-Shared Key

WAN

Select the purpose for the VPN as Site-to-Site VPN.
Select the VPN type as Manual IPsec.

Enter an IP address or a domain name as the gateway on the remote peer of the
VPN tunnel.

Enter the IP address range of LAN on the remote peer of the VPN tunnel. Remote
subnets should not be in the same network segment as the local LAN. You can

click + Add Subnet to specify multiple entries or click @' to delete them.

Specify whether to apply the VPN policy to specific local networks or IP addresses.
Network: The VPN policy will be only applied to the selected local networks.

Custom IP: The VPN policy will be only applied to the specified IP addresses.

When selecting Network as the Local Network Type, specify the local networks of
the VPN tunnel.

When selecting Custom IP as the Local Network Type, specify the IP addresses of

the VPN tunnel. You can click + Add New to specify multiple entries or click @' to
delete them.

Enter the pre-shared key(PSK). Both peer gateways must use the same pre-shared
secret key for authentication.

A pre-shared key is a string of characters that is used as an authentication
key. Both peer gateways create a hash value based on the same pre-shared
key and other information. The hash values are then exchanged and verified to
authenticate the other party.

The pre-shared keys should be long and random for security. Short or predictable
pre-shared keys can be easily broken in brute-force attacks. To maintain a high

level of security, administrators are recommended to update the pre-shared key
periodically.

Select the WAN port on which the IPsec VPN tunnel is established.

163



Configure the Network with Festa Cloud-Based Controller

3. Click Advanced Settings to load the following page.

[=] Advanced Settings

Phase-1 Settings

key Exchange Version: @) IKEw1 {D

IKEvZ2
FProposal: SHAT - AES256 - DHZ
Exchange Mode: (@) Main Mode

Aggressive Mode

Megotiation Mode: (@) Initiator Mode
Responder Mode
Local ID Type: (@) IP Address
Mame
Remote ID Type: (@) IP Address
Mame
SA Lifetime: 28800 seconds (60-504300)
DPD: Enable
DPD Interval: 10 seconds (1-300)

Phase-2 Settings

Encapsulation Mode: (@) Tunnel Mode
Transport Mode
Proposal: ESF - SHAT - AES256
PFs: MNone
SA Lifetime: 28800 seconds (120-604300)

Advanced settings include Phase-1 settings and Phase-2 settings. Phase-1 is used to setup a
secure encrypted channel which the two peers can negotiate Phase-2, and then establish the
IKE Security Associations (IKE SA). Phase-2 is used to negotiate about a set of parameters that
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define what traffic can go through the VPN, and how to encrypt and authenticate the traffic,
then establish the IPsec Security Associations (IPsec SA).

Refer to the following table to complete the configurations according to your actual needs and

click Create.
For Phase-1 Settings:

Phase-1 Settings

Key Exchange Version

Proposal

Exchange Mode

Negotiation Mode

The IKE version you select determines the available Phase-1 settings and defines
the negotiation process . Both VPN gateways must be configured to use the same
IKE version and Phase-1 settings.

Select the version of Internet Key Exchange (IKE) protocol which is used to set
up security associations for IPsec. Both IKEv1 and IKEv2 are supported with
gateways, but IKEv1 is available only when the VPN policy is applied to a single
Remote Subnet and a single Local Network.

Note that both peer gateways must be configured to use the same IKE version.

Specify the proposal for IKE negotiation phase-1. An IKE proposal lists the
encryption algorithm, authentication algorithm and Diffie-Hellman (DH) groups to
be negotiated with the remote IPsec peer.

Authentication algorithms verify the data integrity and authenticity of a message.

Encryption algorithms protect the data from being read by a third-party.

Diffie-Hellman (DH) groups determine the strength of the key used in the key
exchange process.

Note that both peer gateways must be configured to use the same Proposal.

Specify the IKE Exchange Mode as Main Mode or Aggressive Mode when IKEv1 is
selected.

Main Mode: This mode provides identity protection and exchanges more
information, which applies to scenarios with higher requirements for identity
protection.

Aggressive Mode: This mode establishes a faster connection but with lower

security, which applies to scenarios with lower requirements for identity
protection.

Specify the IKE Negotiation Mode as Initiator Mode or Responder Mode.

Initiator Mode: This mode means that the local device initiates a connection to the
peer.

Responder Mode: This mode means that the local device waits for the connection
request initiated by the peer.
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Local ID Type

Local ID

Remote ID Type

Remote ID

SA Lifetime

DPD

DPD Interval

For Phase-2 Settings:

Phase-2 Settings

Encapsulation Mode

Specify the type of Local ID which indicates the authentication identifier sent to
the peer for IKE negotiation.

IP Address: Select IP Address to use the IP address for authentication.

Name: Select Name, and then enter the name in the Local ID field to use the name
as the ID for authentication.

Note that the type and value of Local ID should be the same as Remote ID given
for the remote peer of the VPN tunnel.

When the Local ID Type is configured as Name, enter a name for the local device
as the ID in IKE negotiation. The name should be in the format of FQDN (Fully
Qualified Domain Name).

Specify the type of Remote ID which indicates the authentication identifier
received from the peer for IKE negotiation.

|IP Address: Select IP Address to use the IP address for authentication.

Name: Select Name, and then enter the name in the Remote ID field to use the
name as the ID for authentication.

Note that the type and value of Remote ID should be the same as Local ID given
for the remote peer of the VPN tunnel.

When the Remote ID Type is configured as Name, enter a name of the remote
peer as the ID in IKE negotiation. The name should be in the format of FQDN (Fully
Qualified Domain Name).

Specify ISAKMP SA (Security Association) Lifetime in IKE negotiation. If the SA
lifetime expired, the related ISAKMP SA will be deleted.

Check the box to enable DPD (Dead Peer Detect) function. If enabled, the IKE
endpoint can send a DPD request to the peer to inspect whether the IKE peer is
alive.

Specify the interval between sending DPD requests with DPD enabled. If the IKE
endpoint receives a response from the peer during this interval, it considers the
peer alive. If the IKE endpoint does not receive a response during the interval, it

considers the peer dead and deletes the SA.

The purpose of Phase 2 negotiations is to establish the Phase-2 SA (also called
the IPsec SA). The IPsec SA is a set of traffic specifications that tell the device
what traffic to send over the VPN, and how to encrypt and authenticate that traffic.

Specify the Encapsulation Mode as Tunnel Mode or Transport Mode. When both
ends of the tunnel are hosts, either mode can be chosen. When at least one of the
endpoints of a tunnel is a security gateway, such as a gateway or firewall, Tunnel
Mode is recommended to ensure safety.
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Proposal Specify the proposal for IKE negotiation phase-2. An IPsec proposal lists the
encryption algorithm, authentication algorithm and protocol to be negotiated with
the remote IPsec peer.

Note that both peer gateways must be configured to use the same Proposal.

PFS Select the DH group to enable PFS (Perfect Forward Security) for IKE mode, then
the key generated in phase-2 will be irrelevant with the key in phase-1, which
enhance the network security. With None selected, it means PFS is disabled and
the key in phase-2 will be generated based on the key in phase-1.

SA Lifetime Specify IPsec SA (Security Association) Lifetime in IKE negotiation. If the SA
lifetime expired, the related IPsec SA will be deleted.

m  Configuring Client-to-Site VPN

The gateway supports seven types of client-to-Site VPNs depending on the role of your gateway
and the protocol that you used:

Configuring the gateway as a VPN server using L2TP

Configuring the gateway as a VPN server using PPTP

Configuring the gateway as a VPN server using IPsec

Configuring the gateway as a VPN server using OpenVPN

Configuring the gateway as a VPN client using L2TP

Configuring the gateway as a VPN client using PPTP

Configuring the gateway as a VPN client using OpenVPN
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* Configuring the gateway as a VPN server using L2TP

1. Select a site from the drop-down list of Organization. Go to Settings > VPN. Click + Create New
VPN Policy to load the following page.

Create New VPN Policy (i)

Name:
Status:

Purpose:

VPN Type:

IPsec Encryption:

Authentication Mode:

Local Network Type:

Enable

Site-to-Site VPN
(@) Client-to-Site VPN

VPN Server - L2TP

(@) Encrypted
Unencrypted
Auto

(@) Local

(@) Network

Custom IP
Local Networks: All (i
Pre-Shared Key:
WAN: Please Select...
IP Pool Type: (@) IP Address/Mask
IP Address Range
IP Pool: : : . / ®
Primary DNS Server: . . . (Oplional)
Secondary DNS Server: . . . (Oplional)

2. Enter a name to identify the VPN policy and select the purpose as Client-to-Site VPN. Refer to
the following table to configure the required parameters and click Create.

Name Enter a name to identify the VPN policy.

Status Click the checkbox to enable the VPN policy.
Purpose Select the purpose for the VPN as Client-to-Site VPN.
VPN Type Select the VPN type as VPN Server - L2TP.
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IPsec Encryption

Authentication Mode

Local Network Type

Local Networks

Pre-shared Key

WAN

IP Pool Type

IP Pool

Primary DNS Server

Secondary DNS Server

Specify whether to enable the encryption for the tunnel.

Encrypted: Select Encrypted to encrypt the L2TP tunnel by IPsec (L2TP over
IPsec). With Encrypted selected, enter the Pre-shared Key for IKE authentication.
VPN server and VPN client must use the same pre-shared secret key for
authentication.

Unencrypted: With Unencrypted selected, the L2TP tunnel will not be encrypted
by IPsec.

Auto: With Auto selected, the L2TP server will determine whether to encrypt the
tunnel according to the client 's encryption settings. And enter the Pre-shared Key

for IKE authentication. VPN server and VPN client must use the same pre-shared
secret key for authentication.

The authentication mode is Local by default.

Specify whether to apply the VPN policy to specific local networks or IP addresses.
Network: The VPN policy will be only applied to the selected local networks.

Custom IP: The VPN policy will be only applied to the specified IP addresses.

When selecting Network as the Local Network Type, specify the local networks of
the VPN tunnel.

When selecting Custom IP as the Local Network Type, specify the IP addresses of

the VPN tunnel. You can click + Add New to specify multiple entries or click '@' to
delete them.

Enter the pre-shared secret key when IPsec Encryption is selected as Encrypted
and Auto. Both peer gateways must use the same pre-shared secret key for
authentication.

Select the WAN port on which the L2TP VPN tunnel is established. Each WAN port
supports only one L2TP VPN tunnel when the gateway works as a L2TP server.

Specify the format of the IP pool.

If you selected IP Address/Mask type, enter the IP address and subnet mask to
decide the range of the VPN IP pool. If you select IP Address Range type, enter the
start and end IP addresses of the VPN IP pool.

(Optional) Enter the IP address of the primary DNS server provided by your ISP.

(Optional) Enter the IP address of the secondary DNS server, which provides
redundancy in case the primary DNS server goes down.

3. Addthe VPN users account to validate remote hosts. To create VPN users, refer to VPN User.
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* Configuring the gateway as a VPN server using PPTP

1. Select a site from the drop-down list of Organization. Go to Settings > VPN. Click + Create New
VPN Policy to load the following page.

Create New VPN Policy (i)

MName:

Status: Enable

Purpose: Site-to-Site VPN
(@) Client-to-Site VPN

VPN Type: VPN Server - PPTP

MPPE Encryption:

(@) Encrypted

Unencrypted
Authentication Mode: (@) Local
Local Network Type: (@) Network

Custom IP
Local Networks: All )
VWAN: Please Select...
IP Pool Type: (@ IP Address/Mask

IP Address Rangs
IP Pool: I 0)
Primary DNS Server: (Optional)
Secondary DNS Server: . . . {Optional)

2. Enter a name to identify the VPN policy and select the purpose as Client-to-Site VPN. Refer to
the following table to configure the required parameters and click Create.

Name Enter a name to identify the VPN policy.

Status Click the checkbox to enable the VPN policy.

Purpose Select the purpose for the VPN as Client-to-Site VPN.

VPN Type Select the VPN type as VPN Server - PPTP.

MPPE Encryption Specify whether to enable MPPE (Microsoft Point-to-Point Encryption) for the

tunnel.
Encrypted: With Encrypted selected, the PPTP tunnel will be encrypted by MPPE.

Unencrypted: With Unencrypted selected, the PPTP tunnel will be not encrypted
by MPPE.
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Authentication Mode

Local Network Type

Local Networks

WAN

IP Pool Type

IP Pool

Primary DNS Server

Secondary DNS Server

The authentication mode is Local by default.

Specify whether to apply the VPN policy to specific local networks or IP addresses.
Network: The VPN policy will be only applied to the selected local networks.

Custom IP: The VPN policy will be only applied to the specified IP addresses.

When selecting Network as the Local Network Type, specify the local networks of
the VPN tunnel.

When selecting Custom IP as the Local Network Type, specify the IP addresses of

the VPN tunnel. You can click + Add New to specify multiple entries or click @' to
delete them.

Select the WAN port on which the PPTP VPN tunnel is established. Each WAN port
supports only one PPTP VPN tunnel when the gateway works as a PPTP server.

Specify the format of the IP pool.

If you selected IP Address/Mask type, enter the IP address and subnet mask to
decide the range of the VPN IP pool. If you select IP Address Range type, enter the
start and end IP addresses of the VPN IP pool.

(Optional) Enter the IP address of the primary DNS server provided by your ISP.

(Optional) Enter the IP address of the secondary DNS server, which provides
redundancy in case the primary DNS server goes down.

3. Add the VPN users account to validate remote hosts. To create VPN users, refer to VPN User.
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* Configuring the gateway as a VPN server using IPsec

1. Select a site from the drop-down list of Organization. Go to Settings > VPN. Click + Create New
VPN Policy to load the following page.

Create New VPN Policy (1)

Name:

Status:

Purpose:

VPN Type:
Remote Host:

Local Network Type:

Local Networks:

Pre-Shared Key:

WAN:

IP Poal:

Primary DNS Server:

Secondary DNS Server:

I

Enable

Site-to-Site VPN

(® Client-to-Site VPN

VPM Server - IPsec

(@ Network

Custom IP

All )

Please Select ..

(Optional

(Optional

2. Enter a name to identify the VPN policy and select the purpose as Client-to-Site VPN. Refer to
the following table to configure the basic parameters and click Create.

Name

Status

Purpose

VPN Type

Remote Host

Local Network Type

Enter a name to identify the VPN policy.

Click the checkbox to enable the VPN policy.

Select the purpose for the VPN as Client-to-Site VPN.
Select the VPN type as VPN Server - IPsec.

Enter an IP address or a domain name of the host on the remote peer of the VPN
tunnel. 0.0.0.0 represents any IP address.

Specify whether to apply the VPN policy to specific local networks or IP addresses.
Network: The VPN policy will be only applied to the selected local networks.

Custom IP: The VPN policy will be only applied to the specified IP addresses.
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Local Networks

Pre-Shared Key

WAN

IP Pool

Primary DNS Server

Secondary DNS Server

When selecting Network as the Local Network Type, specify the local networks of
the VPN tunnel.

When selecting Custom IP as the Local Network Type, specify the IP addresses of

the VPN tunnel. You can click + Add New to specify multiple entries or click @' to
delete them.

Enter the pre-shared key(PSK). Both peer gateways must use the same pre-shared
secret key for authentication.

A pre-shared key is a string of characters that is used as an authentication key.
Both VPN peers create a hash value based on the same pre-shared key and other
information. The hash values are then exchanged and verified to authenticate the
other party.

The pre-shared keys should be long and random for security. Short or predictable
pre-shared keys can be easily broken in brute-force attacks. To maintain a high
level of security, administrators are recommended to update the pre-shared key
periodically.

Select the WAN port on which the IPsec VPN tunnel is established.

Enter the IP address and subnet mask to decide the range of the VPN IP pool.

The VPN server will assign IP address to the remote host when the tunnel is
established. You can specify any reasonable IP address that will not cause overlap
with the IP address of the LAN on the local peer gateway.

(Optional) Enter the IP address of the primary DNS server provided by your ISP.

(Optional) Enter the IP address of the secondary DNS server, which provides
redundancy in case the primary DNS server goes down.
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3. Click Advanced Settings to load the following page.

[=] Advanced Settings

Phase-1 Settings

key Exchange Version: @) IKEw1 {D

IKEvZ2
FProposal: SHAT - AES256 - DHZ
Exchange Mode: (@) Main Mode

Aggressive Mode

Megotiation Mode: (@) Initiator Mode
Responder Mode
Local ID Type: (@) IP Address
Mame
Remote ID Type: (@) IP Address
Mame
SA Lifetime: 28800 seconds (60-504300)
DPD: Enable
DPD Interval: 10 seconds (1-300)

Phase-2 Settings

Encapsulation Mode: (@) Tunnel Mode
Transport Mode
Proposal: ESF - SHAT - AES256
PFs: MNone
SA Lifetime: 28800 seconds (120-604300)

Advanced settings include Phase-1 settings and Phase-2 settings. Phase-1 is used to setup a
secure encrypted channel which the two peers can negotiate Phase-2, and then establish the
IKE Security Associations (IKE SA). Phase-2 is used to negotiate about a set of parameters that
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define what traffic can go through the VPN, and how to encrypt and authenticate the traffic,
then establish the IPsec Security Associations (IPsec SA).

Refer to the following table to complete the configurations according to your actual needs and

click Create.
For Phase-1 Settings:

Phase-1 Settings

Key Exchange Version

Proposal

Exchange Mode

Negotiation Mode

The IKE version you select determines the available Phase-1 settings and defines
the negotiation process . Both VPN gateways must be configured to use the same
IKE version and Phase-1 settings.

Select the version of Internet Key Exchange (IKE) protocol which is used to set
up security associations for IPsec. Both IKEv1 and IKEv2 are supported with
gateways, but IKEv1 is available only when the VPN policy is applied to a single
Remote Subnet and a single Local Network.

Note that both VPN peers must be configured to use the same IKE version.

Specify the proposal for IKE negotiation phase-1. An IKE proposal lists the
encryption algorithm, authentication algorithm and Diffie-Hellman (DH) groups to
be negotiated with the remote IPsec peer.

Authentication algorithms verify the data integrity and authenticity of a message.

Encryption algorithms protect the data from being read by a third-party.

Diffie-Hellman (DH) groups determine the strength of the key used in the key
exchange process.

Note that both VPN peers must be configured to use the same Proposal.

Specify the IKE Exchange Mode as Main Mode or Aggressive Mode when IKEv1 is
selected.

Main Mode: This mode provides identity protection and exchanges more
information, which applies to scenarios with higher requirements for identity
protection.

Aggressive Mode: This mode establishes a faster connection but with lower

security, which applies to scenarios with lower requirements for identity
protection.

Specify the IKE Negotiation Mode as Initiator Mode or Responder Mode.

Initiator Mode: This mode means that the local device initiates a connection to the
peer.

Responder Mode: This mode means that the local device waits for the connection
request initiated by the peer.
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Local ID Type

Local ID

Remote ID Type

Remote ID

SA Lifetime

DPD

DPD Interval

For Phase-2 Settings:

Phase-2 Settings

Encapsulation Mode

Specify the type of Local ID which indicates the authentication identifier sent to
the peer for IKE negotiation.

IP Address: Select IP Address to use the IP address for authentication.

Name: Select Name, and then enter the name in the Local ID field to use the name
as the ID for authentication.

Note that the type and value of Local ID should be the same as Remote ID given
for the remote peer of the VPN tunnel.

When the Local ID Type is configured as Name, enter a name for the local device
as the ID in IKE negotiation. The name should be in the format of FQDN (Fully
Qualified Domain Name).

Specify the type of Remote ID which indicates the authentication identifier
received from the peer for IKE negotiation.

|IP Address: Select IP Address to use the IP address for authentication.

Name: Select Name, and then enter the name in the Remote ID field to use the
name as the ID for authentication.

Note that the type and value of Remote ID should be the same as Local ID given
for the remote peer of the VPN tunnel.

When the Remote ID Type is configured as Name, enter a name of the remote
peer as the ID in IKE negotiation. The name should be in the format of FQDN (Fully
Qualified Domain Name).

Specify ISAKMP SA (Security Association) Lifetime in IKE negotiation. If the SA
lifetime expired, the related ISAKMP SA will be deleted.

Check the box to enable DPD (Dead Peer Detect) function. If enabled, the IKE
endpoint can send a DPD request to the peer to inspect whether the IKE peer is
alive.

Specify the interval between sending DPD requests with DPD enabled. If the IKE
endpoint receives a response from the peer during this interval, it considers the
peer alive. If the IKE endpoint does not receive a response during the interval, it

considers the peer dead and deletes the SA.

The purpose of Phase 2 negotiations is to establish the Phase-2 SA (also called
the IPsec SA). The IPsec SA is a set of traffic specifications that tell the device
what traffic to send over the VPN, and how to encrypt and authenticate that traffic.

Specify the Encapsulation Mode as Tunnel Mode or Transport Mode. When both
ends of the tunnel are hosts, either mode can be chosen. When at least one of the
endpoints of a tunnel is a security gateway, such as a gateway or firewall, Tunnel
Mode is recommended to ensure safety.
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Proposal Specify the proposal for IKE negotiation phase-2. An IPsec proposal lists the
encryption algorithm, authentication algorithm and protocol to be negotiated with
the remote IPsec peer.

Note that both peer gateways must be configured to use the same Proposal.

PFS Select the DH group to enable PFS (Perfect Forward Security) for IKE mode, then
the key generated in phase-2 will be irrelevant with the key in phase-1, which
enhance the network security. With None selected, it means PFS is disabled and
the key in phase-2 will be generated based on the key in phase-1.

SA Lifetime Specify IPsec SA (Security Association) Lifetime in IKE negotiation. If the SA
lifetime expired, the related IPsec SA will be deleted.

* Configuring the gateway as a VPN server using OpenVPN

1. Select a site from the drop-down list of Organization. Go to Settings > VPN. Click + Create New
VPN Policy to load the following page.

Create New VPN Policy (1)

Name:
Status: Enabls
Purpose: Site-to-Site VPN
() Client-to-Site VPN
VPN Type: VPN Server - OpenVPN
Account Password: Enable
Tunnel Mode: (@) Split
Full
Protocol: TCP
(®) UDP
Service Port: 1194 1-85535
Authentication Mode: (@) Local
Local Network Type: (@) Network
Custom IP
Local Networks: All @
WAN: Please Select...
IP Paol: . . . ! )
Primary DNS Server: . . . Optiona
Secondary DNS Server: . . . Optiona

Coee JHEEN

2. Enter a name to identify the VPN policy and select the purpose as Client-to-Site VPN. Refer to
the following table to configure the required parameters and click Create.
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Name

Status

Purpose

VPN Type

Account Password

Tunnel Mode

Protocol

Service Port

Authentication Mode

Local Network Type

Local Networks

WAN

IP Pool

Primary DNS Server

Secondary DNS Server

Enter a name to identify the VPN policy.

Click the checkbox to enable the VPN policy.

Select the purpose for the VPN as Client-to-Site VPN.
Select the VPN type as VPN Server - OpenVPN.

Specify whether VPN clients need to enter a user account to access the VPN
tunnel. When enabled, you need to create accounts on the VPN User page.

Select the tunnel mode: Split or Full.
Full tunneling uses the VPN for all your traffic, whereas split tunneling sends part

of your traffic through a VPN and part of it through the open network. Full tunneling
is more secure than split tunneling.

Select the communication protocol for the gateway which works as an OpenVPN
Server. Two communication protocols are available: TCP and UDP.

Enter a VPN service port to which a VPN device connects.
The authentication mode is Local by default.

Specify whether to apply the VPN policy to specific local networks or IP addresses.
Network: The VPN policy will be only applied to the selected local networks.

Custom IP: The VPN policy will be only applied to the specified IP addresses.

When selecting Network as the Local Network Type, specify the local networks of
the VPN tunnel.

When selecting Custom IP as the Local Network Type, specify the IP addresses of

the VPN tunnel. You can click + Add New to specify multiple entries or click @' to
delete them.

Select the WAN port on which the VPN tunnel is established. Each WAN port
supports only one OpenVPN tunnel when the gateway works as a OpenVPN
server.

Enter the IP address and subnet mask to decide the range of the VPN IP pool.

The VPN server will assign IP address to the remote host when the tunnel is
established. You can specify any reasonable IP address that will not cause overlap
with the IP address of the LAN on the local peer gateway.

(Optional) Enter the IP address of the primary DNS server provided by your ISP.

(Optional) Enter the IP address of the secondary DNS server, which provides
redundancy in case the primary DNS server goes down.
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3. After clicking Create to save the VPN policy, go to VPN Policy List and click (7 in the Action

1.

VPN VPN User

NAME

VPN 1

Showing 1-1 of 1 records < 1

‘ =+ Create New VPN Policy ‘

Create New VPN Policy (1)

Name
Status

Purpose:

VPN Type

Working Mode:

Username
Password:

IPsec Encryption:

Remote Server

Remote Subnets:

Local Network Type:

Local Networks

Pre-Shared Key:

WAN:

10 /page

2. Enter a name to identify the VPN policy and select the purpose as Client-to-Site VPN. Refer to

Name

ENABLED PURPOSE

o Client-to-Site VPN

~| GoTopage

Enable

Site-to-Site VPN

(@) Client-to-Site VPN

VPN Client - L2TP

@® NAT

Routing

(®) Encrypted
Unencrypted

(P Add Subnet

(® Network

Custom IP

All

VPN TYPE

OpenVPN(Server)

=
N

Configuring the gateway as a VPN client using L2TP

INTERFACE/IP

(]

Enter a name to identify the VPN policy.

WAN

SFP WAN/LANT

the following table to configure the required parameters and click Create.

ACTION

CEZw

column to export the OpenVPN file that ends in .ovpn which is to be used by the remote client.
The exported OpenVPN file contains the certificate and configuration information.

Select a site from the drop-down list of Organization. Go to Settings > VPN. Click + Create New
VPN Policy to load the following page.
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Status

Purpose

VPN Type

Working Mode

Username

Password

IPsec Encryption

Remote Server

Remote Subnets

Local Network Type

Local Networks

Pre-shared Key

WAN

Click the checkbox to enable the VPN policy.
Select the purpose for the VPN as Client-to-Site VPN.
Select the VPN type as VPN Client - L2TP.

Specify the Working Mode as NAT or Routing.
NAT: With NAT (Network Address Translation) mode selected, the L2TP client
uses the assigned IP address as its source addresses of original IP header when

forwarding L2TP packets.

Routing: With Routing selected, the L2TP client uses its own IP address as its
source addresses of original IP header when forwarding L2TP packets.

Enter the username used for the VPN tunnel. This username should be the same
as that of the L2TP server.

Enter the password of user. This password should be the same as that of the L2TP
server.

Specify whether to enable the encryption for the tunnel.

Encrypted: Select Encrypted to encrypt the L2TP tunnel by IPsec (L2TP over
IPsec). With Encrypted selected, enter the Pre-shared Key for IKE authentication.
VPN server and VPN client must use the same pre-shared secret key for
authentication.

Unencrypted: With Unencrypted selected, the L2TP tunnel will be not encrypted
by IPsec.

Enter the IP address or domain name of the L2TP server.

Enter the IP address range of LAN on the remote peer of the VPN tunnel. Remote
subnets should not be in the same network segment as the local LAN. You can
click + Add Subnet to specify multiple entries or click '@' to delete them.

Specify whether to apply the VPN policy to specific local networks or IP addresses.
Network: The VPN policy will be only applied to the selected local networks.

Custom IP: The VPN policy will be only applied to the specified IP addresses.

When selecting Network as the Local Network Type, specify the local networks of
the VPN tunnel.

When selecting Custom IP as the Local Network Type, specify the IP addresses of

the VPN tunnel. You can click + Add New to specify multiple entries or click @' to
delete them.

Enter the pre-shared secret key when the L2TP tunnel is encrypted by IPsec. Both
peer gateways must use the same pre-shared secret key for authentication.

Select the WAN port on which the VPN tunnel is established.
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* Configuring the gateway as a VPN client using PPTP

1. Select a site from the drop-down list of Organization. Go to Settings > VPN. Click + Create New
VPN Policy to load the following page.

Create New VPN Policy

Name:
Status: Enable
Purpose: Site-to-Site VPN
(®) Client-to-Site VPN
VPN Type: VPN Client - PPTP
Working Mode: (®) NAT
Routing
Username:
Password:
MPPE Encryption: (®) Encrypted
Unencrypted
Remote Server:
Remote Subnets: . . . [

(¥) Add Subnet

Local Network Type: (®) Network

Custom IP
Local Networks: All @
VWAN: Please Select...

2. Enter a name to identify the VPN policy and select the purpose as Client-to-Site VPN. Refer to
the following table to configure the required parameters and click Create.

Name Enter a name to identify the VPN policy.

Status Click the checkbox to enable the VPN policy.
Purpose Select the purpose for the VPN as Client-to-Site VPN.
VPN Type Select the VPN type as VPN Client - PPTP.
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Working Mode

Username

Password

MPPE Encryption

Remote Server

Remote Subnets

Local Network Type

Local Networks

WAN

Specify the Working Mode as NAT or Routing.
NAT: With NAT (Network Address Translation) mode selected, the PPTP client
uses the assigned IP address as its source addresses of original IP header when

forwarding PPTP packets.

Routing: With Routing selected, the PPTP client uses its own IP address as its
source addresses of original IP header when forwarding PPTP packets.

Enter the username used for the VPN tunnel. This username should be the same
as that of the PPTP server.

Enter the password of user. This password should be the same as that of the PPTP
server.

Specify whether to enable the encryption for the tunnel.
Encrypted: Select Encrypted to encrypt the PPTP tunnel by MPPE.

Unencrypted: With Unencrypted selected, the PPTP tunnel will be not encrypted
by MPPE.

Enter the IP address or domain name of the PPTP server.

Enter the IP address range of LAN on the remote peer of the VPN tunnel. Remote
subnets should not be in the same network segment as the local LAN. You can

click + Add Subnet to specify multiple entries or click '@' to delete them.

Specify whether to apply the VPN policy to specific local networks or IP addresses.
Network: The VPN policy will be only applied to the selected local networks.

Custom IP: The VPN policy will be only applied to the specified IP addresses.

When selecting Network as the Local Network Type, specify the local networks of
the VPN tunnel.

When selecting Custom IP as the Local Network Type, specify the IP addresses of
the VPN tunnel. You can click + Add New to specify multiple entries or click @ to

delete them.

Select the WAN port on which the VPN tunnel is established.
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1.

Configuring the gateway as a VPN client using OpenVPN

Select a site from the drop-down list of Organization. Go to Settings > VPN. Click + Create New
VPN Policy to load the following page.

Create New VPN Policy

Name:
Status:

Purpose:

VPN Type:

Mode:

Remote Server:

Local Network Type:

Local Networks:
WAN:

Configuration:

Enable

Site-to-Site VPN
(® Client-to-Site VPN

VPN Client - OpenVPN

®) Certificate
Certificate+Account
(1-65535)
(®) Network
Custom IP
All @®
Please Select. .

Enter a name to identify the VPN policy and select the purpose as Client-to-Site VPN. Refer to
the following table to configure the required parameters and click Create.

Name

Status

Purpose

VPN Type

Mode

Enter a name to identify the VPN policy.

Click the checkbox to enable the VPN policy.

Select the purpose for the VPN as Client-to-Site VPN.

Select the VPN type as VPN Client - OpenVPN.

Select the access mode according to VPN requirements.
Certificate: Select this option if the VPN tunnel only requires the certificate.

Certificate+Account: Select this option if the VPN tunnel requires the certificate
and VPN user account. If selected, configure the following parameters:

Username: Enter the username for the VPN tunnel.

Password: Enter the password for the VPN tunnel.
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Remote Server Enter the IP address or domain name of the OpenVPN server.

Local Network Type Specify whether to apply the VPN policy to specific local networks or IP addresses.
Network: The VPN policy will be only applied to the selected local networks.

Custom IP: The VPN policy will be only applied to the specified IP addresses.

Local Networks When selecting Network as the Local Network Type, specify the local networks of
the VPN tunnel.

When selecting Custom IP as the Local Network Type, specify the IP addresses of
the VPN tunnel. You can click + Add New to specify multiple entries or click @' to

delete them.
WAN Select the WAN port on which the VPN tunnel is established.
Configuration Click to import the OpenVPN file that ends in .ovpn generated by the

OpenVPN server. Only one file can be imported.

If the certificate file and configuration file are generated singly by the OpenVPN
server, combine two files and import the whole file.

5.2 VPN User

Overview

VPN User is used to configure and record your custom settings for VPN configurations, and it allows
you to configure VPN users that can be used for multiple VPN servers. It saves you from setting the
VPN users with the same configurations repeatedly when you want to apply the user in different VPN
servers.

Configuration

To configure the VPN users, follow these steps:

1. Selectasite fromthe drop-down list of Organization. Go to Settings > VPN >VPN User. Click +Create
New VPN User to add a new entry of VPN User.

VPN VPN User @

NAME VPN SERVER Local IP Address MODE ACTION

(© Noentry in the table

+ Create New VPN User
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2. Specify the parameters and click Create.

Create New VPN User (i)

This feature is only compatible for Festa gateways with certain firmware versions. Please ensure
that your gateway supports the feature before adoption. The configuration will be hidden if the
adopted gateway is not compatible.

Username:
Password:
Protocol: L2TR/PPTP
VPN Server: Please Select...
Local IP Address: . . . (Optional)
Mode: (®) Client (i)
Network Extension Mode (i)
Maximum Connections: 3 (1-100)

Username Enter the username used for the VPN tunnel. The client use the username for the
validation before accessing the network.

Password Enter the password of user. The client uses the password for the validation before
accessing the network.

Protocol Select the protocol type for the VPN tunnel.

If you selected the L2TP/PPTP protocol, specify the following parameters:

VPN Server Select the VPN server that the VPN user is applied to.
Local IP Address (Optional) Specify the local IP address of the VPN tunnel.
Mode Specify the connection mode for the VPN users.

Client: This mode allows the client to request for an IP address and the server supplies
the IP addresses from the VPN IP Pool. With this mode selected, set maximum number
of concurrent VPN connections with the same account in Maximum Connections.

Network Extension Mode: This mode allows only clients from the configured subnet
to connect to the server and obtain VPN services. With this mode selected, specify
the subnets in Remote Subnets. Remote subnets should not be in the same network
segment as the local LAN. You can click + Add Subnet to specify multiple entries or

click '@' to delete them.
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If you selected the OpenVPN protocol, specify the following parameter:

VPN Server Select the VPN server that the VPN user is applied to.

To edit or delete the VPN users, click the icon in the Action column. You can further filter the
entries based on the VPN Server.

VPN VPN User @
Q
NAME VPN SERVER ¥ Local IP Address MODE ACTION
User L2TP Server: Server 1 Client (R}
Showing 1-1of 1records ¢ 1 > 10 Ipage A | GoTopage:

+ Create New VPN User
T Filter the entries.
l f View and edit the account information of users.
ﬁl’ Delete the VPN user.
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& 6 Create Profiles

Profiles section is used to configure and record your custom settings for site configurations. It includes
Time Range, Groups, and Rate Limit profiles.

In Time Range section, you can configure time templates for WLAN Schedule, ACL Time Range, etc. In
Groups section, you can configure groups based on IP, IP-Port, IPv6, IPv6-Port or MAC address for ACL,
etc. In Rate Limit section, you can set different rate limit templates bound with wireless network to limit
the upload/download rate of clients connected the SSID, and applied to specific types of Portal, such
as Voucher.

After creating the profiles, you can apply them to multiply configurations for different sites, saving you
from repeatedly setting up the same information.

6.1 Time Range

Overview

Time Range allows you to customize time-related configurations. You can set different time range
templateswhich canbe sharedandappliedto WLAN Schedule, ACL Time Range, etc.insite configuration.

Configuration

To configure the time range profiles, follow these steps:

1. Select a site from the drop-down list of Organization. Go to Settings > Profiles >Time Range. Click
+Create New Time Range to add a new time range entry. By default, there is no entry in the list.

NAME DAY MODE TIME RANGE ACTION

ey
L1)
S

Mo time range profiles yet.

<+ Create New Time Range

2. Enter a Name for the new entry, select the Day Mode, and specify the time range. Click +Add to add
a new time period, click Apply to save the entry. After saving the newly added entry, you can apply
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them to site configuration. To apply the customized time range profiles in configuration, refer to
WLAN Schedule.

Create New Time Range

Name:
Day Mode: (@) Every Day Weekday Weekend Customized
Every Day 05:00 am (e 06:00 pm

08:00 am T — 06:00pm ]

@ Add

Apply Cancel

Name Enter a name for the new entry, and it is a string with 1 to 64 ASCIl symbols.

Day Mode Select Every Day, Weekday, Weekend, or Customized first before specifying the
time range for each day.

Every Day: You only need to set the time range once, and it will repeat every day.

Weekday: You only need to set the time range once, and it will repeat every weekday
from Monday to Friday.

Weekend: You only need to set the time range once, and it will repeat every Saturday
and Sunday.

Customized: You are able to set different time range for the chosen day(s) based on
your needs. When a day is not chosen, the WiFi is open all day by default.

You can view the name, day mode and time range in the list.

NAME DAY MCDE TIME RANGE ACTION

Time Range 1 Every Day 08:00 am-06:00 pm Df ]E

Showing 1-1 of 1 records 4 1 > 10 /page v Go To page: m

—+ Create New Time Range

To edit or delete the time range entry, click the icon in the Action column.
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EJ? Edit the parameters in the entry.
'@' Delete the entry.

6.2 Groups

Overview

Groups section allows you to customize client groups based on IP, IP-Port, IPv6, IPv6-Port or MAC
address. You can set different rules for the groups profiles which can be shared and applied to ACL, etc.
in site configuration.

Configuration

To configure the group profiles, follow these steps:

1. Select a site from the drop-down list of Organization. Go to Settings > Profiles > Groups. Click
+Create New Group to add a new group profile.

NAME TYPE COUNT ACTION
IPGroup_Any IP Group 1 (04
IPv6Group_Any IPv6 Group 1 @

Showing 1-2 of 2 records < 1 > 10/ page Go To page:

<+ Create New Group
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2. Enter a name for the new group profile entry, and select the type for the new entry.

Create New Group

MName:
Type: (@) IP Group
IPvE Group
IP-Port Group
IPvE-Port Group
MAC Group
IP Subnets: . . ; !

(¥) Add Subnet

o [

B To create an IP group profile:

Choose the IP Group type and specify IP subnets.

®  To create an IPv6 group profile:

Choose the IPv6 Group type and specify IPv6 addresses.

m  To Create an IP-Port group profile:
Choose the IP-Port Group type and specify the IP-Port type and ports, while it is optional to specify
IP subnets. If you only specify ports without entering any IP subnets, it means the group contains
the specified ports for all IP addresses.

®  To create an IPv6-Port group profile:

Choose the IPv6-Port Group type and specify the IP-Port type and ports, while it is optional to
specify IPv6 addresses. If you only specify ports without entering any IPv6 addresses, it means the
group contains the specified ports for all IPv6 addresses.

®  To configure a MAC group profile:
Choose the MAC Group type and add MAC addresses in the MAC Addresses List.

@ Add Add MAC address individually.
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r— Batch Add Add MAC addresses in batches. You can enter the MAC addresses and names in the input
B box or import them with files in the format of Excel, txt, and text.

If you want to use the newly added MAC address(es) and names when they conflict with the
existing ones, check the box to override the current MAC addresses in the list.

Note:

1. Each MAC address and name should be entered on a new line. The MAC address and
name should be separated by a space.

2. Octets in a MAC address should be separated by a hyphen. For example, AA-BB-CC-DD-
EE-FF.

Add MAC addresses from the clients that are connected to the devices controlled by the

Add from Client List
@ SDN Controller.

3. Click Apply to save the entry.

You can view and edit the group list, and export the MAC group if needed. You can apply the
customized profiles during site configuration.

NAME TYPE COUNT ACTION
IP Group_1 IP Group 2 D/ '@'
IPv6Group_Any IPV6 Group 1 ©
IP-Port Group_1 IP-Port Group 1 @
IPGroup_Any IP Group 1 ©
IPv6 Group_1 IPV6 Group 1 @
IPv6-Port Group_1 IPv6-Port Group 3 @4 m
Location Group_1 Location Group 1 @ W
MAC Group_1 MAC Group 1 D/ 'IE' [Z,
6.3 Rate Limit
Overview

Rate Limit allows you to customize rate-related configurations. You can set different rate limit templates.
They can be bound with wireless network to limit the upload/download rate of clients connected the
SSID, and applied to specific types of Portal, such as Voucher.

Configuration

To configure the rate limit profiles, follow these steps:
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1. Select a site from the drop-down list of Organization. Go to Settings > Profiles > Rate Limit. By
default, there is an entry with no limits, and it can not be deleted. Click +Create New Rate Limit
Profile to add a new group entry.

NAME Download Limit Upload Limit ACTION
Default Unlimited Unlimited Df
Showing 1-1 of 1 records < 1 > 10 /page v | GoTo page: m

-+ Create New Rate Limit Profile

2. Enter a name and specify the download/upload rate limit for the new entry. After saving the newly
added entry, you can apply them to other configurations such as Portal and Wireless Settings.

Create New Rate Limit Profile

@ The rate limit profile can be applied to settings of S5I0, Client, and Portal (Hotspot =
Local User and Hotspot = Voucher). When a client matches multiple rate limit rules, the
rule with the minimum value will take effect.

MName:
Download Limit; Enable
Upload Limit: Enable

==

Name Enter a name to identify the created rate limit profile.
Download Limit Enable the download limit, and specify the rate limit correspondingly in Kbps or Mbps.
Upload Limit Enable the upload limit, and specify the rate limit correspondingly in Kbps or Mbps.

3. Click Apply to save the entry. After saving the newly added entry, you can apply them to site
configuration. To apply the customized rate limit profiles in the related configurations, refer to
Portal, and Set Up Basic Wireless Networks.
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You can view the hame, download limit, and upload limit in the list.

NAME Download Limit Upload Limit ACTION
Default Unlimited Unlimited D/
Limit-Day 20000 Kbps 20000 Kbps 4 W
Limit-Night 50000 Kbps 50000 Kbps @ W

Showing 1-3 of 3 records L4 1 > 10 /page v Go To page: m

-+ Create New Rate Limit Profile

To view, edit or delete the rate limit profile, click the icon in the Action column.

&J’ View and edit the parameters in the entry. You cannot change the type when editing the entry.

‘@' Delete the entry.
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& 7 Authentication

Authentication is a portfolio of features designed to authorize network access to clients, which
enhances the network security. Authentication services include Portal and RADIUS Profile, covering
the needs to authenticate both wired and wireless clients.

7.1 Portal

Overview

Portal authentication provides convenient authentication services to the clients that only need
temporary access to the network, such as the customers in a restaurant or in a supermarket. To
access the network, these clients need to enter the authentication login page and use the correct login
information to pass the authentication. In addition, you can customize the authentication login page
and specify a URL which the authenticated clients will be redirected to.

Portal authentication takes effect on SSIDs and LAN networks. APs authenticate wireless clients which
connect to the SSID with Portal configured, and the gateway authenticates wired clients which connect
to the network with Portal configured. To make Portal authentication available for wired and wireless
clients, ensure that both the gateway and APs are connected and working properly.

The controller provides several types of Portal authentication:

®  Simple Password
With this authentication type configured, clients are required to enter the correct password to pass
the authentication. All clients use the same password which is configured in the controller.

®  Hotspot

With this authentication type configured, clients can access the network after passing any type of
the authentication:

e Voucher

Clients can use the unique voucher codes generated by the controller within a predefined time
usage. Voucher codes can be printed out from the controller, so you can print the codes and
distribute them to your costumers to tie the network access to consumption.

e  Form Auth

Clients are required to fill in a survey created by the network administrator to pass the
authentication. It can be used for collecting feedback from your clients.

Portal authentication can work with Access Control Policy, which grant specific network access to the
users with valid identities. You can determine that the clients which didn't pass Portal authentication
can only access the network resources allowed by Access Control Policy.

m  Pre-Authentication Access

Pre-Authentication Accessallows unauthenticated clientsto access the specific networkresources.
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m  Authentication-Free Client

Authentication-Free Clients allows the specific clients to access the specific network resources
without authentication.

Create New Portal

1. Select a site from the drop-down list of Organization. Go to Settings > Authentication > Portal.

2. On Portal tab, click Create New Portal. Specify the portal name and enable Portal.

Create New Portal

Portal Name:

Partal: . Controller Online Required.
S5ID: Please Select. ..

Authentication Type: Simple Password

Paszword:

Authentication Timeout : & Hours

HTTPS Redirection: Enable (i)

Landing Page: (i) (@ The Original URL

The Promotional URL

3. Select the SSIDs and LAN networks for the portal to take effect. The clients connected to the
selected SSIDs or LAN networks will have to log into a web page to establish verification before
accessing the network.

4. Select the Authentication Type and configure authentication settings.

®  Simple Password
Password Specify the password for the portal.

Authentication Timeout Select the login duration. Clients will be off-line after the authentication timeout.

m  Hotspot

Type Select one or more authentication types according to your needs. Clients can access
the network after passing any type of the authentication.

With different types of Hotspot selected, configure the related parameters.
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¢ Voucher Portal

Voucher Select Voucher and click Voucher Manager to manage the voucher codes.

Refer to Vouchers for detailed information about how to create vouchers.

¢ Form Authentication

Select Form Auth and click + Create New Survey in the Form Authentication section. Then follow
the on-screen instructions to create a survey by adding the type and number of questions you
need. You can click Preview to view how the survey looks like on website and phone.

Click Publish and then the created survey can be used for form authentication. A survey cannot
be edited after it is published.

Survey Name Specify a name for the survey for identification.

Duration Specify how long clients can use the network after they pass the form
authentication.

Created surveys will be displayed for you to choose for the form authentication.

(Optional) Portal Customization

When creating or editing a portal entry, you can customize the Portal page in the Portal Customization
section.

@ Note:

Portal Customization is not available when you configure external authentication types.
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Portal Customization

Default Language:

Background:

Logo:

Logo Size:

Logo Position:

Input Box Color:

Input Text Color:

Button Color:

Button Text color:

Button Position:

Button Text:

Welcome Information

Terms of Service:

Copyright:

English

Salid Color

(@ Picture

Enable

@ | # 000000
® | #0492eb

Log In

Enable

Enable

Enable

Show Redirection Countdown Enable

After Authorized:

100%

100%

100%

100%
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Default Language

Background

Logo

Logo Size/

Logo Position

Input Box Color/

Input Text Color

Button Color/

Button Text Color

Button Position

Button Text

Welcome Information

Terms of Service

Copyright

Show Redirection
Countdown After
Authorized

Select the default language displayed on the Portal page. The controller automatically
adjusts the language displayed on the Portal page according to the system language
of the clients. If the language is not supported, the controller will use the default
language specified here.

Select the background type.

Solid Color: Configure your desired background color by entering the hexadecimal
HTML color code manually or through the color picker.

Picture: Click and select a picture from your PC as the background.

Click to show the logo on the portal page.

Adjust the logo size and position on the Portal Page.

(For cetain anthentication types) Configure your desired background and text color for
the input box by entering the hexadecimal HTML color code manually or through the
color picker.

Configure your desired background and text color for the button by entering the
hexadecimal HTML color code manually or through the color picker.

Select the button position on the Portal Page.
Enter the text for the button.

Click the checkbox and enter text as the welcome information.

You can specify the desired text font size and configure the text color by entering the
hexadecimal HTML color code manually or through the color picker.

Click the checkbox and enter text as the terms of service in the following box. Click
Add Terms to enter the name and context of the terms which will appear after a client
clicks the link in Terms of Service.

Click the checkbox and enter text as the copyright in the following box.

You can specify the desired text font size and configure the text color by entering the
hexadecimal HTML color code manually or through the color picker.

When enabled, the system will show the portal’s redirection countdown.
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(Optional) Access Control

On Access Control tab, you can configure access control rules if needed.
Access Control

Pre-Authentication Access: Enable (1)

Pre-Authentication Access List:

@ Add
TYPE INFORMATION ACTION
(i) No Pre-Authentication Access entries have been configured.
Authentication-Free Client: Enable (1)
Authentication-Free Client List
@ Add
TYPE INFORMATION ACTION
(i) No Authentication-Free Client have been configured.
oy [T
Pre-Authentication Click the checkbox to enable Pre-Authentication Access. With this feature enabled,
Access unauthenticated clients are allowed to access the subnets and web resources
specified in the Pre-Authentication Access List below.
Pre-Authentication Click () Add to configure the IP range or URL which unauthenticated clients are
Access List allowed to access.
Authentication-Free Click the checkbox to enable Authentication-Free Policy. With this feature enabled,
Policy you can allow certain clients to access the internet without Portal authentication.
Authentication-Free Click (¥ Add and enter the IP address or MAC address of Authentication-Free clients.
Client List
7.2 RADIUS Profile
Overview

RADIUS (Remote Authentication Dial In User Service) is a client/server protocol that provides for the
AAA (Authentication, Authorization, and Accounting) needs in modern IT environments.

In authentication services, network devices operate as clients of RADIUS to pass user information
to designated RADIUS servers. A RADIUS server maintains a database which stores the identity
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information of legal users. It authenticates users against the database when the users are requesting
to access the network, and provides authorization and accounting services for them.

A RADIUS profile records your custom settings of a RADIUS server. After creating a RADIUS profile, you
can apply it to multiple authentication policies like Portal, saving you from repeatedly entering the same
information.

Configuration

To create a new RADIUS profile, follow these steps:

1. Select a site from the drop-down list of Organization. Go to Settings > Authentication > RADIUS
Profile.

2. Click Create New RADIUS Profile. Configure the parameters and save the settings.
Create New RADIUS Profile
Name:

VLAN Assignment: Enable VLAN Assignment for Wireless Network (3)

Authentication Server 1

Authentication Server IP:

Authentication Port: 1812

=

-655335)
Authentication Password |

(f) Add New Authentication Server

RADIUS Accounting : Enable
Name Enter a name to identify the RADIUS profile.
VLAN Assignment This feature allows the RADIUS server to place a wireless user into a specific VLAN

based on the credentials supplied by the user. To use the feature, you should create
the specific VLAN first. And the user-to-VLAN mappings must be already stored in the
RADIUS server database.

Note:

1. VLAN Assignment is not currently supported when a client is authenticated by Portal with
External RADIUS Server or RADIUS Hotspot.

2. VLAN Assignment is applicable only when the device supports the feature. To make this feature
work properly, itis recommended to upgrade your devices to the latest firmware version.

Authentication Server Enter the IP address of the authentication server.

IP

Authentication Port Enter the UDP destination port on the authentication server for authentication
requests.

Authentication Enter the password that will be used to validate the communication between network

Password devices and the RADIUS authentication server.
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RADIUS Accounting

Interim Update

Interim Update Interval

Accounting Server IP

Accounting Port

Accounting Password

Click the checkbox to enable RADIUS Accounting to meet billing needs. This feature is
only available for APs with Portal to account for wireless clients.

Click the checkbox to enable Interim Update. By default, the RADIUS accounting
process needs only start and stop messages to the RADIUS accounting server. With
Interim Update enabled, network devices will periodically send an Interim Update

(a RADIUS Accounting Request packet containing an “interim-update” value) to the
RADIUS server. An Interim Update updates the user's session duration and current
data usage.

Enter an appropriate interval between the updates of users' session duration and
current data usage.

Enter the IP address of the RADIUS accounting server.

Enter the UDP destination port on the RADIUS server for accounting requests.

Enter the password that will be used to validate the communication between network
devices and the RADIUS accounting server.
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& 8 Services

Services provide convenient network services and facilitate network management. You can configure
servers or terminals in DDNS, SNMP, and SSH, and more.

8.1 Dynamic DNS

Overview

WAN IP Address of your gateway can change periodically because your ISP typically employs DHCP
among other techniques. This is where Dynamic DNS comes in. Dynamic DNS assigns a fixed domain
name to the WAN port of your gateway, which facilitates remote users to access your local network
through WAN Port.

Let's illustrate how Dynamic DNS works with the following figures.

Before:

* WAN IP Address can change periodically, if it's dynamically assigned by the ISP using DHCP among other techniques.
* Remote User doesn't know what WAN IP Address is exactly at the moment, and cannot access Local Network.

WAN IP Address changes:

Not sure about WAN IP Address. 2020/05/27:172.217.174.196
Can't access Local Network. 2020/05/28:172.217.174.208
WAN Port LAN Port
@ @ Local Network
Gateway

Remote User

After:

* Remote User can simply use Domain Name to access Local Network through WAN Port.
In this example, Domain Name is mysite.ddns.net.

Service Provider

Domain Name is constant:
2020/05/27: mysite.ddns.net
2020/05/28: mysite.ddns.net

Use Domain Name
(mysite.ddns.net)
to access Local Network.

WAN Port LAN Port
@ Local Network

Gateway

Remote User
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Prerequisite:

* Choose one Service Provider from the five that the controller supports, i.e. DynDNS, No-IP, Peanuthull, Comexe, Custom.
* Register at your Service Provider, then you get your Username and Password.

¢ Get your Domain Name from your Service Provider.

How Dynamic DNS works:

© Gateway informs Service Provider of WAN IP Address.

@ Service Provider binds WAN IP Address with Domain Name and keeps it updated as WAN IP Address changes.

® Remote User requests for WAN IP Address by sending Domain Name to Service Provider.

O Service Provider replies with WAN IP Address, which Remote User actully uses to access Local Network through WAN Port.

® Dynamic DNS Binding:
2020/05/27:172.217.174.196 -> mysite.ddns.net
2020/05/28:172.217.174.208 -> mysite.ddns.net
Service Provider
WAN IP Address changes:
2020/05/27:172.217.174.196
(3 1) 2020/05/28:172.217.174.208
. el
WAN Port LAN Port
@ Local Network
Gateway

Remote User

Configuration

Select a site from the drop-down list of Organization. Go to Settings > Services > Dynamic DNS. Click +
Create New Dynamic DNS Entry, to load the following page. Configure the parameters and click Create.

Create New Dynamic DNS Entry (i)

Service Provider: DynDNS

Status: Enable

Interface:

Usermname: Go To Register @
Password: {

Domain Name:

Update Interval

o= NI
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Service Provider

Status

Interface

Username

Password

Domain Name

Update Interval

Update-URL

8.2 SNMP

Overview

Select your service provider which Dynamic DNS works with.
Enable or disable the Dynamic DNS entry.
Select the WAN Port which the Dynamic DNS entry applies to.

Enter your username for the service provider. If you haven't registered at the service
provider, click Go To Register.

Enter your password for the service provider.

Enter the Domain Name which is provided by your service provider. Remote users can use
the Domain Name to access your local network through WAN port.

Specify the update interval to report the changes of the WAN IP address for the DDNS
service.

When choosing Custom as the Dynamic DNS Service Provider, you will need to enter the URL
provided by your DDNS service provider in format of "http://[USERNAME].[PASSWORD]@
api.cp.easydns.com/dyn/tomato.php?hostname=[DOMAIN]&myip=[IP]". The gateway will
automatically update user information to the service provider.

SNMP (Simple Network Management Protocol) provides a convenient and flexible method for you
to configure and monitor network devices. Once you set up SNMP for the devices, you can centrally
manage them with an NMS (Network Management Station).

The controller supports multiple SNMP versions including SNMPv1, SNMPv2c and SNMPv3.

@ Note:

If you use an NMS to manage devices which are managed by the controller, you can only read but not write SNMP objects.
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Configuration

Select a site from the drop-down list of Organization. Go to Settings > Services > SNMP and configure
the parameters. Then click Apply.

SNMPv1 & SNMPv2c

SNMPv1 & SNMPv2e:

Community String:

SNMPv3

SNMPv3:

Username:

Password:

SNMPv1 & SNMPv2c

Community String

SNMPvV3

Username

Password

8.3 SSH

Overview

Enable or disable SNMPv1 and SNMPv2c globally.

With SNMPv1 & SNMPv2c enabled, specify the Community String, which is used as a
password for your NMS to access the SNMP agent. You need to configure the Community
String correspondingly on your NMS.

Enable or disable SNMPv3 globally.

With SNMPv3 enabled, specify the username for your NMS to access the SNMP agent. You
need to configure the username correspondingly on your NMS.

With SNMPv3 enabled, specify the password for your NMS to access the SNMP agent. You
need to configure the password correspondingly on your NMS.

SSH (Secure Shell) provides a method for you to securely configure and monitor network devices via a
command-line user interface on your SSH terminal.

(M Note:

If you use an SSH terminal to manage devices which are managed by the controller, you can only get the User privilege.
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Configuration

Select a site from the drop-down list of Organization. Go to Settings > Services > SSH. Enable SSH
Login globally and configure the parameters. Then click Apply.

S8H

SSH Login: .

S3H Server Port: 22 (22 or 1025-65535)
Layer 3 Accessibility: Enable -G:.

Apply Reset

SSH Server Port Specify the SSH Sever Port which your network devices use for SSH connections. You

need to configure the SSH Server Port correspondingly on your SSH terminal.

With this feature enabled, the SSH terminal from a different subnet can access your devices
Layer 3 Accessibility via SSH. With this feature disabled, only the SSH terminal in the same subnet can access
your devices via SSH.

8.4 IPTV

Overview

IPTV includes two sections: IGMP and IPTV. In IGMP settings, you can enable IGMP proxy to detect
multicast group membership information and thus the gateway is able to forward multicast packets
based upon the information. IPTV settings allows you to enable Internet/IPTV/Phone service provided
by your ISP.
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Configuration

1. Select a site from the drop-down list of Organization. Go to Settings > Services > IPTV > IGMP,
configure the parameters. If you want to configure the IPTV settings, go to next step; if you don't
want to configure the IPTV settings, click Apply.

IGMP Proxy: o
IGMP Version: V2
IGMP Interface: FPlease Select. ..
IGMP Proxy Enable IGMP Proxy.
IGMP Proxy sends IGMP querier packets to the LAN ports to detect if there is any
multicast member connected to the LAN ports.
IGMP Version Select the IGMP version as V2 or V3. The default is IGMP V2.
IGMP Interface Select the WAN port on which the IGMP Proxy takes effect.

2. Goto Settings > Services > IPTV > IPTV, enable the IPTV features and choose the mode as Bridge
or Custom according to your ISP. Then configure the corresponding parameters. Click Apply.
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Note that the IPTV section will be hidden if your device is an earlier version that does not support
this feature.

IPTV
IPTV: .
Mode: (@ Bridge
Custom (i)
WAN Port :
WAN/LANI: Internat
WAN/LANA : Internat
WAN/LANS - Internst
WAN/LANG : Internat
IPTV Enable IPTV feature.
Mode Select the appropriate Mode according to your ISP.
Bridge: Select this mode if your ISP requires no other parameters.
Custom: Select this mode if your ISP provides necessary parameters, and configure
the parameters according to the requirements of your ISP.
WAN Port Select the WAN port on which the IPTV settings take effect.
WAN/LAN Select the service supported by the specific LAN port.
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This chapter guides you on how to monitor the network devices, clients, and their statistics. Through
visual and real-time presentations, the Controller keeps you informed about the accurate status of the
managed network. This chapter includes the following sections:

e 1 View the Status of Network with Dashboard

e 2 Monitor the Network with Map

e 3 View the Statistics During Specified Period with Insights

e 4 Viewand Manage Logs

e 5 Monitor the Network with Tools
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¥ 1 View the Status of Network with Dashboard

1.1 Page Layout of Dashboard

Dashboard is designed for a quick real-time monitor of the site network. An overview of network
topology is at the top of Dashboard, and the below are widgets that illustrate the traffic status of

wireless networks and clients in the site.

1°tp-link Festa  Festa Controller_TEST

& ISP Load
? ® J— =
@ Capacity Not Set 1 1 2 0 0
Intemat Capacity (2} Gateway Switches APs Clients Guests
La
) Most Active EAPs Sechll> Most Active SSIDs
° L] Festa F65(US) v1.0 0 ® Test2
Alerts (D See All Most Active Clients
4 Nerts
20240510 (&) Festa FR365 v1.0 was disconnected.
= 20zesie @ Festa FS308GP v1.0 was disconnected.
20240519 (@ Festa F52(EU) v1.0 was disconnected.
o No clients found.
20240510 {5) Festa FE5(US) v1.0 was disconnected.

Topology Overview

Topology Overview on the top shows the numbers of devices, clients and guests.

ISP Load

2 e @
Capacity Not Set 1 1 2
Intemet Capacity [ Gateway Switches APs

Organization:  UG_TEST .

Client

0.00 Bytes

Ses All

=] =
0 0
Clients Guests

You can hover the cursor over the gateway, switch, AP, client, or guest icons to check their status. For

detailed information, click the icon here to jump to the Devices or Clients section.

1
Switches

Total Switches

1
Connected 1
Wired Clients 0
Total Ports 8
Available Ports 6
Power Consumption 4.1
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1.2 Explanation of Widgets

The widgets are divided into four parts: Most Active EAPs, Most Active SSIDs, Alerts, and Most Active
Clients. These widgets use lists and charts to illustrate the traffic status of wireless networks and
clients in the site. You need to manually refresh the page to update the statistics shown on the widgets.

m  Most Active EAPs

The widget can display 15 most active EAPs in the site based on the total number of traffic within
the time range. Only the devices that has been adopted by the controller will be displayed.

To view all the devices discovered by the controller, click See All to jump to the Devices section. You
can also click the traffic number in the widget to open the device's Properties window for further
configurations and monitoring. For details, refer to Manage, Configure, and Monitor Devices.

Most Active EAPs SeeAll »
®202
‘ ® o, 202 842.17 GB (11.03%)
® 708 833.62 GB (10.92%)
7.46 TB 402 759.76 GB (9.95%)
Total Traffic 208 678.78 GB (8.89%)

° 611 665.77 GB (8.72%)
” o 314 652.88 GB (8.55%)

m  Most Active SSIDs

On Traffic tab, the widget can display 5 most active SSIDs in the site based on the total number of
traffic within the time range, while other SSIDs will be merged into Others.

Most Active SSIDs Client
@ Host 216.96 MB (99.21%)
®5 1.32 MB (0.60%)
218.69 MB 1 359.84 KB (0.16%)
Total SSID Traffic 2 54.84 KB (0.2%)
@ Guest 6.44 KB (0.0%)
@ Others 0.00 Bytes (0.1%)
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On Client tab, the widget displays the number of clients connected to the corresponding SSIDs.

For details, refer to Configure Wireless Networks.

Most Active SSIDs Traffic

1

® Host 1(100.00%)
Total Clients

Alerts

The Alerts widget displays the total number of unarchived alerts happened in the site and details
of the latest five. To view all the alerts and archive them, click See All to jump to Log > Alerts. To
specify events appeared in Alerts, go to Log > Notifications and configure the events as the Alert
level. For details, refer to View and Manage Logs.

Alerts (O See All =

4 Alerts

® 3024-05-10 & Festa FR365 v1.0 was disconnected.
® 320240610 (@) Festa FS308GP v1.0 was disconnected.
® 20240518 &) Festa F52(EU) v1.0 was disconnected.

® 20240518 (5 Festa FE5(US) v1.0 was disconnected.

Most Active Clients

The widget can display 15 most active clients. Only the clients in the connected status currently
will be displayed.

To view all the clients connected to the network, click See All to jump to the Clients section. You
can also click the traffic number in the widget to open the client’'s Properties window for further
configurations and monitoring. For details, refer to Manage Wired and Wireless Clients in Clients
Page.

Most Active Clients See All =
+  40-AE-30-B3-60-E8 171.53 MB
+  ANA-ANOO — 21.57 MB
+  AA-D7-E2-E2-75-1F 0
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¥ 2 Monitor the Network with Map

With the Map function, you can look over the topology and device provisioning of network in Topology,
and customize a visual representation of your network in Heat Map.

2.1 Topology

Go to Map > Topology, and you can view the topology generated by the controller automatically. You
can click the icon of devices to open the Properties window. For detailed configuration and monitoring
in the Properties window, refer to Manage, Configure, and Monitor Devices.

For a better overview of the network topology, you can control the display of branches and the size of
the diagram, and view the link labels. You need to manually refresh the page to update the topology.

tp-link Festa Festa Controller_TEST Organization:  UG_TEST :'

Qo
ao

ohs Topology [ Heat Map Q Last updated: 2024-Jun-04 01:40pm

> @ O &5 @ 8

||||||

m  Display of Branches

The default view shows the all devices connected by solid and dotted lines. Click the nods @ to
unfold or @ to fold the branches.

m  Diagram Size

Click the icons at the right corner to adjust the size of the topology and view the legends.

Click to show internet traffic of mesh APs on the topology.

Click to fit the topology to the web page.

Click to zoom in the topology.

Click to zoom out the topology.
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Click to download the topology in the .png format.

m Link Labels

Link labels on the topology display the link status. Information on the labels varies according to the
link connections.

-> #2 (For the WAN port of gateway connected to the Internet) Displays the port name,
1000FDX link speed and duplex type.
#16<->#1 (For simple wired connections) Displays the connected port number, link speed,
_— and duplex type. Note that only the switch's port number can be displayed in the
1000FDX label.
-> LAG 1#4,5 <-> LAG 2#7.8 (For Link Aggregation) Displays the LAG ID, port number of LAG members, LAG
1000 FDX speed, and duplex type.
100% (-36dBm) (For wireless connection of APs) Displays the RSSI (displayed in percentage and
--------- dBm).
2.2 Heat Map

Go to Map > Heat Map, and a default map is shown as below. You can upload your local map images and
add devices and different types of walls to customize a visual representation of your network.

Heat Map:  Default = ® [ Opacty 100% lcon: | Big % @ @ Edit m
24GHz | 5GHz-1 | 5GHz2 | 6 GHz

Click the following icons to add, edit, and select the map. After selecting a map, click and drag in the
devices from the Devices list to place it on the map according to the actual locations.

Map: | TP-Link Click to select a map from the drop-down list to place the devices.
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Opacily: emm—) 100%

lcon: | Small

®
e

10.73m

&

Configuration

Click to edit maps in the pop-up window.
Click D/ to edit the description and layout of the map.
Click [E] to copy the layout of the map.

Click '@' to delete the map. Note that the map cannot be deleted when
there is only one map.

Click to add a map. In the pop-up window, enter the description, select the
layout, and upload an image in the .jpg, .jpeg. .gif, .png, .bmp, .tiff, or .dxf
format.

Adjust the opacity of the map.
Click to select the icon size displayed on the map.

Click to use the selection tool to select the elements including walls and
devices on the map.

Click to use the measurement tool. Draw a line on the map to measure the
actual distance according to the map scale.

Click to edit the elements including walls and devices on the map.

Click to simulate the network heat map.

Note: It is required to click Simulate to generate a new heat map after
editing elements on the map.

Click to fit the map to the web page.
Click to zoom in the map.
Click to zoom out the map.

Click to set the map scale. Draw a line on the map by clicking and
dragging, and then define the distance of the line.

Click to set the default height of the added devices and the information
displayed on the map.

To generate a visual representation and heat map of your network, follow these steps:

1) Add a map and configure the general parameters for the map.

2) Add devices and walls, and configure the parameters.
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3) View simulation results.

1. Go to Map > Heat Map and click @ to add a new map. Then click Add.

Add Map

@ 1. Provide a description for the map and browse for an image on your computer.
2. The imported image should be less than 8M.

Description:

Layout:

Upload an image:

Cancel

(@) Indoors
() Outdoors

| Open-Plan Space (Office, Factor |

*ipg."jpeg,”gif“png,~bmp*4f... | [ A, Browse

Description

Layout

Upload an image

Enter a description for the map.

Select the general layout of the map, which will make the simulation more
accurate.

Upload the map in the .jpg. .jpeg. .gif, .png, .omp, .tiff, .dxf format.

2. Click —™™™ . on the upper right to set a map scale. Draw a line on the map by clicking and
dragging, and then define the distance of the line.

216



Monitor the Network

3. Click © to set the default height of the added devices and the information displayed on the map.

Then click Confirm.

Settings

Default Height Display Information

Ceiling Mounting: 28
Desktop: 1

Wall Plate Mounting: 0.3
Wall Mounting: 26
Qutdoors: 10

= [

m

m

m

m

m

(0-50, default 2.8)

{0-50, default 1)

(0-50, default 0.3)

(0-50, default 2.6)

(0-200, default 10)

Settings

Default Height  Display Information

Display Information: Devices Name
[ MAC

[P

[ | Status

[] Model

[ | Wersion

[ ] Uptime

[ ] Clients

[ | Traffic

[ | Channel

[] Transmission Power

[] Height

Default Height
device later.

Display Information

Select the information you want to see on the map.

Specify the default height for devices. You can change the height for individual
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Add Map Add Devices and Walls View Results

1. Click to enter the editing status of the map.

2. Click [ on the upper left, and the list of adopted devices and virtual devices will appear. Drag the
devices to the desired place on the map.

& Topology  (IJ Heat Map

(& B2 opacuy; 100% Icon: | Big

Add Wireless Devices <

Add adopted or virtual devices to the map.

Adopted Devices Virtual Devices

Name, Model or Tag Q [} -

| | | FestaFR385v1.0

Festa F52(EU) v1.0 P— FGS(US) V1.0 i, ‘ =

Festa F65(US) v1.0

1 R
o 12
£ [
[ NN
AIA]

3. Click E—? on the upper left. Select a type of wall/lobstacle area and then start drawing on the map.
Left click to start and right click / hit Enter to end.

You can also edit the details parameters of the walls and obstacles, delete, and add walls. Adding
correct obstacles will increase the accuracy of simulation results.

4% Topology (U Heat Map

(& B} Opaciy 100% lcon: | Big

Add Wall <

Select a type of wallobstacle area and then start
drawing on the map. Adding correct obstacles will
inCrease the accuracy of simulation results. Left click
to start and right click / hit Enter to end_

® BrickW... Zw

@ Brick W... A

Woode... Festa F65(US) v1.0

3 i Festa FE5(US) v1.0
® Synthet [ 5
— A==
® Asbest... J » A . a

o | ]
® Glazed .. = -
" Festa FR365 v1.0 P

o eks.. [ Fesiarrsssvi.o |

Fista FR355 V1.0 Lﬂ-[AlA
oL
<1z dl
55, VTV
ZNEN|

-+ Add New Wall

4, Clickm to exit the editing status of the map.
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(@ Note:

Itis required to click Simulate to generate a new heat map after editing elements on the map.

Clickm to generate the heat map. You can adjust the receiver sensitivity, show signal strength,
and view the simulation results according to your needs.

S5 & Topoogy U HeatMap o+ - | e
m ; =
@ s - .
on S S Shovsmision <@ (3[40 56
&
< >
@

Show Signal Strength: | Enable the featurg, and you can move the cursor to view the signal
strength of a specific location.

Show Simulation: . Enable or disable the display of simulation results on the map.
m| Select 2.4GHz or 5GHz to view the simulation results of the band.
A Click and follow the instruction to specify an area to view the signal
= strength and the corresponding percentage.
—_— ® Adjust the receiver sensitivity, and the new settings will take effect after
Strong Receiver sensitivity: -60 dBm Weak

refreshing the simulation.
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¥ 3 View the Statistics During Specified Period with Insights

In the Insights page, you can monitor the site history of portal authorizations and the VPN status.

3.1 Past Portal Authorizations
In Past Portal Authorization, a table lists all clients that passed the portal authorization before.

In the table, you can view the client's name, MAC address, authorization credential, authorization time,
and the SSID/network it connected to. For detailed monitoring and management, refer to Manage Client
Authentication in Hotspot Manager.

.|° tp-link Festa Festa Controller_TEST Organization:  UG_TEST e
g Past Portal Authorizations VPN Status
@ NAME MAC ADDRESS AUTHORIZED BY START TIME SSIDiNetwork
E 40-3F-8C-5A-F0-95 40-3F-8C-5A-F0-95 Simple Password May 24, 2024 06:51:59 am WNTEST
| Showing 1-10f 1records < 1 > 25/ page Go To page

A search bar and a time selector are above the table for searching and filtering.

Search Name or MAC Address QU Enter the client name or MAC address to search the clients.

Filter the clients based on Start Time.

Start date - End date
Click the selector to open the calendar. Click a specific date twice in the calendar to
display the clients authorized on the day. To display the clients authorized during a
time range, click the start date and end date in the calendar.
3.2 VPN Status

In VPN Status, a table displays the existing VPN tunnels and corresponding information.

Past Portal Authorizations VPN Status

| 1Psec veN | openverPPTRILZTP

NAME SPI DIRECTION TUNNEL ID DATA FLOW PROTOCOL AHAUTHENTICATION ~ ESP AUTHENTICATION  ESP ENCRYPTION ACTION
to_B1_8411 3279418188 in Eg f:z fg: :g Eigi g gg: EsP = MD5 3DES @
to_B1_8411 3426015638 out Eg f:g fi; :2 1;? sj_g gg: EsP - MD5 3DES. @
to_B3_G611 3391733224 in Eg ﬁj ;335043 giii g gg: ESP - SHA1 AES-256 @
to_B3 G611 3239733569 out 1;2 igj 23350“ 1;2 ;g g g:;: Esp - SHA1 AES-256 @

showing 1-4ofdrecords < 1 > 10 Go To page

A tab is above the table for filtering. You can also click the icons for quick operation.

. o Click the tab to filter the routing information listed in the table.

When you select OpenVPN/PPTP/L2TP, you can further choose Server or Client.
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(4

Click to configure the entry.

(Only for OpenVPN/PPTP/L2TP) Filter the entries.

(Only for OpenVPN/PPTP/L2TP) Click to terminate the VPN tunnel.

(Only for OpenVPN/PPTP/L2TP) Click to choose more listed information to be
displayed in the table.

The listed information of IPsec VPN table is explained as follows.

Name

SPI

Direction

Tunnel ID

Data Flow

Protocol

AH Authentication

ESP Authentication

ESP Encryption

IPsec VPN | OpenVPN/IPPTPIL2TP

Display the name of the IPsec VPN entry.

Display the Security Parameter Index of VPN.

Display the direction of the VPN process.

Display the local and remote IP address/name. The arrow indicates the traffic direction.

Display local and remote subnet. The arrow indicates the direction.

Display the authentication and encryption protocol of the entry.

Display checksum algorithms of the entry.

Display the algorithms for ESP authentication.

Display the algorithms for ESP encryption.

USER INTERFACE
I2tpServer WAN
pptpServer WAN

Showing 1-2 of 2 records

Server Client
TYPE LOCALIP REMOTE LOCAL IP DNS UPTIME ACTION
L2TP Server (Client) 192.168.11.1 192.168.11.2 BBBB ih -9
PPTP Server (Client) 192.168.10.1 182.168.10.2 8888 3h -®
25/ page Go To page:

The listed information of OpenVPN/PPTP/L2TP (Server) table is explained as follows (some information
listed below is hidden by default). You can further filter the entries based on their type.

User

Interface

Display the username of the remote user.

Display the interface that the traffic goes through.
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Type Display the connection type.

Local IP Display the local IP address of the VPN tunnel.

Remote Local IP Display the IP address of the remote user of the VPN tunnel.
DNS Display the DNS address of the VPN tunnel.

Download Pkts Display the amount of data downloaded as packets.
Download Bytes Display the amount of data downloaded as bytes.

Upload Pkts Display the amount of data uploaded as bytes.

Upload Bytes Display the amount of data uploaded as bytes.

Uptime Display the time duration that the VPN tunnel has been active.

IPsec VFN | OpenVPN/PPTPIL2TP Server | Client |

USER INTERFACE TYPE LOCALIP REMOTE LOCAL IP DNS UPTIME ACTION

I2tpServer WAN L2TP Server (Client) 192.168.11.1 192.168.11.2 B8.E8 3h -S

pptpServer WAN PPTP Server (Client) 192.168.10.1 182.168.10.2 8888 3h -®
Showing 1-2 of 2 records 1 25/ page Go To page:

The listed information of OpenVPN/PPTP/L2TP (Client) table is explained as follows (some information
listed below is hidden by default). You can further filter the entries based on their type.

Interface Display the interface that the traffic goes through.

Tunnel Display the name of the VPN client.

Type Display the connection type.

Remote Local IP Display the IP address of the remote user of the VPN tunnel.
DNS Display the DNS address of the VPN tunnel.

Download Pkts Display the amount of data downloaded as packets.
Download Bytes Display the amount of data downloaded as bytes.
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Upload Pkts Display the amount of data uploaded as bytes.
Upload Bytes Display the amount of data uploaded as bytes.
Uptime Display the time duration that the VPN tunnel has been active.
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¥ 4 View and Manage Logs

The controller uses logs to record the activities of the system, devices, users and administrators,
which provides powerful supports to monitor operations and diagnose anomalies. In the Logs page,
you can conveniently monitor the logs in Alerts and Events, and configure their notification levels in
Notifications.

Alllogs can be classified from the following four aspects.

Occurred Hierarchies

Two categories in occurred hierarchies are Controller and Site, which indicate the log activities
happened, respectively, at the controller level and in the certain site. Only Main Administrators can
view the logs happened at the controller level.

Notifications

Two categories in notifications are Event and Alert, and you can classify the logs into them by
yourself.

Severities

Three levels in severities are Error, Warning, and Info, whose influences are ranked from high to low.

Contents

Four types in contents are Operation, System, and Device, which indicate the log contents relating
to.

4.1 Alerts

Alerts are the logs that need to be noticed and archived specially. You can configure the logs as Alerts
in Notifications, and all the logs configured as Alerts are listed under the Alerts tab for you to search,
filter, and archive.

L Alerts () Events  f}t Notifications May 06,2024 - May 13, 2024

Q| [[Unarchived | Archived \E @ Error | e Warning | @ Info \E Operation Device

CONTENT TIME & ARCHIVE ALL
[F AB-42-A1-8B-TB-CB was disconnected May 13, 2024 0425:00 pm =
@ AB-42-A1-8B-TB-C8 was disconnected May 13,2024 032319 pm =
ailed]Failed to readopt A8-42-A1-8B-7B-C8 automatical May 13,2024 09:18:34 am =
Failed]Failed to readop ically. v =
[F 40-AE-30-52-49-D4 was disconnected May 12,2024 09:12:41 pm =
5 40-AE-30-9B-D7-6C was disconnected May 12,2024 08:11:51 pm =
@ 40-AE-30-81-36-23 was disconnected May 12,2024 09:11:43 pm =
[ A8-42-A1-88-7B-C8 was disconnected. May 12,2024 09:07:14 pm =
L[5 AB-42-A1-8B-7B-C8 was disconnected. May 12,2024 07:20:35 pm é
5 40-AE-30-9B-D7-6C was disconnected May 12,2024 05:09:43 pm =
[ A8-42-A1-88-TB-C8 was disconnected May 12,2024 08:58:52 am =

Select 0 of 10items ~ Showing 1-10 of 28 records ¢ 12 3 > 10 /page ~ | GoTopage:

Type. level or content Q Enter the content types, severity levels, or key words to search the logs.
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‘ Click the tabs to filter the logs listed in the table. The two tabs can take effect
narchived | Archived ]
simultaneously.

Unarchived/Archived: Click the tab to filter the unarchived and archived logs. You

All | @ Error Warning | e Info -
can click = and Archive All to archive a single log and all, respectively.
All/Errors/Warnings/Info: Click All to display logs in both Error, Warning, and Info
levels. Click Errors, Warnings or Info to display logs in Error or Warning levels only.
All/Operation/Device: Click All to display all types of logs. Click Operation or Device
| an| @ operation | L3 Device . .
to display the corresponding type of logs only.
Content Displays the log types and detailed message. You can click the device name, client

name to open its Properties window for detailed information.

Time Displays when the activity happened.

Archive All Click to archive all unarchived logs.
= Click to archive the log entry.

=
Click and select the log types to delete the corresponding alert logs. Once deleted
the archived alerts cannot be recovered.

4.2 Events

Events are the logs that can be viewed but have no notifications. You can configure the logs as Events
in Notifications, and all the logs configured as Events are listed under the Events tab for you to search
and filter.

B Alerts m it Notifications May 06,2024 - May 13, 2024
Type, level or conten Q @ Error | e Waming | e Info @ Operation | [ Device

CONTENT TIME =

[& 40-AE-30-52-49-D4 was connected. May 08, 2024 08:35:16 am

[ switch was connected May 07, 2024 07:48:56 pm

L& switch was disconnected. May 07, 2024 07:47:17 pm

[5 40-AE-30-81-38-23 was connected May 07, 2024 07:43:47 pm
[Failed]Main Administrator F*+** ‘ph@yopmail.net failed to forget 40-AE-30-52-49-Dd. May 07, 2024 07-40'51 pm

[5 40-AE-30-52-49-D4 was connected. May 07, 2024 07:06:05 pm

@ Main Administrator === ph@yopmail net forgot eap May 07, 2024 07:03:42 pm

L5 eapwas connected. May 07, 2024 05:25:51 pm

[6 40-AE-30-81-38-23 was connected May 07, 2024 05:25:25 pm

[& switch was connacted. May 07, 2024 0522:01 pm

Select 0 of 10 items ~ Showing 181-190 of 190 records < 1 15 16 17 18 19 > 10 fpage ~ Go To page:
Type. level or content Q Enter the content types, severity levels, or key words to search the logs.
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Click and select the log types to delete the corresponding event logs.

& Errors | @ Warnings | @ Info Click the tabs to filter the logs listed in the table. The two tabs can take effect
simultaneously.
[(a | @ operation | L3 Deviee All/Errors/Warnings/Info: Click All to display logs in both Error and Warning
levels. Click Errors, Warnings or Info to display logs in the corresponding level
only.

All/Operation/Device: Click All to display all types of logs. Click Operation or
Device to display the corresponding type of logs only.

Content Displays the log types and detailed message. You can click the device name,
client name to open its Properties window for detailed information.

Time Displays when the activity happened.

4.3 Notifications

In Notifications, you can find all kinds of activity logs classified by the content and specify their
notification categories as Event and Alert for the current site. With proper configurations, the controller
will send emails to the administrators when it records the logs.

Ll Alerts  [S) Events  fif Notifications
Device Reset to Default
Advaneed Features Enabled Event Alert
Management VLAN Changed Event Alert
foucher Created Event Alert
Veucher Deleted Event Alert
Form Auth Created Event Alzrt
Form Auth Deleted Ewent Alert

To specify the logs as Alert/Event, click the corresponding checkboxes of logs and click Apply. The
following icons and tab are provided as auxiliaries.

Reset to Default Click to reset all notification configurations in the current site to the default.

Click the tabs to display the configurations of corresponding log types.

Operation Device

Event Alert Enable the checkboxes to specify the activity logs as Events/Alerts, and then the
recorded logs will be displayed under the Events/Alerts tab. If both of them are
disabled, the controller will not record the activity logs.

G This icon appears when the configuration of a log is changed but has not been
applied. Click it to reset the configuration of the log to the default.
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& 5 Monitor the Network with Tools

The controller provides many tools for you to analyze your network:

®  Network Check

Test the device connectivity via ping or traceroute.

®m  Terminal

Open Terminal to execute CLI or Shell commands.

@ Note:

Firmware updates are required for earlier devices to support these tools.

5.1 Network Check
1. Inthe Site view, go to Tools > Network Check.

2. Configure the test parameters.

Network Check

Device Type: EAP

Test: Ping

Sources: Please Select. .
Destination Type: Domain/IP Address

Domain/IP Address - K

Advanced Test Settings

Packet Size: 32 (10-2000)

Count: 4 (1-100)

@ Devices which are already running commands shall not execute newly added
commands. Qutput history of device with bufer space issues shall be automatically
cleared

Device Type Select the type of device(s) to perform a test: EAP, Switch, or Gateway.
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Test Choose the Ping or Traceroute tool to test the device connectivity.

Ping: Test the connectivity between the specified sources and destination, and
measure the round-trip time.

Traceroute: Display the route (path) the specified sources have passed to reach
the specified destination, and measure transit delays of packets across an Internet
Protocol network.

Sources Select one or multiple devices to perform a test.

Destination Type Select the destination type and specify the Domain/IP Address or Client to ping. Client
is unavailable in the traceroute test or when multiple AP devices perform the ping test.

Packet Size When Test Type is Ping, specify the size of ping packets.

Count When Test Type is Ping, specify the number of ping packets.

@ Note:

. Devices which are already running commands shall not execute newly added commands.

. Output history of device with buffer space issues shall be automatically cleared.

3. Click Run to perform the test. You can view the test result in the Device Output section.

Device Output

Device List

Output for the device:

74-FE-CE-92-A3-A0

licktod load the test | I ly.
\l/ Click to download the test logs locally

LN
LK

E Zoom out and zoom in the display area.

5.2 Terminal
1. Inthe Site view, go to Tools > Terminal.

2. Configure the parameters.

Remote Control Terminal Session
Device Type Suitch

Sources . Al

Device Type Select the type of device(s) to test: EAP, Switch, or Gateway.
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Sources Select one or multiple devices to test.

3. Click Open Terminal. Now you can run CLI or Shell commands.

Sessions ra

Output for the device:

— (0FF_00.05.40 50

[«

Click to download the test logs locally.

Zoom out and zoom in the display area.

[ |
LA
N
LK

229
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This chapter guides you on how to monitor and manage the clients through the Clients page using the
clients table and the properties window and the Hotspot Manager system. To view clients that have
connected to the network in the past, refer to View the Statistics During Specified Period with Insights.
This chapter includes the following sections:

* 1 Manage Wired and Wireless Clients in Clients Page

e 2 Manage Client Authentication in Hotspot Manager
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¥ 1 Manage Wired and Wireless Clients in Clients Page

1.1 Introduction to Clients Page

The Clients page offers a straight-forward way to manage and monitor clients. It displays all connected
wired and wireless clients in the chosen site and their general information. You can also open the
Properties window for detailed information and configurations.

gg P, MAC or chann Q Wireless (13) | Wired (213)
m] USERNAME * IP ADDRESS STATUS SSID/INETWORK AP/PORT ACTIVITY DOWNLOAD SPEED DOWNLOAD UPLOAD UPTIME ACTION
©®
02-15-88-69-22-16 172.28.0.195 LAN B2L4 Port 7 0Bytes/s 0Bytes 0 Bytes 17h 43m 33s
&
O 02-50-80-C0-A3-BD 172.29.2.0 LAN3 B2L4 Port 39 0Bytes/s 0Bytes 0 Bytes 4h 40m 20s
-
2 06-61-29-58-84-B6 = LAN3 00-FF-00-38-A6-D6 Port 5 = 0Bytes 0 Bytes 17h 28m 18s
The client has not passed the portal authentication and it is not connected to the internet.
The client has been authorized and is connected to the internet.
The client is connected to internet via non-portal network.
[AUTHENTICATION-FREE | The client does not need to be authorized and it is connected to the internet.
1.2 Using the Clients Table to Monitor and Manage the Clients

To quickly monitor and manage the clients, you can customize the columns and filter the clients for a
better overview of their information. Also, quick operations and batch configuration are available.

m  Customize the Information Columns

Click : next to the Action column and you have three choices: Default Columns, All Columns, and
Customize Columns. To customize the information shown in the table, click the checkboxes of
information type.

To change the list order, click the column head and the icon ~ appears for you to choose the
ascending or descending order.

&8 ne, IP. MAC orchann Q| [ ANl (217) | wiretess (13) | wired (204)
o USERNAME IP ADDRESS STATUS SSIDINETWORK & APIPORT WIRELESS CONNECTION ACTIVITY DOWNLOAD SPEED DOWNLOAD uPL ACTION
E 172.28.0.177 CONNECTED LAN B2L4 Port 7 0Bytes/s 0Bytes 0By
E-J |
Q 172.28.0.170 CONNECTED LaN B2L4 Port 7 0Bytes/s 0Bytes 0By
» 172.28.0.103 CONNECTED LaN B2L4 Port 7. 64.14KB /s 913.95GB 66.91
172.28.0.167 CONNECTED LaN B2L4 Port 7 0Bytes/s 0Bytes 0By
& 172.30.071 CONNECTED SmartSwitch 00-1D-0F-00-00-B4 11n (2.4 GHz) @ 0Bytes/s 484MB 140 &
17230067 CONNECTED SmartSwitch 00-1D-0F-00-00-B4 11n (2.4 GHz) @ 0Bytes/s 482 MB 14.1 &
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When thisicon @ appearsinthe Wireless Connection column, it indicates the clientisin the power-
saving mode.

m  Filter the Clients

To search specific client(s), use the search box above the table. To filter the clients by their
connection type, use the tab bars above the table. For wireless clients, you can further filter them
by the frequency band and the type of connected wireless network.

Filter clients using the search box based on username, IP address, MAC address or

| Search Name, IP, MAC or channel Q ‘
channel.
Wireless (1) | Wired (1) Filter clients based on their connection type.
24GHz(0) | 5GHz @) (For wireless clients) Filter wireless clients based on the frequency band they are
using.
AI@) | Users (0) (For wireless clients) Filter wireless clients based on the type of connected wireless

network. Guests are clients connected to the guest network, which you can set during
the Quick Setup, creating wireless networks, etc.

m  Quick Operations

For quick operations on a single client, click the icons in the Action column. The available icons vary
according to the client status and connection type.

@ (With portal authentication enabled) Click to manually authorize the client that has not
passed the portal authentication.
® (With portal authentication enabled) Click to unauthorize the client that has passed the
portal authentication.
00 (For wireless clients) Click to reconnect the wireless client to the wireless network.

m  Multiple Select for Batch Configuration

To select multiple clients and add them to the Properties window, click 2 on the upper-right and
then check the boxes. When you finish choosing the clients, click Edit Selected and the chosen
client(s) will be added to the Properties window for batch client configuration.

88 Q All (217) | Wireless (13) | Wired (204 @
m Muitiple
USERNAME IP ADDRESS STATUS SSID/INETWORK + AP/PORT WIRELESS CONNECTION ACTIVITY DOWNLOAD SPEED DOWNLOAD UPL Lol seject
E A 172.28.0.177 CONNECTED LAN B2L4 Port 7 0Bytes /s 0Bytes 0By
] |
Q 172.28.0.170 CONNECTED LAN B2L4 Port 7 0Bytes /s 0Bytes 0By
}9 VIR o A e 172.28.0.103 CONNECTED LAN B2L4 Port 7 6414KB/s 913.95 GB 66.9
172.28.0.167 CONNECTED LAN B2L4 Port 7 0Bytes /s 0Bytes 0By
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1.3

Using the Properties Window to Monitor and Manage the Clients

In Properties window, you can view more detailed information about the connected client(s) and
manage them. To open the Properties window, click the entry of a single client, or click the [“ icon to
select multiple clients for batch configuration. Use the following icons for the Properties window.

Click to select multiple clients and add them to the Properties window for batch monitoring
and management.

Click to minimize the Properties window to an icon. To reopen the minimized Properties
window, click

Click to maximize the Properties window. You can also use the icon on pages other than the
Clients page.

Click to close the Properties window of the chosen client(s). Note that the unsaved

configuration for the client(s) will be lost.

The number on the lower-right shows the number of clients in the batch client configuration.

Monitor and Manage a Single Client

Monitor a Single Client

After opening the Properties window of a single client, you can view the basic information, traffic

statistics, and connection history under the Details tab.

Under the Details tab, Overview and Statistics displays the basic information and traffic statistics
of the client, respectively. The listed information varies due to the client’'s status and connection

type.

Details  Config

Crverview

MAC Address:
D2-2C-94-BE-E4-TA
P Address

152 168.0.103

Liprime

2m 485

Connected 5510
Host

Lasl Suen.

Apr 17, 2024 10:18:47 pm

Hosiname:

Al

Pz Address:

Cannested AP

T4-FE-CE-92-49-A]

Addivity Dowmload Speed:

Ois
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ol A1

Details Config

Overview

Statistics
Channel:

40 (Max)

Rx Rate:
6.00 Mbps
Power Save:

Enabled

Down Pkis/Bytes:

1704 /1.25 MB

Signal:
-39 dBm
Tx Rate:

720.00 Mbps

Activity Download Speed:

0/s
Up Pkis/Bytes:

1180 / 346.79 KB

<«

»
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®  Manage a Single Client

In Config, you can configure the following parameters:

«es 00-FF-00-28-02-B6

atails  Config

Mams

00-FF-00-28-03-B6

Rate Limit w| Enable 1)
Rate Limit

Custom
Dorwniload Lirnit [+ Enatile

0 Kbps
Upload Limit = | Enabla

0 Kops
Use Fized IF Address ) Enatie {1
Mehanork

Please Sel:
IF Address
Lock To &P [«| Enable {1}
Selact AP

ease Selec (L)

Name Specify the client's name to better identify different clients, and the name is used as
the client's username in the table on the Clients page.

Rate Limit Select an existing rate limit profile, create a new rate limit profile or customize the
rate limit for the client.

Custom: Specify the download/upload rate limit based on needs.
Note: Rate Limit on this page is only available for the clients connected to the APs.

To limit the rate of the clients connected to the gateway or switch, go to Bandwidth
Control page.

Download/Upload Limit Click the checkbox and specify the rate limit for download/upload for wireless clients
using the voucher code(s). The value of the download and upload rate can be set in
Kbps or Mbps.
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Use Fixed IP Address Click the checkbox to configure a fixed IP address for the client. With this function
enabled, select a network and specify an IP address for the client. To view and
configure networks, refer to Configure Wired Networks.

Note: A gateway is required for this function. Otherwise, you cannot set a fixed IP
address for the client.

Lock To AP Enable the function, and select one or multiple APs, then the client will be locked to

the selected APs. This feature helps prevent a static client from roaming frequently
between multiple APs.

Monitor and Manage Multiple Clients

To manage multiple clients at the same time, click 7, select multiple clients, and click Edit Selected.
Then you can configure the following parameters under the Config tab.

« Batch Client Configuration

Clients Config

Rate Limit:

Keep Existing @

IP Settings
Keep Existing

Lock To AP:
Keep Existing @

Rate Limit Select an existing rate limit profile, create a new rate limit profile or customize the rate
limit for the clients.

Keeping Existing: The rate limit of the chosen clients will remain their current settings.
Custom: Specify the download/upload rate limit based on needs.
Disabled: The rate limit of the chosen clients will be disabled.

Note: Rate Limit on this page is only available for the clients connected to the APs. To limit
the rate of the clients connected to the gateway or switch, go to Bandwidth Control page.

Download/Upload Limit Click the checkbox and specify the rate limit for download/upload for wireless clients
using the voucher code(s). The value of the download and upload rate can be set in Kbps
or Mbps.
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IP Setting Keeping Existing: The IP setting of the chosen clients remains their current settings.

Use DHCP: The IP addresses of the clients is automatically assigned by the DHCP server,
such as the Layer 3 switch and the gateway.

Use Fixed IP Address: Select a network and assign fixed IP addresses to the chosen
clients manually. To view and configure networks, refer to Configure Wired Networks.
Note that a gateway is required for this function. Otherwise, you cannot set fixed IP
addresses for the chosen clients.

Lock To AP Lock to AP helps prevent static clients from roaming frequently between multiple APs.
Keeping Existing: Keep the current settings of the chosen clients.
Disabled: Disable Lock to AP of the chosen clients.

Enable: Enable Lock to AP, and select one or multiple APs, then the chosen clients will be
locked to the selected APs.

You can view their names and IP addresses in the Clients tab and remove client(s) from Batch Client
Configuration by clicking X in the Action column.

-+» Batch Client Configuration

Clients Config

Client .
Name IP Address Action

Phone 192.168.0.142 )4

D iPad 192 168.0.143 X

Showing 1-2 of 2 records { 1 >
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¥ 2 Manage Client Authentication in Hotspot Manager

Hotspot Manager is a portal management system for centrally monitoring and managing the clients
authorized by portal authentication. The following four tabs are provided in the system for a easy and
direct management.

Dashboard Monitor portal authorizations at a glance through different visualizations.

Authorized Clients View the records of the connected and expired portal clients.

Vouchers Create vouchers for Portal authentication, and view and manage the related information.

Form Auth Data Customize your survey contents and publish it to collect data.

Operators Create operator accounts for Hotspot management, view their information, and manage
them.

To access the system, click Hotspot Manager from the drop-down list of Organization. To log out of the
system, click the accounticon < at the upper-right corner, then click Log Out.

2.1 Dashboard
In the dashboard, you can monitor portal authorizations at a glance through different visualizations.

To open the dashboard, click Hotspot Manager from the drop-down list of Organization and click
Dashboard in the pop-up page. Specify the time period to view information on authentication type and
hotspot type.

Deshbaad Apr11.204  ~  Apris 2024

Authorized Clients Authentication Type Hotspot Type

Vouchers

Form Auth Data mple Password
Operators ® Fom 0 (0%)
® Voucher 0 (0%)

2.2 Authorized Clients

The Authorized Clients tab is used to view and manage the clients authorized by portal system, including
the expired clients and the clients within the valid period.
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To open the list of Authorized Clients, click Hotspot Manager from the drop-down list of Organization
and click Authorized Clients in the pop-up page. You can search certain clients using the search box,
view their detailed information in the table, and manage them using the action column.

Search Name, SSID/Network or Authorized Q,

Name MAC ADDRESS

5G-1C-B9-17-9E- 5C-1C-B9-17-9E-
8F 8F

android-
1867b5d1b8199bf

C8-F2-30-5A-F9-
e 96

20-82-6A-89-BE-

OPPO-A8 BF

Showing 1-3 of 3records < 1 2 3

@

2.3 Vouchers

SSID/NETWORK

EAP_test

EAP_test

EAP_test

AUTHORIZED
BY

DOWNLOAD UPLOAD START TIME

Jan 12, 2021
10:06:54
pm

No Authentication 1.63GB 51.87MB

Jan 12, 2021
084949
pm

No Authentication 467.49MB 28.72MB

Jan 12, 2021
082229
pm

No Authentication 615.13KB 151.56KB

4 5 > 5 /page v | GoTo page:

EXPIRATION

STATUS TIVE

ACTION

Feb 11, 2021
10:06:54
pm

[valid]

Feb 11, 2021
08:49:49
pm

\vahd|

Feb 11, 2021
08:22:29
pm

[valid]

Click to extend the valid period of the authorized client. You can choose the preset time

length or set a customized period based on needs.

Click to disconnect the authorized client(s). If you disconnect an authorized client, the client

needs to be re-authenticated for the next connection.

Click to delete the expired client from the list.

The Vouchers tab is used to create vouchers and manage unused voucher codes. With voucher
configured and codes created, you can distribute the voucher codes generated by the controller to
clients for them to access the network via portal authentication. For detailed configurations, refer to

Portal.

Create vouchers

Follow the steps below to create vouchers for authentication:

1. Click Hotspot Manager from the drop-down list of Organization and click Vouchers in the pop-up

page.
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2. Click +Create Vouchers on the lower-left, and the following window pops up. Configure the following
parameters and click Save.

Create Vouchers

Portal: Al

Code Length: B (6-10)

Amount: 10 (1-500)

Type: (@ Limited Usage Counts | 1 999) (i)

Limited Online Users

Duration Type: (®) Vioucher Duration (i)

Client Duration )

Dwration: 8 Hours
Diescription: Optional)
Portal Select the portal for which the vouchers will take effect.
Code Length Specify the length of the code(s) from 6 to 10 digits.
Amount Specify the number of voucher codes you want to create.
Type Select a type to limit the usage counts or the number of authorized users of a

voucher code.

Limited Usage Counts: The voucher code can only be used for a limited number of
times within its valid period.

Limited Online Users: The voucher code can be used for an unlimited number of
times within its valid period, but only a limited number of wireless clients can access
the network with this voucher code at the same time.

Duration Type Specify whether to limit the voucher duration or client duration.
Duration Select the valid period for the voucher code(s).
Description (optional) Enter notes for the created voucher code(s), and the input description is displayed in

the voucher list under the voucher tab.
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3. The voucher codes are generated and displayed in the table.

Search Code or Notes Q| Printing Language: | English () Print All Unused Vouchers

Gode Greated Time DOWNLOAD UPLOAD TRAFFIG Notes Duration Type PORTAL Action
Feb 07, 2021

809532 0526:07 23.00 Kbps 22.00 Mbps 8.00 Hours =21 Portal_Default e W
pm
Feb 07, 2021

550740 0526:07 23.00 Kbps 22.00 Mbps 6.00 Hours =1 Portal_Default (=]
om
Feb 07, 2021

249399 0526:07 23.00 Kbps 22.00 Mbps 8.00 Hours =1 Portal_Default (=1 ]
pm
Feb 07, 2021

667766 0526:07 23.00 Kbps 22.00 Mbps 8.00 Hours =1 Portal_Default (=1 ]
pm
Feb 07, 2021

866576 0526:07 23.00 Kbps 22.00 Mbps 6.00 Hours =1 Portal_Default (=]
om

Select 0 of S items  select all Showing 1-5 of Srecords ¢ 1 5 10/page v | GoTopage m

+ Create Vouchers

The voucher code can be used for an unlimited number of times within its valid period,
but only a limited number of wireless clients can access the internet with this voucher
code at the same time. The number on the right shows the limited number of users.

2.2

=2 The voucher code can only be used for a limited number of times within its valid period.
The number on the right shows the limited number of authentication times.
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4. Print the vouchers. Click @ to print a single voucher, or click checkboxes of vouchers and click
@ Print Selected Vouchers to print the selected vouchers. And you can click @ Print All Unused
Vouchers to print all unused vouchers.

307690 084520
Valid for 8h Valid for 8h
Limited Usage Counts One | Limited Usage Counts One
924665 232608
Valid for 8h Valid for 8h
Limited Usage Counts One | Limited Usage Counts One
701945 473875
Valid for 8h Valid for 8h
Limited Usage Counts One | Limited Usage Counts One
141716 999934
Valid for 8h Valid for 8h
Limited Usage Counts One | Limited Usage Counts One
825813 180815
Valid for 8h Valid for 8h
Limited Usage Counts One | Limited Usage Counts One

5. Distribute the vouchers to clients, and then they can use the codes to pass authentication.

6. To delete certain vouchers manually, click I to delete a single voucher, or W Delete to delete
multiple voucher codes at a time.

2.4 Form Auth Data

The Form Auth Data tab is used to create and manage surveys. You can customize your survey contents
and publish it to collect data.

Create Surveys

To create surveys, follow the steps below.

1. Click Hotspot Manager from the drop-down list of Organization and click Form Auth Data in the
pop-up page.
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2. Click Create New Survey and the following window pops up.

Basic Configuration

Survey Name:

Duration: 8 Hours

Enter the survey title

Dropdown .
Enter the information or note

Checkboxes
Text Field
Note/Instruction
o Click or «}» drag the types on the left to add question.

Star Rating

3. Specify the survey name and duration, then customize the contents.

4. Preview and save the settings or publish the survey.

5. The surveys are created and displayed in the table. You can use icons for management and click
for more management options.

FORM AUTH NAME PORTAL CREATED TIME RESPONSES ACTION

Survey 1 @ Notin Use Aug 15, 2023 01:32:34 am 0 B

Survey 2 Not in Use Aug 15,2023 01:33:18 am 0 7
2.5 Operators

The Operators tab is used to manage and create operator accounts that can only be used to remotely
log in to the Hotspot Manager system and manage vouchers and local users for specified sites. The
operators have no privileges to create operator accounts, which offers convenience and ensures
security for client authentication.

Create Operators

To create operator accounts, follow the steps below.

1. Click Hotspot Manager from the drop-down list of Organization and click Operators in the pop-up
page.
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2. Click Create Operator on the lower-left, and the following window pops up.
Create UPEFﬂ.tOF

Usemame:
Password:
Description: Optional)

Site Privileges: Please Select..

Specify the username and password for the operator account.
(Optional) Enter a description for identification.

Select sites from the drop-down list of Site Privileges. Click Save.

o g o~ w

The operator accounts are created and displayed in the table. You can view the information of the
create operator accounts on the page, search certain accounts through the name and notes, and
use icons for management.

Q

USERNAME PASSWORD NOTES. ACTION
Operator 1 Z @

Operator 2 @ o

Showing 1-2of 2records ¢ 1 5 10 /page ~| GoTopage

-+ Create Operator

7. Thenyou can use an operator account to log in to the Hotspot Manager system:

Visit the URL https://URL of the controller/ControllerID/login/#hotspot, and use the operator
account to enter the hotspot manager system.
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